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Before You Start

1.1 Overview

Welcome to Elastic Load Balance API Reference. ELB distributes incoming traffic
across backend servers based on the listening rules you define. ELB expands the
service capabilities of applications and improves their availability by eliminating
single points of failure (SPOFs).

This document describes how to use application programming interfaces (APIs) to
perform operations on load balancers and associated resources, such as creating,
querying, deleting, and updating a load balancer. For details about all supported
operations, see APl Overview.

If you plan to access load balancers and associated resources through an API,
ensure that you are familiar with ELB concepts. For details, see Service Overview.

1.2 API Calling

ELB supports Representational State Transfer (REST) APIs, allowing you to call
APIs using HTTPS. For details about API calling, see Calling APIs.

Additionally, ELB offers software development kits (SDKs) for multiple
programming languages. For how to use SDKs, see Huawei Cloud SDKs.

1.3 Endpoints

An endpoint is the request address for calling an API. Endpoints vary depending
on services and regions. For the endpoints of ELB, see Regions and Endpoints.

1.4 Notes and Constraints

e The number of load balancers and associated resources that you can create
are determined by your quotas. To view or increase the quota, see What Is
Quota?
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For more constraints, see APl description.

1.5 Concepts

Account

An account is created upon successful registration. The account has full access
permissions for all of its cloud services and resources. It can be used to reset
user passwords and grant user permissions. The account is a payment entity,
which should not be used directly to perform routine management. For
security purposes, create Identity and Access Management (IAM) users and
grant them permissions for routine management.

User

An IAM user is created by an account in IAM to use cloud services. Each IAM
user has its own identity credentials (password and access keys).

API authentication requires information such as the account name, username,
and password.

Region

Regions are divided based on geographical location and network latency.
Public services, such as Elastic Cloud Server (ECS), Elastic Volume Service
(EVS), Object Storage Service (OBS), Virtual Private Cloud (VPC), Elastic IP
(EIP), and Image Management Service (IMS), are shared within the same
region. Regions are classified into universal regions and dedicated regions. A
universal region provides universal cloud services for common tenants. A
dedicated region provides specific services for specific tenants.

For details, see Region and AZ.
AZ

An AZ comprises of one or more physical data centers equipped with
independent ventilation, fire, water, and electricity facilities. Computing,
network, storage, and other resources in an AZ are logically divided into
multiple clusters. AZs within a region are interconnected using high-speed
optical fibers to allow you to build cross-AZ high-availability systems.

Project

A project corresponds to a region. Default projects are defined to group and
physically isolate resources (including computing, storage, and network
resources) across regions. Users can be granted permissions in a default
project to access all resources under their accounts in the region associated
with the project. If you need more refined access control, create subprojects
under a default project and create resources in subprojects. Then you can
assign users the permissions required to access only the resources in the
specific subprojects.
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Figure 1-1 Project isolation model

Project A Project B
ProjectA_1 ProjectA_2 ProjectB_1 Project B_2
Region A Region B

e  Enterprise project

Enterprise projects group and manage resources across regions. Resources in
different enterprise projects are logically isolated. An enterprise project can
contain resources of multiple regions, and resources can be added to or
removed from enterprise projects.

For details about enterprise projects and about how to obtain enterprise
project IDs, see Enterprise Management User Guide.

1.6 Selecting an API Version

There are three versions of APIs, including v2.0, v2, and v3.

APIs v2.0 and v2 are applicable to shared load balancers. The main version is v2.0.
APIs of this version are used in enterprise projects.

For details about the APIs and their functions, see APl Overview. To meet your
requirements for interconnecting with OpenStack, some APIs v2.0 are compatible
with OpenStack API v2. The functions of these APIs are similar and their styles are
slightly different.

APIs v3 are designed for dedicated load balancers. The performance of a dedicated
load balancer is not affected by other load balancers. In addition, there are a wide
range of specifications available for selection. Dedicated load balancers feature
high performance, high availability, and ultra-security, support multiple protocols,
and allow you to customize flexible traffic distribution policies. Dedicated load
balancers also support the enterprise project function.

Refer to the following suggestions when you select APIs of different versions:

e If you require compatibility with OpenStack, you are advised to select APIs
v2.0.

e If you use native OpenStack APIs to create Virtual Private Clouds (VPCs) and
Elastic Cloud Servers (ECSs), you are advised to use them together with APIs
v2.0.

e If you have enabled the enterprise project function, you are advised to select
APIs v2.

e If you require higher performance or more flexible load balancing policies,
you are advised to use API v3 APIs.
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1.7 Querying Data in Pages

Procedure

The following uses the API (GET /v2/{project _id}/elb/loadbalancers) as an
example to describe how to query all five load balancers and associated resources
by page. Two load balancers are displayed on each page.

Step 1 Set the header information in Postman, put the obtained token in the header, set
limit to 2, and query load balancers on the first page.

Figure 1-2 Page 1

Step 2 Check whether the number of load balancers returned is less than the value of
limit. If yes, the last page is displayed. If no, the next page will be queried. In this
example, to query the next page, set marker to the ID of the last load balancer on
the previous page, set limit to 2.
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Figure 1-3 Page 2
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Step 3 Use the same method to query the third page.

Figure 1-4 Page 3

Step 4 If the number of load balancers on the previous page is less than the value of
limit, the pagination query is complete.

--—-End

Sample Code

The request body in Step 2 is as follows:
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GET https://elb.cn-north-1.myhuaweicloud.com:443/v2/e2e095f1a31c467c89d4251cae136fal/elb/

loadbalancers?limit=2&marker=42aa24dd-32f7-482d-8612-6a4a23320457

The response body in Step 2 is as follows:

"loadbalancers": [

{

"id": "84328656-33c6-431b-ac86-e876219e1aa7",
"name": "ulb-vg7d",

"description™: "21212",

"provider": "vlb",

"listeners": [

"id": "8bad548d-740f-44db-bc91-c10271a0c750"

}
]I
"pools": [
"id": "bc632a6f-b691-4f07-8523-2c4c7009d28e"
b
{
"id": "599a4c5b-c00c-4491-9860-f322200c72a3"
}
]I
"tags": [],

"tenant_id": "e2e095f1a31c467c89d4251cael136fal",
"project_id": "e2e095f1a31c467c¢89d4251cael136fal",
"vip_subnet_id": "0d11891d-92b3-4a89-af39-fad71c6481a7",
"vip_port_id": "475890b6-2e31-440b-a2a7-907a71d62c3b",
"vip_address": "192.168.40.191",

"provisioning_status": "ACTIVE",

"operating_status": "ONLINE",

"admin_state_up": true,

"created_at™: "2018-10-11T14:11:19",

"updated_at": "2018-11-07T07:38:54",
"enterprise_project_id": "0"

"id": "992fd704-1e38-4975-a04a-a4e7982146de",
"name": "ulb-8yrd",

"description™: "",

"provider": "vlb",

"listeners": [
{
"id": "ad49e548-1466-43de-9247-10f56e1f2e0e"
b
{
"id": "bdba3fa8-574f-4c6e-a808-8f21b54b9b1a"
}
]I
"pools": [
"id": "10977afc-dfb9-40fa-afa5-2177aa8f8529"
b
{
"id": "18238c04-5b33-4e5c-8069-8728dece4b54"
b
{
"id": "5389884f-e884-4c98-9e5f-1b8da5cb3fd0"
}
]I
"tags": [],

"tenant_id": "e2e095f1a31c467c¢89d4251cae136fal",
"project_id": "e2e095f1a31c467c¢89d4251cael136fal",
"vip_subnet_id": "f15e603b-49d3-4b4d-9a26-1f24ea20d443",
"vip_port_id": "3421dbcd-5d25-4cb0-b472-e9dfca260bf6",
"vip_address": "192.168.0.29",

"provisioning_status": "ACTIVE",

"operating_status": "ONLINE",
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"admin_state_up": true,
"created_at™: "",
"updated_at": "",
"enterprise_project_id": "0"
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APl Overview

A combination of these types of APIs allows you to use all functions provided by
ELB. Table 2-1 describes the APIs provided by ELB.

Table 2-1 ELB APIs

Type Resource Description
APIs (Dedicated Load Creates, updates, deletes a load balancer,
load balancers) balancer shows the details of a load balancer, lists load
balancers, and queries the status tree for a
load balancer.
Certificate Creates, modifies, and deletes a certificate,
and lists certificates.
Security Adds, modifies, and deletes a security policy,
policy shows the details of a security policy, and lists
security policies.
IP address Configures, modifies, and disables an IP
group address group, shows the details of an IP
address group, and lists IP address groups.
Listener Adds, modifies, and deletes a listener, shows
the details of a listener, and lists listeners.
Backend Adds, modifies, and deletes a backend server
server group, shows the details of a backend server
group group, and lists backend server groups.
Backend Adds, modifies, and deletes a backend server,
server shows the details of a backend server, and
lists backend servers.
Health Configures, modifies, and disables a health
check check, shows the details of a health check,

and lists health checks.
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Type Resource Description
Forwarding | Adds, updates, and deletes a forwarding
policy policy, shows the details of a forwarding
policy, lists forwarding policies, and updates
forwarding policy priorities.
Forwarding | Adds, modifies, and deletes a forwarding rule,
rule shows the details of a forwarding rule, and
lists forwarding rules.
Shared load Load Creates, updates, deletes a load balancer,
balancer APIs balancer shows the details of a load balancer, lists load
balancers, and queries the status tree for a
load balancer.
Listener Adds, updates, and deletes a listener, shows
the details of a listener, and lists listeners.
Backend Adds, updates, and deletes a backend server
server group, shows the details of a backend server
group group, and lists backend server groups.
Backend Adds, updates, and removes a backend server,
server shows the details of a backend server, and
lists backend servers.
Health Configures, updates, and disables a health
check check, and shows the details of a health
check.
Forwarding | Adds, updates, and deletes a forwarding
policy policy, shows the details of a forwarding
policy, and lists forwarding policies.
Forwarding | Adds, updates, and deletes a forwarding rule,
rule shows the details of a forwarding rule, and
lists forwarding rules.
Whitelist Creates, updates, and deletes a certificate, and
lists whitelist.
SSL Creates, updates, and deletes a certificate, and
certificate lists certificates.
Shared load Load Creates, updates, deletes a load balancer,
balancer APIs balancer shows the details of a load balancer, lists load
(OpenStack) balancers, and queries the status tree for a
load balancer.
Listener Adds, updates, and deletes a listener, shows
the details of a listener, and lists listeners.
Backend Adds, updates, and deletes a backend server
server group, shows the details of a backend server
group group, and lists backend server groups.
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Type Resource Description

Backend Adds, updates, and removes a backend server,

server shows the details of a backend server, and
lists backend servers.

Health Configures, updates, and disables a health

check check, and shows the details of a health
check.

Forwarding | Adds, updates, and deletes a forwarding

policy policy, shows the details of a forwarding
policy, and lists forwarding policies.

Forwarding | Adds, updates, and deletes a forwarding rule,

rule shows the details of a forwarding rule, and
lists forwarding rules.

Whitelist Creates, updates, and deletes a certificate, and
lists whitelist.

SSL Creates, updates, and deletes a certificate, and

certificate lists certificates.

Tag Adds a tag to and deletes a tag from a load

balancer, batch adds and deletes load
balancer tags, lists all tags of a load balancer,
lists tags of all load balancers, queries load
balancers by tag, adds and deletes a tag to a
listener, batch adds and deletes tags to a
listener, lists all tags of a listener, lists tags of
all listeners, and queries listeners by tag.
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Calling APIs

3.1 Making an API Request

This section describes the structure of a REST API request, and uses the IAM API
for obtaining a user token as an example to demonstrate how to call an API. The
obtained token can then be used to authenticate the calling of other APIs.

Request URI

A request URI is in the following format:

{URI-scheme}://{Endpoint}/{resource-path}?{query-string}

Although a request URI is included in the request header, most programming
languages or frameworks require the request URI to be transmitted separately.

Table 3-1 URI parameter description

Parameter

Description

URI-scheme

Protocol used to transmit requests. All APIs use HTTPS.

Endpoint

Domain name or IP address of the server bearing the REST
service. The endpoint varies between services in different
regions. It can be obtained from Regions and Endpoints.

For example, the endpoint of IAM in region CN-Hong Kong is
iam.ap-southeast-1.myhuaweicloud.com.

resource-path

Access path of an API for performing a specified operation.
Obtain the path from the URI of an API. For example, the
resource-path of the API used to obtain a user token is /v3/
auth/tokens.
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Parameter Description

query-string Query parameter, which is optional. Ensure that a question
mark (?) is included before each query parameter that is in the
format of Parameter name=Parameter value. For example, ?
limit=10 indicates that a maximum of 10 data records will be
displayed.

For example, to obtain an IAM token in the CN-Hong Kong region, obtain the
endpoint of IAM (iam.ap-southeast-1.myhuaweicloud.com) for this region and the
resource-path (/v3/auth/tokens) in the URI of the API used to obtain a user
token. Then, construct the URI as follows:

https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

Figure 3-1 Example URI

https:%iam. ap-southeast-1.myhuaweicloud.comfv3/auth/tokens

|

URI-scheme Endpoint resource-path

L] NOTE
To simplify the URI display in this document, each API is provided only with a resource-

path and a request method. The URI-scheme of all APIs is HTTPS, and the endpoints of all
APIs in the same region are identical.

Request Methods

The HTTP protocol defines the following request methods that can be used to
send a request to the server.

Table 3-2 HTTP methods

Method Description

GET Requests the server to return specified resources.

PUT Requests the server to update specified resources.

POST Requests the server to add resources or perform special
operations.

DELETE Requests the server to delete specified resources, for
example, an object.

HEAD Same as GET except that the server must return only
the response header.

Issue 07 (2022-01-05) Copyright © Huawei Technologies Co., Ltd. 12


https://support.huaweicloud.com/intl/en-us/api-iam/iam_30_0001.html
https://support.huaweicloud.com/intl/en-us/api-iam/iam_30_0001.html

Elastic Load Balance

API Reference

3 Calling APIs

Method

Description

PATCH

created.

Requests the server to update partial content of a
specified resource.

If the resource does not exist, a new resource will be

For example, in the case of the APl used to obtain a user token, the request
method is POST. The request is as follows:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens

Request Header

You can also add additional header fields to a request, such as the fields required
by a specified URI or HTTP method. For example, to request for the authentication
information, add Content-Type, which specifies the request body type.

Common request header fields are as follows.

Table 3-3 Common request header fields

number of the resources
being requested. The
value can be obtained
from the URL of the
service API. The value is
in the format of
Hostname:Port number.
If the port number is not
specified, the default
port is used. The default
port number for https is
443.

mandatory for
AK/SK

authentication.

Parameter Description Mandatory Example Value
Host Specifies the server No code.test.com
domain name and port This field is or

code.test.com:44
3

Content-Type

Specifies the type (or
format) of the message
body. The default value
application/json is
recommended. Other
values of this field will be
provided for specific APIs
if any.

Yes

application/json

Content-
Length

Specifies the length of
the request body. The
unit is byte.

No

3495
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Parameter Description Mandatory Example Value
X-Project-1d Specifies the project ID. No €9993fc787d94b
Obtain the project ID by | This field is 6c886cbaa340f9c
following the instructions 0f4

in Obtaining a Project
ID.

mandatory for
requests that
use AK/SK
authentication
in the Dedicated
Cloud (DeQ)

for obtaining a user
token (This is the only
API that does not require
authentication).

After the request is
processed, the value of
X-Subject-Token in the
response header is the
token value.

mandatory for
token
authentication.

scenario or
multi-project
scenario.
X-Auth-Token | Specifies the user token. | No The following is
It is a response to the API | This field is part of an

example token:

MIIPAgYJKoZIhvc
NAQcCo...ggg1B
BIINPXsidG9rZ

(11 NOTE

In addition to supporting authentication using tokens, APIs support authentication using
AK/SK, which uses SDKs to sign a request. During the signature, the Authorization
(signature authentication) and X-Sdk-Date (time when a request is sent) headers are
automatically added in the request.

For more details, see "Authentication Using AK/SK" in Authentication.

The API used to obtain a user token does not require authentication. Therefore,
only the Content-Type field needs to be added to requests for calling the API. An
example of such requests is as follows:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

(Optional) Request Body

This part is optional. The body of a request is often sent in a structured format
(for example, JSON or XML) as specified in the Content-Type header field. The
request body transfers content except the request header.

The request body varies between APIs. Some APIs do not require the request body,

such as the APIs requested using the GET and DELETE methods.

In the case of the API used to obtain a user token, the request parameters and
parameter description can be obtained from the API request. The following
provides an example request with a body included. Replace username,
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domainname, $ADMIN_PASS (login password), and xxooooooooooooxxxxx (project
name) with the actual values. Obtain a project name from Regions and
Endpoints.

(11 NOTE

The scope parameter specifies where a token takes effect. You can set scope to an account
or a project under an account. In the following example, the token takes effect only for the
resources in a specified project. For more information about this API, see Obtaining a User
Token.

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"

1,
"password": {
"user": {
"name": "username",
"password": "SADMIN_PASS", //You are advised to store it in ciphertext in the
configuration file or an environment variable and decrypt it when needed to ensure security.
"domain": {
"name": "domainname"
}
}
}
h
"scope": {
"project™: {
"name": " XXOXXXXXXXXX!
}
}
}
}

If all data required for the API request is available, you can send the request to call
the API through curl, Postman, or coding. In the response to the API used to
obtain a user token, X-Subject-Token is the desired user token. This token can
then be used to authenticate the calling of other APlIs.

3.2 Authentication

Requests for calling an API can be authenticated using either of the following
methods:

e Token authentication: Requests are authenticated using tokens.

e AK/SK authentication: Requests are encrypted using AK/SK pairs. AK/SK
authentication is recommended because it is more secure than token
authentication.

Token Authentication
(10 NOTE

The validity period of a token is 24 hours. When using a token for authentication, cache it
to prevent frequently calling the IAM API used to obtain a user token.
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A token specifies temporary permissions in a computer system. During API
authentication using a token, the token is added to requests to get permissions for
calling the API. You can obtain a token by calling the Obtaining User Token API.

IMS is a project-level service. When you call the API, set auth.scope in the request
body to project.

"auth": {
"identity": {
"methods": [
"password"
1,
"password": {
"user": {
"name": "username", [/ |AM user name
"password": SADMIN_PASS, //|IAM user password. You are advised to store it in ciphertext in
the configuration file or an environment variable and decrypt it when needed to ensure security.
"domain": {
"name": "domainname" [/ Name of the account to which the IAM user belongs
}
}
}
h
"scope": {
"project": {
"name": "xxxxxxxx" [/ Project name
}
}
}
}

After a token is obtained, the X-Auth-Token header field must be added to
requests to specify the token when calling other APIs. For example, if the token is
ABCDEF!I...., X-Auth-Token: ABCDEFI.... can be added to a request as follows:

POST https://iam.ap-southeast-1.myhuaweicloud.com/v3/auth/projects
Content-Type: application/json
X-Auth-Token: ABCDEF)J....

AK/SK Authentication
(11 NOTE

AK/SK authentication supports API requests with a body not larger than 12 MB. For API
requests with a larger body, token authentication is recommended.

In AK/SK authentication, AK/SK is used to sign requests and the signature is then
added to the requests for authentication.

e AK: access key ID, which is a unique identifier used in conjunction with a
secret access key to sign requests cryptographically.

e SK: secret access key, which is used in conjunction with an AK to sign requests
cryptographically. It identifies a request sender and prevents the request from
being modified.

In AK/SK authentication, you can use an AK/SK to sign requests based on the
signature algorithm or using the signing SDK. For details about how to sign
requests and use the signing SDK, see APl Request Signing Guide.
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(11 NOTE

The signing SDK is only used for signing requests and is different from the SDKs provided
by services.

3.3 Response

Status Code

After sending a request, you will receive a response, including a status code,
response header, and response body.

A status code is a group of digits, ranging from 1xx to 5xx. It indicates the status
of a request. For more information, see Status Codes.

For example, if status code 201 is returned for calling the API used to obtain a
user token, the request is successful.

Response Header

Similar to a request, a response also has a header, for example, Content-Type.

Figure 3-2 shows the response header fields for the APl used to obtain a user
token. The X-Subject-Token header field is the desired user token. This token can
then be used to authenticate the calling of other APlIs.

(10 NOTE

For security purposes, you are advised to set the token in ciphertext in configuration files or
environment variables and decrypt it when using it.

Figure 3-2 Header fields of the response to the request for obtaining a user token

connection — keep-alive
content-type — application/jsen

date — Tue, 12 Feb 2019 06:52:13 GMT

server — Web Serve

strict-transport-security - max-age=31536000; includeSubdomains
transfer-encoding — chunked

via - proxy A

x-content-type-options — nosniff

x-download-options — noapen

x-frame-options — SAMEORIGIN

x-iam-trace-id — 218d45ab-d674-4995-af3a-2d0255ba41b3

x-subject-token

x-xss-protection — 1: mode=block
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(Optional) Response Body

The body of a response is often returned in a structured format (for example,
JSON or XML) as specified in the Content-Type header field. The response body
transfers content except the response header.

The following is part of the response body for the APl used to obtain a user
token.

{
"token": {
"expires_at": "2019-02-13T06:52:13.855000Z",
"methods": [
"password"
1;
"catalog": [
{
"endpoints": [
{
"region_id": "az-01",

If an error occurs during API calling, an error code and a message will be
displayed. The following shows an error response body.

{

"error_msg": "The request message format is invalid.",
"error_code": "IMG.0001"
}

In the response body, error_code is an error code, and error_msg provides
information about the error.
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APIs (V3)

4.1 APl Version

4.1.1 Querying API

Function

Versions

This API is used to query all available ELB API versions.

Calling Method

For details, see Calling APIs.

URI

GET /versions

Request Parameters

None

Response Parameters

Status code

: 200

Table 4-1 Response body parameters

Parameter Type Description

versions Array of Lists the available API versions.
ApiVersioninf
o objects
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Table 4-2 ApiVersioninfo

The values are as follows:

e CURRENT: current version

e STABLE: stable version

e DEPRECATED: discarded version

Parameter Type Description

id String Specifies the API version.
The value can be v3, v2, or v2.0 in ascending
order.

status String Specifies the status of the API version.

Note: CURRENT indicates the latest version.

Example Requests

Querying API versions of a load balancer

GET https://{ELB_Endpoint}/versions

Example Responses
Status code: 200

Successful request.

o
"versions" : [ {
"id" : "v3",
"status" : "CURRENT"
It
"id" : "v2",
"status" : "STABLE"
It
"id" : "v2.0",
"status" : "STABLE"
3
}

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;
import com.huaweicloud.sdk.elb.v3.model.*;
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Python

public class ListApiVersionsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
ListApiVersionsRequest request = new ListApiVersionsRequest();
try {
ListApiVersionsResponse response = client.listApiVersions(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:

request = ListApiVersionsRequest()
response = client.list_api_versions(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
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Go

More

Status Codes

Error Codes

print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListApiVersionsRequest{}
response, err := client.ListApiVersions(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Description
Code
200 Successful request.

See Error Codes.
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4.2 Quota

4.2.1 Querying Quotas

Function

This API is used to query the quotas of load balancers and related resources in a
specific project.

Calling Method

For details, see Calling APIs.

URI
GET /v3/{project_id}/elb/quotas

Table 4-3 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.

Request Parameters

Table 4-4 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.

Response Parameters

Status code: 200

Table 4-5 Response body parameters

Parameter Type Description

request_id String Specifies the request ID. The value is
automatically generated.
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Parameter

Type

Description

quota

Quota object

Specifies the quotas of load balancers and
associated resources. Only the total quotas are
returned. Remaining available quotas will not
be returned.

Table 4-6 Quota

Parameter Type Description
project_id String Specifies the project ID.
loadbalancer | Integer Specifies the load balancer quota.
e |f the value is greater than or equal to 0, it
indicates the load balancer quota.
e |If the value is -1, the quota is not limited.
certificate Integer Specifies the certificate quota.
e |f the value is greater than or equal to 0, it
indicates the certificate quota.
e |If the value is -1, the quota is not limited.
listener Integer Specifies the listener quota.
e |If the value is greater than or equal to 0, it
indicates the listener quota.
e |f the value is -1, the quota is not limited.
[7policy Integer Specifies the forwarding policy quota.
e [f the value is greater than or equal to 0, it
indicates the forwarding policy quota.
e If the value is -1, the quota is not limited.
condition_per | Integer Specifies the forwarding policy quota.
_policy The value can be:
e |f the value is greater than or equal to 0, it
indicates the current quota.
e -1 indicates that the quota is not limited.
pool Integer Specifies the backend server group quota.
e |f the value is greater than or equal to 0, it
indicates the backend server group quota.
e If the value is -1, the quota is not limited.
healthmonitor | Integer Specifies the health check quota.

e |f the value is greater than or equal to 0, it
indicates the health check quota.

e |If the value is -1, the quota is not limited.
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Parameter

Type

Description

member

Integer

Specifies the backend server quota.

e |f the value is greater than or equal to 0, it
indicates the backend server quota.

e |If the value is -1, the quota is not limited.

members_per
_pool

Integer

Specifies the quota of backend servers in a
backend server group.

e [f the value is greater than or equal to 0, it
indicates the backend server quota.

e If the value is -1, the quota is not limited.

listeners_per_
pool

Integer

Specifies the maximum number of backend
servers that can be added to a backend server

group.
The value can be:

e If the value is greater than or equal to 0, it
indicates the current quota.

e -1 indicates that the quota is not limited.

ipgroup

Integer

Specifies the IP address group quota.

e |f the value is greater than or equal to 0, it
indicates the IP address group quota.

e If the value is -1, the quota is not limited.

ipgroup_bindi
ngs

Integer

Specifies the IP address group quota.

e If the value is greater than or equal to 0, it
indicates the IP address group quota.

e |If the value is -1, the quota is not limited.

ipgroup_max_

length

Integer

Specifies the IP address group quota.

e If the value is greater than or equal to 0, it
indicates the IP address group quota.

e |f the value is -1, the quota is not limited.

security_polic
y

Integer

Specifies the custom security policy quota.

e |f the value is greater than or equal to 0, it
indicates the custom security policy quota.

e If the value is -1, the quota is not limited.
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Parameter Type

Description

listeners_per_l | Integer
oadbalancer

Specifies the maximum number of listeners
that can be associated with a load balancer.
The value can be:

e |f the value is greater than or equal to 0, it
indicates the current quota.

e -1 indicates that the quota is not limited.

NOTE
The maximum number of listeners that can be
added to a load balancer is not limited. It is
recommended that you keep listeners within the
default quota.

Example Requests

Querying the quotas of resources associated with a load balancer.

GET https://{ELB_Endpoint}/v3/99a3fff0d03c428eac3678da6a7d0f24/elb/quotas

Example Responses
Status code: 200

Successful request.
{

"request_id" : "c6f3d7fe99bb1d8aa29e148097dab0d0",

"quota" : {
"member" : 10000,
"members_per_pool" : 1000,
"certificate" : -1,
"[7policy" : 2000,
"listener" : 1500,
"loadbalancer" : 100000,
"healthmonitor" : -1,
"pool" : 5000,
"ipgroup" : 1000,
"ipgroup_bindings" : 50,
"ipgroup_max_length" : 300,
"security_policy" : 50,

"project_id" : "060576798a80d5762fafc01a9b5eedc7",

"condition_per_policy" : 10,
"listeners_per_pool" : 50,

"listeners_per_loadbalancer" : 50

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
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import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;

import com.huaweicloud.sdk.elb.v3.region.ElbRegion;
import com.huaweicloud.sdk.elb.v3.*;
import com.huaweicloud.sdk.elb.v3.model.*;

public class ShowQuotaSolution {

Python

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();

ShowQuotaRequest request = new ShowQuotaRequest();

try {

ShowQuotaResponse response = client.showQuota(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main_"
# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

n n

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")
sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \

.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

Issue 07 (2022-01-05)

Copyright © Huawei Technologies Co., Ltd.

27



Elastic Load Balance

API Reference

4 APIs (V3)

Go

More

Status Codes

try:
request = ShowQuotaRequest()
response = client.show_quota(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ShowQuotaRequest{}
response, err := client.ShowQuota(request)

if err == nil {
fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)

}
}

For SDK sample code of more programming languages, see the Sample Code tab
in API Explorer. SDK sample code can be automatically generated.

Status Description
Code
200 Successful request.
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Error Codes

See Error Codes.

4.2.2 Querying Quota Usage

Function

This API is used to query the current quotas and used quotas of resources related
to a dedicated load balancer in a specific project.

Calling Method
For details, see Calling APIs.

URI
GET /v3/{project_id}/elb/quotas/details

Table 4-7 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.

Table 4-8 Query Parameters

Parameter Mandatory Type Description

quota_key No Array Specifies the resource type.
The value can be
loadbalancer, listener,
ipgroup, pool, member,
healthmonitor, |7policy,
certificate, security_policy,
listeners_per_loadbalancer,
listeners_per_pool,
members_per_pool,
condition_per_policy,
ipgroup_bindings, or
ipgroup_max_length.
Multiple values can be queried

in the format of
qguota_key=xxx&quota_key=xxx
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Request Parameters

Table 4-9 Request header parameters

Parameter

Mandatory

Type Description

X-Auth-Token

Yes

Specifies the token used for
IAM authentication.

String

Response Parameters

Status code: 200

Table 4-10 Response body parameters

Parameter Type Description
request_id String Specifies the request ID. The value is
automatically generated.
quotas Array of Specifies the resource quotas.
Quotalnfo
objects

Table 4-11 Quotalnfo

Parameter

Type

Description

quota_key

String

Specifies the resource type. The value can be
loadbalancer, listener, ipgroup, pool,
member, members_per_pool, healthmonitor,
l7policy, certificate, security_policy,
condition_per_policy, listeners_per_pool,
ipgroup_bindings, or ipgroup_max_length.
members_per_pool indicates the maximum

number of backend servers that can be added
to a backend server group.

quota_limit

Integer

Specifies the total quota. Values:

e [f the value is greater than or equal to 0, it
indicates the current quota.

e -1 indicates that the quota is not limited.

used

Integer

Specifies the used quota.

unit

String

Specifies the quota unit. The value can only be
count.
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Example Requests

Querying the quota of a specific ELB resource type

https://{ELB_Endpoint}/v3/06b9dc6cbf80d5952f18c0181a2f4654/elb/quotas/details?
quota_key=members_per_pool&quota_key=loadbalancer

Example Responses
Status code: 200

Successful request.

{
"request_id" : "a396ad8e282d69d1afec6d437fe93c2d",
"quotas" : [ {
"quota_key" : "members_per_pool",
"used" : 992,
"quota_limit" : 1000,
"unit" : "count"
o
"quota_key" : "security_policy",
"used" : 11,
"quota_limit" : 50,
"unit" : "count"
o
"quota_key" : "ipgroup_max_length",
"used" : 3,
"quota_limit" : 300,
"unit" : "count"
o
"quota_key" : "listener",
"used" : 803,
"quota_limit" : 1500,
"unit" : "count"
Ao
"quota_key" : "pool",
"used" : 1009,
"quota_limit" : 5000,
"unit" : "count"
o
"quota_key" : "certificate",
"used" : 608,
"quota_limit" : -1,
"unit" : "count"
o
"quota_key" : "loadbalancer",
"used" : 752,
"quota_limit" : 100000,
"unit" : "count"
o
"quota_key" : "ipgroup",
"used" : 11,
"quota_limit" : 1000,
"unit" : "count"
o
"quota_key" : "ipgroup_bindings",
"used" : 2,
"quota_limit" : 50,
"unit" : "count"
Ao
"quota_key" : "member",
"used" : 3022,
"quota_limit" : 10000,
"unit" : "count"
Ao
"quota_key" : "listeners_per_loadbalancer",
"used" : 0,
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"quota_limit" : 50,
"unit" : "count"

3 A
"quota_key" : "l7policy",
"used" : 148,

"quota_limit" : 2000,
"unit" : "count"

3 A
"quota_key" : "healthmonitor",
"used" : 762,

"quota_limit" : -1,
"unit" : "count"
11
}

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class ListQuotaDetailsSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or

environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
ListQuotaDetailsRequest request = new ListQuotaDetailsRequest();
request.withQuotaKey();
try {
ListQuotaDetailsResponse response = client.listQuotaDetails(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
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Python

Go

System.out.println(e.getErrorMsg());
}
}
}

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ListQuotaDetailsRequest()
request.quota_key =
response = client.list_quota_details(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
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WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListQuotaDetailsRequest{}
response, err := client.ListQuotaDetails(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in API Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.3 AZ

4.3.1 Querying AZs

Function

This API is used to query all available AZs when you create a dedicated load
balancer.

e One set of AZs is returned by default. When you create a dedicated load
balancer, you can select one or more AZs only in this set.

e In special scenarios, dedicated load balancers must be created in specific AZs.
In the returned one or more sets of AZs, you can select as many AZs as you
want as long as the selected AZs are in the same set. For example, if two sets
[az1,az2] and [az2,az3] are returned, you can select az1 and az2 or az2 and
az3, but cannot select az1 and az3.

Calling Method

For details, see Calling APIs.
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URI

GET /v3/{project_id}/elb/availability-zones

Table 4-12 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.
Table 4-13 Query Parameters

Parameter Mandatory Type Description

public_border | No String Specifies the AZ group.

_group

Request Parameters

Table 4-14 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Specifies the token used for
IAM authentication.

Response Parameters

Status code: 200

Table 4-15 Response body parameters

nes

Availabilityz
one>>

Parameter Type Description

request_id String Specifies the request ID. The value is
automatically generated.

availability_zo | Array<Array< | Specifies the AZs that are available during load

balancer creation. For example, in [az1,az2]

and [az2,az3] sets, you can select az1 and az2
or az2 and az3, but cannot select az1 and az3.
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Table 4-16 AvailabilityZone

Parameter Type Description

code String Specifies the AZ code.

state String Specifies the AZ status. The value can only be
ACTIVE.

protocol Array of L4 indicates the flavor at Layer 4 (flavor for

strings network load balancing). L7 indicates the

flavor at Layer 7 (flavor for application load
balancing).

public_border | String Specifies the AZ group, for example, center.

_group

category Integer Specifies the AZ code. 0 indicates center. 21
indicates homezone.

Example Requests

Querying AZs where a load balancer works

GET https://{ELB_Endpoint}/v3/060576782980d5762f9ec014dd2f1148/elb/availability-zones

Example Responses
Status code: 200

Successful request.

{
"availability_zones" : [ [ {
"state" : "ACTIVE",
"code" : "az1",
"protocol" : [ "L4", "L7" 1],
"public_border_group" : "center",

"category" : 0

3o
"state" : "ACTIVE",
"Code" . "aZZ",

"protocol" : [ "L4" ],
"public_border_group" : "center",

"category" : 0

3o
"state" : "ACTIVE",
"Code" . "aZ3”,

"protocol" : [ "L7" ],
"public_border_group" : "center",
"category" : 0

"state" : "ACTIVE",
"code" : "homezone.az0",
"protocol" : [ "L4" ],

"public_border_group" : "homezone.azg",

"category" : 21
10

"request_id" : "0d799435-259e-459f-b2bc-0beee06f6a77"

}
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SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class ListAvailabilityZonesSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
ListAvailabilityZonesRequest request = new ListAvailabilityZonesRequest();
request.withPublicBorderGroup("<public_border_group>");
try {
ListAvailabilityZonesResponse response = client.listAvailabilityZones(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkelb.v3 import *
if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
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Go

variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListAvailabilityZonesRequest ()
request.public_border_group = "<public_border_group>"
response = client.list_availability_zones(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListAvailabilityZonesRequest{}
publicBorderGroupRequest:= "<public_border_group>"
request.PublicBorderGroup = &publicBorderGroupRequest
response, err := client.ListAvailabilityZones(request)

if err == nil {
fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}
}
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More

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.4 Load Balancer Flavor

4.4.1 Querying Flavors

Function

This API is used to query all load balancer flavors that are available to a specific
user in a specific region.

Constraints

This API has the following constraints:

e Parameters marker, limit, and page_reverse are used for pagination query.

e Parameters marker and page_reverse take effect only when they are used
together with parameter limit.

Calling Method

For details, see Calling APIs.

URI
GET /v3/{project_id}/elb/flavors

Table 4-17 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.
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Table 4-18 Query Parameters

Parameter

Mandatory

Type

Description

marker

No

String

Specifies the ID of the last
record on the previous page.

Note:

e This parameter must be
used together with limit.

e |If this parameter is not
specified, the first page will
be queried.

e This parameter cannot be

left blank or set to an
invalid ID.

limit

No

Integer

Specifies the number of
records on each page.

Minimum: 0
Maximum: 2000
Default: 2000

page_reverse

No

Boolean

Specifies whether to use
reverse query. Values:

e true: Query the previous
page.

o false (default): Query the
next page.

Note:

e This parameter must be
used together with limit.

e |f page_reverse is set to
true and you want to query
the previous page, set the

value of marker to the
value of previous_marker.

No

Array

Specifies the flavor ID.

Multiple IDs can be queried in
the format of id=xxx&id=xxx.

name

No

Array

Specifies the flavor name.

Multiple names can be
queried in the format of
name=xxx&name=xxx.
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Parameter

Mandatory

Type

Description

type

No

Array

Specifies the flavor type.
Values can be:

e L4 indicates Layer-4 flavor.
L7 indicates Layer-7 flavor.

e L4 elastic indicates
minimum Layer-4 flavor for
elastic scaling. L7_elastic
indicates minimum Layer-7
flavor for elastic scaling.

e L4 elastic_max indicates
maximum Layer-4 flavor
for elastic scaling.

L7 elastic_max indicates
maximum Layer-7 flavor
for elastic scaling. Multiple
types can be queried in the
format of
type=xxx&type=xxx.

shared

No

Boolean

Specifies whether the flavor is
available to all users.

e true indicates that the
flavor is available to all
users.

e false indicates that the
flavor is available only to a
specific user.

Request Parameters

Table 4-19 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Specifies the token used for
IAM authentication.

Response Parameters

Status code: 200
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Table 4-20 Response body parameters

Parameter Type Description
flavors Array of Lists the flavors.
Flavor objects
page_info Pagelnfo Shows pagination information about the load
object balancer flavors.
request_id String Specifies the request ID. The value is
automatically generated.

Table 4-21 Flavor

Parameter

Type

Description

id

String

Specifies the flavor ID.

info

Flavorinfo
object

Specifies the flavor metrics.

name

String

Specifies the flavor name. For network load
balancing, you can select from one of the
following:

e L4 flavor.elb.s1.small
e L4 flavor.elb.s2.small
e L4 flavor.elb.s1.medium
e L4 flavor.elb.s2.medium
e L4 flavorelb.sl.large
e L4 flavorelb.s2.large

For application load balancing, you can select
from one of the following:

e L7 _flavorelb.s1.small

e L7_flavor.elb.s2.small

e L7 flavorelb.s1.medium

e L7 flavor.elb.s2.medium
e L7 flavorelb.sl.large

e L7 flavorelb.s2.large

e L7 flavorelb.s1.extra-large
e L7 flavor.elb.s2.extra-large

shared

Boolean

Specifies whether the flavor is available to all
users.

e true indicates that the flavor is available to
all users.

e false indicates that the flavor is available
only to a specific user.
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Parameter Type Description
project_id String Specifies the project ID.
type String Specifies the flavor type. Values can be one of

the following:
e L4 indicates a Layer-4 flavor.
e L7 indicates a Layer-7 flavor.

e L4_elastic indicates the minimum Layer-4
flavor for elastic scaling. L7_elastic
indicates the minimum Layer-7 flavor for
elastic scaling.

e L4 elastic_max indicates the maximum
Layer-4 flavor for elastic scaling.
L7 _elastic_max indicates the maximum
Layer-7 flavor for elastic scaling.

Minimum: 1

Maximum: 32

flavor_sold_o | Boolean e true
ut o false
Table 4-22 Flavorinfo

Parameter Type Description

connection Integer Specifies the number of concurrent
connections per second.

cps Integer Specifies the number of new connections per
second.

gps Integer Specifies the number of requests per second.
This parameter is available only for load
balancers at Layer 7.

bandwidth Integer Specifies the bandwidth, in Kbit/s.

lcu Integer Specifies the number of LCUs in the flavor. An
LCU measures the dimensions on which a
dedicated load balancer routes the traffic. The
higher value indicates better performance.

https_cps Integer Specifies the number of new HTTPS
connections. This parameter is available only
for load balancers at Layer 7.
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Table 4-23 Pagelnfo

Parameter Type

Description

previous_mar | String
ker

Specifies the ID of the first record in the
pagination query result.

next_marker String

Specifies the ID of the last record in the
pagination query result.

current_count | Integer

Specifies the number of records.

Example Requests

Querying load balancer flavors

GET https://{ELB_Endpoint}/v3/057ef081eb00d2732fd1c01a9be75e6f/elb/flavors?
limit=2&marker=179568ef-5ba4-4ca0-8c5e-5d581db779b1

Example Responses
Status code: 200

Successful request.

{

"request_id" : "01e84c2750b7217e5903b3d3bc9adfda",

"flavors" : [ {

"name" : "L7_flavor.basic.elb.s1.small",

"shared" : true,

"project_id" : "060576798a80d5762fafc01a9b5eedc7",

"info" : {
"bandwidth" : 50000,
"connection" : 200000,
"cps" : 2000,
"https_cps" : 200,
"lcu" : 10,
"qgps" : 4000

Id : "037418d4-8c9e-40b8-9e54-70ff4848fd82",

"type" : "L7_basic",
"flavor_sold_out" : false

3o

"name" : "L4_flavor.elb.s2.small",

"shared" : true,

"project_id" : "8d53f081ea24444aa95e2bfa942ef6ee",

"info" : {
"bandwidth" : 100000,
"connection" : 1000000,
"cps" : 20000,
"lcu" : 20

}

"type" : "L4",
"flavor_sold_out" : false

11
"page_info" : {

"id" : "03925294-4ae2-4cdb-b912-cf171e782095",

"next_marker" : "03925294-4ae2-4cdb-b912-cf171e782095",
"previous_marker" : "037418d4-8c9e-40b8-9e54-70ff4848fd82",

"current_count" : 2
}
}

Issue 07 (2022-01-05) Copyright © Huawei Technologies Co., Ltd. 44



Elastic Load Balance

API Reference

4 APIs (V3)

SDK Sample Code

Java

Python

The SDK sample code is as follows.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util. ArrayList;

public class ListFlavorsSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();

ListFlavorsRequest request = new ListFlavorsRequest();

request.withMarker("<marker>");

request.withLimit(<limit>);
request.withPageReverse(<page_reverse>);
request.withld();

request.withName();

request.withType();

request.withShared(<shared>);

try {

ListFlavorsResponse response = client.listFlavors(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8
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from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListFlavorsRequest()
request.marker = "<marker>"
request.limit = <limit>
request.page_reverse = <PageReverse>
request.id =
request.name =
request.type =
request.shared = <Shared>
response = client.list_flavors(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())
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}

More

request := &model.ListFlavorsRequest{}
markerRequest:= "<marker>"
request.Marker = &markerRequest
limitRequest:= int32(<limit>)
request.Limit = &limitRequest
pageReverseRequest:= <page_reverse>
request.PageReverse = &pageReverseRequest
sharedRequest:= <shared>
request.Shared = &sharedRequest
response, err := client.ListFlavors(request)
if err == nil {

fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.4.2 Viewing Details of a Flavor

Function

This API is used to view details of a flavor.

Calling Method
For details, see Calling APIs.

URI

GET /v3/{project_id}/elb/flavors/{flavor_id}

Table 4-24 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Specifies the project ID.
flavor_id Yes String Specifies the flavor ID.
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Request Parameters

Table 4-25 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for

IAM authentication.

Response Parameters
Status code: 200

Table 4-26 Response body parameters

Parameter Type Description

request_id String Specifies the request ID. The value is
automatically generated.

flavor Flavor object | Specifies the flavor.

Table 4-27 Flavor

Parameter Type Description

id String Specifies the flavor ID.

info Flavorinfo Specifies the flavor metrics.
object
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Parameter

Type

Description

name

String

Specifies the flavor name. For network load
balancing, you can select from one of the
following:

e L4 flavor.elb.s1.small
e L4 flavor.elb.s2.small
e L4 flavor.elb.s1.medium
e L4 flavor.elb.s2.medium
e L4 flavorelb.sl.large
e L4 flavor.elb.s2.large

For application load balancing, you can select
from one of the following:

e L7 flavor.elb.s1.small

e L7 flavor.elb.s2.small

e L7 flavor.elb.s1.medium

e L7_flavor.elb.s2.medium
e L7 flavorelb.sl.large

e L7 flavorelb.s2.large

e L7 flavor.elb.s1.extra-large
e L7 _flavor.elb.s2.extra-large

shared

Boolean

Specifies whether the flavor is available to all
users.

e true indicates that the flavor is available to
all users.

e false indicates that the flavor is available
only to a specific user.

project_id

String

Specifies the project ID.

type

String

Specifies the flavor type. Values can be one of
the following:

e L4 indicates a Layer-4 flavor.
e L7 indicates a Layer-7 flavor.

e L4 elastic indicates the minimum Layer-4
flavor for elastic scaling. L7_elastic
indicates the minimum Layer-7 flavor for
elastic scaling.

e L4 _elastic_max indicates the maximum
Layer-4 flavor for elastic scaling.
L7_elastic_max indicates the maximum
Layer-7 flavor for elastic scaling.

Minimum: 1

Maximum: 32
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Parameter Type Description

flavor_sold_o | Boolean e true

ut e false

Table 4-28 Flavorinfo

Parameter Type Description

connection Integer Specifies the number of concurrent
connections per second.

cps Integer Specifies the number of new connections per
second.

gps Integer Specifies the number of requests per second.
This parameter is available only for load
balancers at Layer 7.

bandwidth Integer Specifies the bandwidth, in Kbit/s.

lcu Integer Specifies the number of LCUs in the flavor. An
LCU measures the dimensions on which a
dedicated load balancer routes the traffic. The
higher value indicates better performance.

https_cps Integer Specifies the number of new HTTPS
connections. This parameter is available only
for load balancers at Layer 7.

Example Requests

Querying details of a flavor

GET https://{ELB_Endpoint}/v3/{project_id}/elb/flavors/{flavor_id}

Example Responses
Status code: 200

Successful request.
{

"flavor" : {
"shared" : true,
"project_id" : "8d53f081ea24444aa95e2bfa942ef6ee",
"info" : {
"bandwidth" : 10000000,
"connection" : 8000000,
"cps" : 80000,
"gps" : 160000,
"lcu" : 100

1
"id" : "3588b525-63ed-4b8f-8a03-6aaa%ad1c36a",
"name" : "L7_flavorslb.s2.large",
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"type" : "L7",
"flavor_sold_out" : false
L
"request_id" : "3b9fb516-b7bb-4760-9128-4a23dd36ae10"

}

SDK Sample Code

Java

Python

The SDK sample code is as follows.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class ShowFlavorSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();

ShowFlavorRequest request = new ShowFlavorRequest();

try {

ShowFlavorResponse response = client.showFlavor(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
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Go

from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkelb.v3 import *
if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ShowFlavorRequest()
response = client.show_flavor(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ShowFlavorRequest{}
response, err := client.ShowFlavor(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}
}
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More

For SDK sample code of more programming languages, see the Sample Code tab
in API Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.5 Reserved IP Address

4.5.1 Calculating the Number of Reserved IP Addresses

Function

This APl is used to calculate the number of reserved IP addresses in the following
scenarios:

e (Calculate the number of IP addresses required for adding the first HTTP or
HTTPS listener to a dedicated load balancer: loadbalancer_id is passed,
l7_flavor_id is left blank, and ip_target_enable is not passed or is set to
false.

e Calculate the number of IP addresses required for changing the flavors of a
dedicated load balancer or enabling IP as a Backend for a dedicated load
balancer: loadbalancer_id is passed, and l7_flavor_id is not left blank or
ip_target_enable is set to true.

e Calculate the number of IP addresses required for creating a dedicated load
balancer: availability_zone_id is passed, parameters |7_flavor _id,
ip_target_enable, and ip_version are optional, and loadbalancer_id is not
passed.

Note:

e The number of reserved IP addresses in the query result is greater than that
of the actually used IP addresses.

e The number of reserved IP addresses is the number of IP addresses used by a
dedicated load balancer.

Calling Method

For details, see Calling APIs.
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URI

GET /v3/{project_id}/elb/preoccupy-ip-num

Table 4-29 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.
Table 4-30 Query Parameters

Parameter Mandatory Type Description

|7 flavor_id No String Specifies the ID of the load

balancer flavor at Layer 7.

If this parameter is passed, the
number of reserved IP
addresses required for creating
a dedicated load balancer with
a Layer-7 flavor or for
changing the Layer 7 flavor of
a dedicated load balancer will
be calculated.

Application scenarios: creating
a dedicated load balancer with
a Layer-7 flavor or changing
the Layer 7 flavors of a
dedicated load balancer
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Parameter

Mandatory

Type

Description

ip_target_ena
ble

No

Boolean

Specifies whether to enable IP
as a Backend.

e true: The number of
reserved |IP addresses
required for creating a
dedicated load balancer
with IP as a Backend
enabled or for enabling IP
as a Backend for an
existing dedicated load
balancer will be calculated.

e false: The number of
reserved IP addresses
required for creating a
dedicated load balancer
with IP as a Backend
disabled or for disabling IP
as a Backend for an
existing dedicated load
balancer will be calculated.
If this parameter is not
passed, IP as a Backend is
disabled.

Application scenarios: creating
a dedicated load balancer or
changing the flavors of a
dedicated load balancer

ip_version

No

Integer

Specifies the IP address
version of the load balancer.
The value can be 4 or 6.

e 4: The number of reserved
IPv4 addresses required for
creating a dedicated load
balancer will be calculated.

e 6: The number of reserved
IPv6 addresses required for
creating a dedicated load
balancer will be calculated.

Application scenario: creating
a dedicated load balancer.
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Parameter Mandatory Type

Description

loadbalancer_ | No String
id

Specifies the load balancer ID.
The number of reserved IP
addresses required for
changing the flavors of a
dedicated load balancer or for
adding the first HTTP or
HTTPS listener to a dedicated
load balancer will be
calculated.

Application scenario: changing
the flavors of a dedicated load
balancer or adding the first
HTTP or HTTPS listener to a
dedicated load balancer

availability_zo | No Array
ne_id

Calculates the number of
reserved IP addresses required
for creating a dedicated load
balancer in the AZs specified
by availability_zone_id.
Application scenario: creating
a dedicated load balancer

Constraint: This parameter will
not take effect when
loadbalancer_id is passed.

Request Parameters

Table 4-31 Request header parameters

Parameter Mandatory Type

Description

X-Auth-Token | Yes String

Specifies the token used for
IAM authentication.

Response Parameters

Status code: 200

Table 4-32 Response body parameters

Parameter Type Description

object

preoccupy_ip | Preoccupylp | Shows reserved IP address information.
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Parameter Type Description
request_id String Specifies the request ID. The value is
automatically generated.

Table 4-33 Preoccupylp

Parameter Type Description
total Integer Specifies the number of preoccupied IP
addresses.

Example Requests
e Querying the number of reserved IP addresses required for changing the Layer
7 flavor of a dedicated load balancer

https://{ELB_Endpoint}/v3/060576782980d5762f9ec014dd2f1148/elb/preoccupy-ip-num?
loadbalancer_id=aff4fc31-d635-4f59-a862-edadf32e407d&l7_flavor_id=0051bc4c-a562-4b7c-953b-
a250b51d992b

{
"preoccupy_ip" : {
"total" : 6
}

"request_id" : "8844e9a0-6a2d-44b7-aad9-15a7f75e4059"
}

e Querying the number of reserved IP addresses required for creating a
dedicated load balancer that is deployed in two AZs and has IP as a Backend
enabled

GET /v3/{project_id}/elb/preoccupy-ip-num?|7_flavor_id=8278944d-
f92c-4393-82b2-6fb9cc1d7e53&availability_zone_id=az1&availability_zone_id=az2&ip_target_enable=tr
ue

{
"preoccupy_ip" : {
"total" : 20
T
"request_id" : "63388ec8-fa3c-4c99-b9c8-d2c83b2a%a68"
}

e Querying the number of reserved IP addresses required for adding the first
HTTP or HTTPS listener to a dedicated load balancer

GET /v3/{project_id}/elb/preoccupy-ip-num?loadbalancer_id=aff4fc31-d635-4f59-a862-edadf32e407d
{
"preoccupy_ip" : {
"total" : 2
}

"request_id" : "febfce48-318d-45ba-a9d9-855462123f3b"
}

Example Responses
Status code: 200

Successful request.

Issue 07 (2022-01-05) Copyright © Huawei Technologies Co., Ltd. 57



Elastic Load Balance

API Reference 4 APIs (V3)
{
"preoccupy_ip" : {
"total" : 20
I
"request_id" : "63388ec8-fa3c-4c99-b9c8-d2c83b2a%a68"
}

SDK Sample Code

The SDK sample code is as follows.

Java

e Querying the number of reserved IP addresses required for changing the Layer
7 flavor of a dedicated load balancer

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class CountPreoccupylpNumSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
_build();

CountPreoccupylpNumRequest request = new CountPreoccupylpNumRequest();

request.withL7Flavorld("<l7_flavor_id>");

request.withlpTargetEnable(<ip_target_enable>);
request.withlpVersion(<ip_version>);
request.withLoadbalancerld("<loadbalancer_id>");
request.withAvailabilityZoneld();

try {

CountPreoccupylpNumResponse response = client.countPreoccupylpNum(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
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System.out.println(e.getErrorMsg());
}
}
}

Querying the number of reserved IP addresses required for creating a
dedicated load balancer that is deployed in two AZs and has IP as a Backend
enabled

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.|Credential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.*;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class CountPreoccupylpNumSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();

CountPreoccupylpNumRequest request = new CountPreoccupylpNumRequest();

request.withL7Flavorld("<l7_flavor_id>");

request.withlpTargetEnable(<ip_target_enable>);
request.withlpVersion(<ip_version>);
request.withLoadbalancerld("<loadbalancer_id>");
request.withAvailabilityZoneld();

try {

CountPreoccupylpNumResponse response = client.countPreoccupylpNum(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}

}
}

Querying the number of reserved IP addresses required for adding the first
HTTP or HTTPS listener to a dedicated load balancer

package com.huaweicloud.sdk.test;
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Python

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.*;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class CountPreoccupylpNumSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
_build();

CountPreoccupylpNumRequest request = new CountPreoccupylpNumRequest();

request.withL7Flavorld("<l7_flavor_id>");

request.withlpTargetEnable(<ip_target_enable>);
request.withlpVersion(<ip_version>);
request.withLoadbalancerld("<loadbalancer_id>");
request.withAvailabilityZoneld();

try {

CountPreoccupylpNumResponse response = client.countPreoccupylpNum(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Querying the number of reserved IP addresses required for changing the Layer
7 flavor of a dedicated load balancer

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__ =="__main_":
# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
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security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CountPreoccupylpNumRequest()
request.l7_flavor_id = "<l7_flavor_id>"
request.ip_target_enable = <IpTargetEnable>
request.ip_version = <ip_version>
request.loadbalancer_id = "<loadbalancer_id>"
request.availability_zone_id =
response = client.count_preoccupy_ip_num(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Querying the number of reserved IP addresses required for creating a
dedicated load balancer that is deployed in two AZs and has IP as a Backend
enabled

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CountPreoccupylpNumRequest()
request.l7_flavor_id = "<l7_flavor_id>"
request.ip_target_enable = <IpTargetEnable>
request.ip_version = <ip_version>
request.loadbalancer_id = "<loadbalancer_id>"
request.availability_zone_id =
response = client.count_preoccupy_ip_num(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
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Go

print(e.error_code)
print(e.error_msg)

Querying the number of reserved IP addresses required for adding the first
HTTP or HTTPS listener to a dedicated load balancer

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__=="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CountPreoccupylpNumRequest()
request.l7_flavor_id = "<l7_flavor_id>"
request.ip_target_enable = <IpTargetEnable>
request.ip_version = <ip_version>
request.loadbalancer_id = "<loadbalancer_id>"
request.availability_zone_id =
response = client.count_preoccupy_ip_num(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Querying the number of reserved IP addresses required for changing the Layer

7 flavor of a dedicated load balancer

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")
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auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CountPreoccupylpNumRequest{}
[7FlavorldRequest:= "<l7_flavor_id>"
request.L7Flavorld = &l7FlavorldRequest
ipTargetEnableRequest:= <ip_target_enable>
request.IpTargetEnable = &ipTargetEnableRequest
ipVersionRequest:= int32(<ip_version>)
request.IpVersion = &ipVersionRequest
loadbalancerldRequest:= "<loadbalancer_id>"
request.Loadbalancerld = &loadbalancerldRequest
response, err := client.CountPreoccupylpNum (request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}

}

Querying the number of reserved IP addresses required for creating a
dedicated load balancer that is deployed in two AZs and has IP as a Backend
enabled

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CountPreoccupylpNumRequest{}
7FlavorldRequest:= "<l7_flavor_id>"
request.L7Flavorld = &l7FlavorldRequest
ipTargetEnableRequest:= <ip_target_enable>
request.lpTargetEnable = &ipTargetEnableRequest
ipVersionRequest:= int32(<ip_version>)
request.IpVersion = &ipVersionRequest
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loadbalancerldRequest:= "<loadbalancer_id>"
request.Loadbalancerld = &loadbalancerldRequest
response, err := client.CountPreoccupylpNum(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}

}

Querying the number of reserved IP addresses required for adding the first
HTTP or HTTPS listener to a dedicated load balancer

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CountPreoccupylpNumRequest{}
7FlavorldRequest:= "<l7_flavor_id>"
request.L7Flavorld = &l7FlavorldRequest
ipTargetEnableRequest:= <ip_target_enable>
request.IpTargetEnable = &ipTargetEnableRequest
ipVersionRequest:= int32(<ip_version>)
request.IpVersion = &ipVersionRequest
loadbalancerldRequest:= "<loadbalancer_id>"
request.Loadbalancerld = &loadbalancerldRequest
response, err := client.CountPreoccupylpNum(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}

}

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.
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Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.6 Load Balancer

4.6.1 Creating a Load Balancer

Function

This APl is used to create a dedicated load balancer. When you create a dedicated
load balancer, note the following:

Constraints

Specify vip_subnet_cidr_id if you want to bind a private IPv4 address to the
dedicated load balancer.

Specify publicip and either vpc_id or vip_subnet_cidr_id if you want to bind
a new IPv4 EIP to the dedicated load balancer.

Specify publicip_ids and either vpc_id or vip_subnet_cidr_id if you want to
bind an existing IPv4 EIP to the dedicated load balancer.

Specify ipv6_vip_virsubnet_id if you want to bind a private IPv6 address to
the dedicated load balancer.

Specify both ipv6_vip_virsubnet_id and ipv6_bandwidth if you want to bind
a public IPv6 address to the dedicated load balancer.

You cannot bind an existing and unoccupied private IPv4 address, IPv6
address, or public IPv6 address to the dedicated load balancer.

You must specify the ID of a flavor at Layer 4 for l4_flavor_id and the ID of a
flavor at Layer 7 for 17_flavor_id.

There are some constraints when you create a dedicated load balancer:

vpc_id, vip_subnet_cidr_id, and ipv6_vip_virsubnet_id cannot be left blank
at the same time.

ip_target_enable specifies whether to enable IP as a Backend. If you enable
this function for a dedicated load balancer, you can associate servers in a VPC
connected through a VPC peering connection, in a VPC connected through a
cloud connection, or in an on-premises data center at the other end of a
Direct Connect or VPN connection, by using server IP addresses.

admin_state_up must be set to true.
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Calling Method

provider must be set to vlb.

elb_virsubnet_ids indicates the subnets that support IPv4/IPv6 dual stack or
only IPv4 subnets. If only IPv4 subnets are supported, ipv6_vip_virsubnet_id
must be left blank.

If you bind an EIP to the load balancer during creation, you cannot unbind it
from the load balancer by calling the API after the load balancer is created.
Instead, you can unbind the EIP only on the ELB console. Locate the dedicated
load balancer in the load balancer list and click More > Unbind EIP in the
Operation column.

publicip_ids and publicip cannot be specified at the same time. Set either
publicip_ids to bind an existing EIP to the load balancer, or publicip to bind a
new EIP to the load balancer, or neither of them.

If you want to add the load balancer to a shared bandwidth, you must specify
the ID of the shared bandwidth. If you want the load balancer to use a new
dedicated bandwidth, charge_mode, share_type, and size are required.

For details, see Calling APIs.

URI

POST /v3/{project_id}/elb/loadbalancers

Table 4-34 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID of the

load balancer.
Minimum: 0
Maximum: 36

Request Parameters

Table 4-35 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | No String Specifies the token used for

IAM authentication.
Minimum: 0
Maximum: 4096
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Table 4-36 Request body parameters

Parameter Mandatory Type Description

loadbalancer | Yes CreateLoadB | Specifies the load balancer.
alancerOptio
n object

Table 4-37 CreateLoadBalancerOption

Parameter

Mandatory

Type

Description

id

No

String

Specifies the ID of a load
balancer.

This parameter is
unsupported. Please do not
use it.

Minimum: 0
Maximum: 36

project_id

No

String

Specifies the project ID.
Minimum: 1
Maximum: 32

name

No

String

Specifies the load balancer
name.

Minimum: 0
Maximum: 255

description

No

String

Provides supplementary
information about the load
balancer.

Minimum: 0
Maximum: 255
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Parameter Mandatory Type Description

vip_address No String Specifies the private IPv4
address bound to the load
balancer. The IP address must
be from the IPv4 subnet where
the load balancer resides and
should not be occupied by
other services.

Note:

e vip_subnet_cidr_id is also
required if vip_address is
passed.

e If only vip_subnet_cidr_id
is passed, the system will
automatically assign a
private IPv4 address to the
load balancer.

e If both vip_address and
vip_subnet_cidr_id are not
passed, no private IPv4
address will be assigned,
and the value of
vip_address will be null.
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Parameter

Mandatory

Type

Description

dr_id

vip_subnet_ci | No

String

Specifies the ID of the IPv4
subnet where the load
balancer resides. This
parameter is mandatory if you
need to create a load balancer
with a private IPv4 address.

You can query parameter
neutron_subnet_id in the
response by calling the API
(GET https://
{VPC_Endpoint}/v1/
{project_id}/subnets).

Note:

e vpc_id, vip_subnet_cidr_id
and ipv6_vip_virsubnet_id
cannot be left blank at the
same time. The subnet
specified by
vip_subnet_cidr_id and the
subnet specified by
ipv6_vip_virsubnet_id
must be in the VPC
specified by vpc_id.

e The subnet specified by
vip_subnet_cidr_id must
be in the VPC specified by
vpc_id if both vpc_id and
vip_subnet_cidr_id are
passed.

Minimum: 1

Maximum: 36
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Parameter

Mandatory

Type

Description

bnet_id

ipv6_vip_virsu | No

String

Specifies the ID of the IPv6
subnet where the load
balancer resides. You can
query neutron_network_id in
the response by calling the API
(GET https://
{VPC_Endpoint}/v1/
{project_id}/subnets).

Note:

e vpc_id, vip_subnet_cidr_id
and ipv6_vip_virsubnet_id
cannot be left blank at the
same time. The subnet
specified by
vip_subnet_cidr_id and the
subnet specified by
ipv6_vip_virsubnet_id
must be in the VPC
specified by vpc_id.

e |Pv6 must have been
enabled for the IPv6 subnet
where the load balancer
resides.

provider

No

String

Specifies the provider of the
load balancer. The value can
only be vlb.

Minimum: 1
Maximum: 255
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Parameter

Mandatory

Type

Description

14 flavor_id

No

String

Specifies the ID of a flavor at
Layer 4.

Note:

e You can query the ID in the
response by calling the API
(https://{ELB_Endpoint}/v3/
{project_id}/flavors?
type=L4).

e If neither 14_flavor_id nor
l7_flavor_id is specified,
the default flavor is used.
The default flavor varies
depending on the sites.

e If 14 is specified, you will
charged by the
specifications you select.

e [f L4_elastic_max is
specified, you will charged
by how many LCUs you
use.

Minimum: 1

Maximum: 36

|7 _flavor_id

No

String

Specifies the ID of a flavor at
Layer 7.

Note:

e You can query the ID in the
response by calling the API
(https://{ELB_Endpoint}/v3/
{project_id}/flavors?
type=L7).

e If neither 14_flavor_id nor
l7_flavor_id is specified,
the default flavor is used.
The default flavor varies
depending on the sites.

e [f 17 is specified, you will
charged by the
specifications you select.

o [f L7 elastic_ max is
specified, you will charged
by how many LCUs you
use.

Minimum: 1

Maximum: 36
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Parameter

Mandatory

Type

Description

guaranteed

No

Boolean

Specifies whether the load
balancer is a dedicated load
balancer.

e true (default): The load
balancer is a dedicated
load balancer.

e false: The load balancer is
a shared load balancer.

Currently, the value can only
be true. If the value is set to
false, 400 Bad Request will be
returned.

vpc_id

No

String

Specifies the ID of the VPC
where the load balancer
resides. You can query
parameter id in the response
by calling the API (GET
https://{VPC_Endpoint}/v1/
{project_id}/vpcs).

vpc_id, vip_subnet_cidr_id
and ipv6_vip_virsubnet_id
cannot be left blank at the
same time. The subnet
specified by
vip_subnet_cidr_id and the
subnet specified by
ipv6_vip_virsubnet_id must
be in the VPC specified by
vpc_id.

ne_list

availability_zo | Yes

Array of
strings

Specifies the list of AZs where
the load balancer can be
created. You can query the AZs
by calling the API (GET
https://{ELB_Endpoint}/v3/
{project_id}/elb/availability-
zones). Select one or more
AZs in the same set.
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Parameter

Mandatory

Type

Description

enterprise_pro
ject_id

No

String

Specifies the ID of the
enterprise project that the
load balancer belongs to. The
value cannot be "", "0", or the
ID of an enterprise project
that does not exist. If this
parameter is not passed
during resource creation, the
resource belongs to the
default enterprise project, and
0 will be returned.

tags

No

Array of Tag
objects

Lists the tags added to the
load balancer.

Example: "tags":
[{ll keyll:ll my_tagll’llvaluell:llm
y_tag_value"}]

admin_state_
up

No

Boolean

Specifies the administrative
status of the load balancer.
The value can only be true
(default).

ipv6_bandwid
th

No

BandwidthRe
f object

Specifies the ID of the
bandwidth used by an IPv6
address. This parameter is
available only when you
create or update a load
balancer with a public IPv6
address. If you use a new IPv6
address and specify a shared
bandwidth, the IPv6 address
will be added to the shared
bandwidth.

publicip_ids

No

Array of
strings

Specifies the ID of the EIP the
system will automatically
assign and bind to the load
balancer during load balancer
creation. Only the first EIP will
be bound to the load balancer
although multiple EIP IDs can
be set.

publicip

No

CreateLoadB
alancerPublic
IpOption
object

Specifies the new EIP that will
be bound to the load balancer.
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elb_virsubnet_ | No Array of Lists subnet IDs on the
ids strings downstream plane. You can

query parameter
neutron_network_id in the
response by calling the API
(GET https://
{VPC_Endpoint}/v1/
{project_id}/subnets).

If this parameter is not
specified, the subnet IDs will
be returned based on the
following rules:

e If IPv6 is enabled for a load
balancer, the subnet IDs
specified in
ipv6_vip_virsubnet_id will
be returned.

e If IPv6 is not enabled for a
load balancer, the subnet
IDs specified in
vip_subnet_cidr_id will be
returned.

e If a load balancer only
works on the public
network, the ID of any
subnet in the VPC where
the load balancer is
deployed will be returned.
The subnet that has the
most available IP addresses
is preferred.

If there is more than one
subnet, the first subnet in the
list will be used to assign IP
addresses.

The subnet must be in the
VPC where the load balancer
works.
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Parameter

Mandatory

Type

Description

ip_target_ena
ble

No

Boolean

Specifies whether to enable IP
as a backend. The value can
be true (enable IP as a
backend) or false (disable IP
as a backend). This function
cannot be disabled after it is
enabled.

If you enable this function,
you can add servers in a VPC
connected through a VPC
peering connection, in a VPC
connected through a cloud
connection, or in an on-
premises data center at the
other end of a Direct Connect
or VPN connection, by using
their IP addresses.

If you enable this function for
a dedicated load balancer
deployed in a shared VPC,
ensure that a VPC peering
connection has been created.

This function is available only
for dedicated load balancers.

deletion_prot
ection_enable

No

Boolean

Specifies whether to enable
deletion protection for the
load balancer.

e true: Enable deletion
protection.

e false (default): Disable
deletion protection.

NOTE
Disable deletion protection for all

your resources before deleting
your account.
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Parameter

Mandatory

Type

Description

autoscaling

No

CreateLoadb
alancerAutos
calingOption
object

Specifies the information
about elastic scaling. If elastic
scaling is enabled, the load
balancer specifications can be
automatically adjusted based
on incoming traffic.

Note:

e This parameter is only
available for users on the
whitelist.

e If elastic scaling is enabled,
l4_flavor_id indicates the
maximum Layer-4 flavor
for elastic scaling.
|7 _flavor_id indicates the
maximum Layer-7 flavor
for elastic scaling.

This parameter has been
discarded but still can be
passed for compatibility
reasons. If you specify this
parameter, you will be charged
for the minimum Layer-7
flavor.

protection_sta
tus

No

String

Specifies the protection status.
The value can be one of the
following:

e nonProtection (default):
The load balancer is not
protected.

e consoleProtection:
Modification Protection is
enabled on the console.

protection_rea
son

No

String

Specifies why the modification
protection function is enabled.
NOTE
This parameter is valid only when
protection_status is set to
consoleProtection.
Minimum: 0
Maximum: 255

ipv6_vip_addr
ess

No

String

Specifies the IPv6 address
bound to the load balancer.
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Table 4-38 Tag

Parameter Mandatory Type Description

key No String Specifies the tag key.
Minimum: 1
Maximum: 36

value No String Specifies the tag value.
Minimum: 0
Maximum: 43

Table 4-39 BandwidthRef

Parameter Mandatory Type Description

id Yes String Specifies the shared
bandwidth ID.

Table 4-40 CreateLoadBalancerPubliclpOption

Parameter Mandatory Type Description

ip_version No Integer Specifies the IP address
version. The value can be 4
(IPv4) or 6 (IPv6).
Default: 4

network_type | Yes String Specifies the EIP type. The
default value is 5_bgp. For
more information, see the API
for assigning an EIP in the
Virtual Private Cloud AP/
Reference.
Minimum: 1
Maximum: 36

billing_info No String Provides billing information

about the EIP.

e If the value is left blank,
the EIP is billed in pay-per-
use mode.

Minimum: 1
Maximum: 1024
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description No String Provides supplementary
information about the EIP.
Minimum: 1
Maximum: 255
bandwidth Yes CreateLoadB | bandwidth
alancerBand
widthOption
object
Table 4-41 CreateLoadBalancerBandwidthOption
Parameter Mandatory Type Description
name No String Specifies the bandwidth name.

The value can contain 1 to 64
characters, including letters,
digits, underscores (_),
hyphens (-), and periods.

Note:

e This parameter is
mandatory if share_type is
set to PER.

e This parameter will be
ignored if the bandwidth
reference has a specific ID.

Minimum: 1
Maximum: 64
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Parameter

Mandatory

Type

Description

size

No

Integer

Specifies the bandwidth range.

The default range is 1 Mbit/s
to 2,000 Mbit/s. (The specific
range may vary depending on
the configuration in each
region. You can see the
available bandwidth range on
the management console.)

Note:

The minimum increment for
bandwidth adjustment varies
depending on the bandwidth
range. The following are the
details:

e The minimum increment is
1 Mbit/s if the bandwidth
range is from 0 Mbit/s to
300 Mbit/s.

e The minimum increment is
50 Mbit/s if the bandwidth
range is from 301 Mbit/s to
1,000 Mbit/s.

e The minimum increment is
500 Mbit/s if the
bandwidth is greater than
1,000 Mbit/s.

This parameter is mandatory if

id is set to null.

Minimum: 0

Maximum: 99999

charge_mode

No

String

Specifies how the bandwidth
used by the EIP is billed.

e traffic: The bandwidth will
be billed by traffic.

e bandwidth: The bandwidth
will be billed by fixed
bandwidth.

This parameter is mandatory if
id is set to null.

Minimum: 1
Maximum: 36
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Parameter

Mandatory

Type

Description

share_type

No

String

Specifies the bandwidth type.

e PER: indicates dedicated
bandwidth.

e WHOLE: indicates shared
bandwidth.

Note:

e This parameter is
mandatory when id is set
to null. It will be ignored if
the value of id is not null.

e The bandwidth ID must be
specified if the bandwidth
type is set to WHOLE.

e The bandwidth type cannot
be WHOLE for IPv6 EIPs.

billing_info

No

String

Specifies bandwidth billing
information.

If this billing_info is left
blank, the bandwidth is billed
in the pay-per-use mode.

Minimum: 1
Maximum: 1024

No

String

Specifies the ID of the shared
bandwidth to which the IP
address bound to the load
balancer is added.

Note:

e The value is the bandwidth
ID when share_type is set
to WHOLE.

Minimum: 1
Maximum: 36

Table 4-42 CreateLoadbalancerAutoscalingOption

Parameter

Mandatory

Type

Description

enable

Yes

Boolean

Specifies whether to enable
elastic scaling for the load
balancer.

Default: false
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Parameter Mandatory

Type Description

min_L7_flavor | No

_id

String Specifies the ID of the
minimum Layer-7 flavor for
elastic scaling. This parameter
cannot be left blank if there

are HTTP or HTTPS listeners.

This parameter has been
discarded but still can be
passed for compatibility
reasons. If you specify this
parameter, you will be charged
for the minimum Layer-7
flavor.

Minimum: 1

Maximum: 36

Response Parameters
Status code: 201

Table 4-43 Response body parameters

Parameter Type Description
loadbalancer | LoadBalancer | Specifies the load balancer.
object

loadbalancer_ | String Specifies the load balancer ID.

id Minimum: 0
Maximum: 36

order_id String Specifies the order No.
Minimum: 0
Maximum: 36

request_id String Specifies the request ID. The value is
automatically generated.
Minimum: 0
Maximum: 36

Table 4-44 LoadBalancer

Parameter Type

Description

id String

Specifies the load balancer ID.
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description String Provides supplementary information about the
load balancer.
Minimum: 1
Maximum: 255
provisioning_s | String Specifies the provisioning status of the load
tatus balancer. The value can be one of the
following:
e ACTIVE: The load balancer is successfully
provisioned.
e PENDING_DELETE: The load balancer is
being deleted.
admin_state_ | Boolean Specifies the administrative status of the load
up balancer. The value can be true or false. true
indicates the load balancer is enabled and
false indicates the load balancer is disabled.
provider String Specifies the provider of the load balancer. The
value can only be vlb.
pools Array of Lists the IDs of backend server groups
PoolRef associated with the load balancer.
objects
listeners Array of Lists the IDs of listeners added to the load
ListenerRef balancer.
objects
operating_stat | String Specifies the operating status of the load
us balancer. The value can only be ONLINE,
indicating that the load balancer is running
normally.
name String Specifies the load balancer name.
project_id String Specifies the project ID of the load balancer.
vip_subnet_ci | String Specifies the ID of the IPv4 subnet where the
dr_id load balancer resides.
vip_address String Specifies the private IPv4 address bound to the
load balancer.
vip_port_id String Specifies the ID of the port bound to the
private IPv4 address of the load balancer.
tags Array of Tag Lists the tags added to the load balancer.
objects
created_at String Specifies the time when the load balancer was

created, in the format of yyyy-MM-
ad"T"HH:mm:ss"Z".
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updated_at String Specifies the time when the load balancer was
updated, in the format of yyyy-MM-
dd"T"HH:mm:ss"Z".

guaranteed Boolean Specifies whether the load balancer is a
dedicated load balancer.
e true (default): The load balancer is a

dedicated load balancer.
o false: The load balancer is a shared load
balancer.

vpc_id String Specifies the ID of the VPC where the load
balancer resides.

eips Array of Specifies the EIP bound to the load balancer.

Eipinfo Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as

publicips.

ipv6_vip_addr | String Specifies the IPv6 address bound to the load

ess balancer.

ipv6_vip_virsu | String Specifies the ID of the IPv6 subnet where the

bnet_id load balancer resides.

ipv6_vip_port_ | String Specifies the ID of the port bound to the IPv6

id address of the load balancer.

availability_zo | Array of Specifies the list of AZs where the load

ne_list strings balancer is created.

enterprise_pro | String Specifies the enterprise project ID.

ject_id If this parameter is not passed during resource
creation, "0" will be returned, and the resource
belongs to the default enterprise project.
"0" is not a valid enterprise project ID and
cannot be used in the APIs for creating,
updating the load balancer, or querying details
of the load balancer.

billing_info String Provides resource billing information.

e If the value is left blank, the resource is
billed in pay-per-use mode.

Minimum: 1
Maximum: 1024
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4_flavor_id String Specifies the ID of a flavor at Layer 4. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.
If 14 is specified, you will charged by the
specifications you select.
If L4_elastic_max is specified, you will charged
by how many LCUs you use.
Minimum: 1
Maximum: 255
l4_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r_id 4,
This parameter is unsupported. Please do not
use it.
Minimum: 1
Maximum: 255
[7_flavor_id String Specifies the ID of a flavor at Layer 7. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.
If 17 is specified, you will charged by the
specifications you select.
If L7_elastic_max is specified, you will charged
by how many LCUs you use.
Minimum: 1
Maximum: 255
[7_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r_id 7.
This parameter is unsupported. Please do not
use it.
Minimum: 1
Maximum: 255
publicips Array of Specifies the EIP bound to the load balancer.
Publiclpinfo | Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as eips.
global_eips Array of Specifies the global EIP bound to the load

GlobalEipInfo
objects

balancer. Only the first global EIP specified
under global_eips will be bound.

elb_virsubnet_
ids

Array of
strings

Lists the IDs of subnets on the downstream
plane.
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Parameter

Type

Description

elb_virsubnet_
type

String

Specifies the type of the subnet on the
downstream plane.

e ipv4: IPv4 subnet

e dualstack: subnet that supports IPv4/IPv6
dual stack

ip_target_ena
ble

Boolean

Specifies whether to enable IP as a backend.
The value can be true (enable IP as a backend)
or false (disable IP as a backend). This
function cannot be disabled after it is enabled.

If you enable this function, you can add servers
in a VPC connected through a VPC peering
connection, in a VPC connected through a
cloud connection, or in an on-premises data
center at the other end of a Direct Connect or
VPN connection, by using their IP addresses.

If you enable this function for a dedicated load
balancer deployed in a shared VPC, ensure that
a VPC peering connection has been created.

This function is available only for dedicated
load balancers.

frozen_scene

String

Specifies the scenario where the load balancer
is frozen. Multiple values are separated using
commas (,).

e POLICE: The load balancer is frozen due to
security reasons.

e ILLEGAL: The load balancer is frozen due to
violation of laws and regulations.

e VERIFY: Your account has not completed
real-name authentication.

e PARTNER: The load balancer is frozen by
the partner.

e ARREAR: Your account is in arrears.

ipv6_bandwid
th

BandwidthRe
f object

Specifies the ID of the bandwidth used by an
IPv6 address. This parameter is available only
when you create or update a load balancer
with a public IPv6 address. If you use a new
IPv6 address and specify a shared bandwidth,
the IPv6 address will be added to the shared
bandwidth.
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Parameter

Type

Description

deletion_prot
ection_enable

Boolean

Specifies whether to enable deletion protection
for the load balancer.

e true: Enable deletion protection.

o false (default): Disable deletion protection.

NOTE
Disable deletion protection for all your resources
before deleting your account.

autoscaling

AutoscalingR
ef object

Specifies information about elastic scaling. If
elastic scaling is enabled, the load balancer

specifications can be automatically adjusted
based on incoming traffic.

Note:

e This parameter is only available for users on
the whitelist.

e |If elastic scaling is enabled, 14_flavor_id
indicates the maximum Layer-4 flavor for
elastic scaling. 17_flavor_id indicates the
maximum Layer-7 flavor for elastic scaling.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor.

public_border
_group

String

Specifies the AZ group to which the load
balancer belongs.

charge_mode

String

Specifies the billing mode. The value can be
one of the following:

e flavor: billed by the specifications you will
select

e lcu: billed by LCU usage

waf failure_ac
tion

String

Specifies traffic distributing policies when the
WAF is faulty.

e discard: Traffic will not be distributed.

e forward: Traffic will be distributed to the
default backend servers.

Note: This parameter takes effect only when
WAF is enabled for the load balancer.

This parameter is unsupported. Please do not
use it.
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Parameter

Type

Description

protection_sta
tus

String

Specifies the protection status. The value can
be one of the following:

e nonProtection (default): The load balancer
is not protected.

e consoleProtection: Modification
Protection is enabled on the console.

protection_rea
son

String

Specifies why the modification protection
function is enabled.

NOTE
This parameter is valid only when protection_status
is set to consoleProtection.

Minimum: 0
Maximum: 255

log_group_id

String

Specifies the ID of the log group that is
associated with the load balancer.

log_topic_id

String

Specifies the ID of the log topic that is
associated with the load balancer.

Table 4-45 PoolRef

Parameter

Type

Description

id

String

Specifies the ID of the backend server group.

Table 4-46 ListenerRef

Parameter Type Description
id String Specifies the listener ID.
Table 4-47 Tag

Parameter Type Description

key String Specifies the tag key.
Minimum: 1
Maximum: 36

value String Specifies the tag value.

Minimum: 0
Maximum: 43
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Table 4-48 Eipinfo

Parameter Type Description
eip_id String eip_id
eip_address String eip_address

ip_version Integer

Specifies the IP version. 4 indicates IPv4, and 6
indicates IPv6.

Table 4-49 Publiclpinfo

Parameter Type

Description

publicip_id String

Specifies the EIP ID.

publicip_addr | String
ess

Specifies the IP address.

ip_version Integer

Specifies the IP version. The value can be 4
(IPv4) or 6 (IPv6).

Table 4-50 GlobalEipInfo

Parameter Type

Description

global_eip_id | String

Specifies the ID of the global EIP.

global_eip_ad | String
dress

Specifies the global EIP.

ip_version Integer

Specifies the IP version. The value can be 4 and
6. 4 indicates an IPv4 address, and 6 indicates
an IPv6 address.

Table 4-51 BandwidthRef

Parameter Type

Description

id String

Specifies the shared bandwidth ID.
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Table 4-52 AutoscalingRef

Parameter Type Description

enable Boolean Specifies whether to enable elastic scaling for
the load balancer.

e true: Enable elastic scaling.
e false (default): Disable elastic scaling.

min_l7_flavor | String Specifies the ID of the minimum Layer-7 flavor
_id for elastic scaling. This parameter cannot be
left blank if there are HTTP or HTTPS listeners.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor

Minimum: 1

Maximum: 36

Example Requests

e Example 1: Creating a load balancer with a private IPv4 address
POST https://{ELB_Endponit}/v3/060576798a80d5762fafc01a9b5eedc7/elb/loadbalancers

"loadbalancer" : {
"name" : "loadbalancer",
"description" : "simple lb",
"vip_subnet_cidr_id" : "1992ec06-f364-4ae3-b936-6a8cc24633b7",
"admin_state_up" : true,
"availability_zone_list" : [ "AZ1" ]

}

}

e Example 2: Creating a load balancer with an IPv4 EIP
POST https://{ELB_Endponit}/v3/060576782980d5762f9ec014dd2f1148/elb/loadbalancers

"loadbalancer" : {
"vip_subnet_cidr_id" : "e6e9271d-aef4-48f0-a93a-ccc7b09032c1",
"availability_zone_list" : [ "AZ1" ],
"admin_state_up" : true,
"publicip" : {
"network_type" : "5_bgp",
"bandwidth" : {
"size" : 2,
"share_type" : "PER",
"charge_mode" : "bandwidth",
"name" : "bandwidth_test"
}
}

"name" : "elb_eip-test"
}

}

Example Responses
Status code: 201
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Normal response to POST requests.

"loadbalancer" : {
"name" : "my_loadbalancer",
"id" : "29cc669b-3ac8-4498-9094-bdf6193425¢2",
"project_id" : "060576798a80d5762fafc01a9b5eedc7",
"description" : "",
"vip_port_id" : "98697944-0cc7-4d3b-a829-001c2fb82232",
"vip_address" : "192.168.0.214",
"admin_state_up" : true,
"provisioning_status" : "ACTIVE",
"operating_status" : "ONLINE",
"listeners" : [ 1],

"pools" : [],
"tags" : [ {
"key" : "tab_key",
"value" : "tag1"
jap

"provider" : "vlb",
"created_at" : "2023-03-22T07:59:57Z",
"updated_at" : "2023-03-22T07:59:59Z",
"vpc_id" : "a1f33a4c-95b9-48a7-9350-684e2ed844b3",
"enterprise_project_id" : "134f2181-5720-47e7-bd78-1356ed3737d6",
"availability_zone_list" : [ ],
"ipv6_vip_address" : null,
"ipv6_vip_virsubnet_id" : null,
"ipv6_vip_port_id" : null,
"publicips" : [ {
"publicip_id" : "3388574a-4f6f-4471-869e-97d74d21eee9",
"publicip_address" : "88.88.87.205",
"ip_version" : 4
11
"global_eips" : [1,
"elb_virsubnet_ids" : [ ],
"elb_virsubnet_type" : null,
"ip_target_enable" : false,
"autoscaling" : {
"enable" : false,
"min_l7_flavor_id" : ""
%
"frozen_scene" : null,
"public_border_group" : "center",
"eips" : [ {
"eip_id" : "3388574a-4f6f-4471-869e-97d74d21eee9",
"eip_address" : "88.88.87.205",
"ip_version" : 4
11
"guaranteed" : false,
"billing_info" : null,
"l4_flavor_id" : null,
"l4_scale_flavor_id" : null,
"17_flavor_id" : null,
"|7_scale_flavor_id" : null,
"waf_failure_action" : "",
"vip_subnet_cidr_id" : "abf31f3b-706e-4e55-a6dc-f2fcc707fd3a"
%
"request_id" : "bf29597181cb81b30d19f1a0115a157d"
}

SDK Sample Code

The SDK sample code is as follows.

Java

e Example 1: Creating a load balancer with a private IPv4 address
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package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.*;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class CreateLoadBalancerSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
_build();
CreateLoadBalancerRequest request = new CreateLoadBalancerRequest();
CreateLoadBalancerRequestBody body = new CreateLoadBalancerRequestBody();
List<String> listLoadbalancerAvailabilityZoneList = new ArrayList<>();
listLoadbalancerAvailabilityZoneList.add ("AZ1");
CreateLoadBalancerOption loadbalancerbody = new CreateLoadBalancerOption();
loadbalancerbody.withName("loadbalancer")
.withDescription("simple lb")
.withVipSubnetCidrld("1992ec06-f364-4ae3-b936-6a8cc24633b7")
.withAvailabilityZoneList(listLoadbalancerAvailabilityZoneList)
.withAdminStateUp(true);
body.withLoadbalancer(loadbalancerbody);
request.withBody(body);
try {
CreateLoadBalancerResponse response = client.createLoadBalancer(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
}
}
}

e Example 2: Creating a load balancer with an IPv4 EIP
package com.huaweicloud.sdk.test;
import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
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import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.*;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class CreateLoadBalancerSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
.withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
_build();
CreateLoadBalancerRequest request = new CreateLoadBalancerRequest();
CreateLoadBalancerRequestBody body = new CreateLoadBalancerRequestBody();
CreateLoadBalancerBandwidthOption bandwidthPublicip = new
CreateLoadBalancerBandwidthOption();
bandwidthPublicip.withName("bandwidth_test")
.withSize(2)
.withChargeMode (CreateLoadBalancerBandwidthOption.ChargeModeEnum.fromValue("bandw
idth"))
.withShareType(CreateLoadBalancerBandwidthOption.ShareTypeEnum.fromValue("PER"));
CreateLoadBalancerPubliclpOption publicipLoadbalancer = new
CreateLoadBalancerPubliclpOption();
publicipLoadbalancer.withNetworkType("5_bgp")
.withBandwidth(bandwidthPublicip);
List<String> listLoadbalancerAvailabilityZoneList = new ArrayList<>();
listLoadbalancerAvailabilityZonelList.add ("AZ1");
CreateLoadBalancerOption loadbalancerbody = new CreateLoadBalancerOption();
loadbalancerbody.withName("elb_eip-test")
.withVipSubnetCidrld("e6e9271d-aef4-48f0-a93a-ccc7b09032c1")
.withAvailabilityZoneList(listLoadbalancerAvailabilityZoneList)
.withAdminStateUp(true)
.withPublicip(publicipLoadbalancer);
body.withLoadbalancer(loadbalancerbody);
request.withBody(body);
try {
CreateLoadBalancerResponse response = client.createLoadBalancer(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());
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Python

Example 1: Creating a load balancer with a private IPv4 address
# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CreateLoadBalancerRequest()
listAvailabilityZoneListLoadbalancer = [
A7

loadbalancerbody = CreateLoadBalancerOption(
name="loadbalancer",
description="simple lb",
vip_subnet_cidr_id="1992ec06-f364-4ae3-b936-6a8cc24633b7",
availability_zone_list=listAvailabilityZoneListLoadbalancer,
admin_state_up=True

)

request.body = CreateLoadBalancerRequestBody(
loadbalancer=loadbalancerbody

)

response = client.create_load_balancer(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Example 2: Creating a load balancer with an IPv4 EIP
# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \
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Go

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CreateLoadBalancerRequest()
bandwidthPublicip = CreateLoadBalancerBandwidthOption(
name="bandwidth_test",
size=2,
charge_mode="bandwidth",
share_type="PER"

)

publicipLoadbalancer = CreateLoadBalancerPubliclpOption(
network_type="5_bgp",
bandwidth=bandwidthPublicip

)

listAvailabilityZoneListLoadbalancer = [
"AZ1"

loadbalancerbody = CreateLoadBalancerOption(
name="elb_eip-test",
vip_subnet_cidr_id="e6e9271d-aef4-48f0-a93a-ccc7b09032c1",
availability_zone_list=listAvailabilityZoneListLoadbalancer,
admin_state_up=True,
publicip=publicipLoadbalancer

)

request.body = CreateLoadBalancerRequestBody/(
loadbalancer=loadbalancerbody

)

response = client.create_load_balancer(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Example 1: Creating a load balancer with a private IPv4 address

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
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WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateLoadBalancerRequest{}
var listAvailabilityZoneListLoadbalancer = []string{
"AZT"

namelLoadbalancer:= "loadbalancer"
descriptionLoadbalancer:= "simple lb"
vipSubnetCidrldLoadbalancer:= "1992ec06-f364-4ae3-b936-6a8cc24633b7"
adminStateUpLoadbalancer:= true
loadbalancerbody := &model.CreateLoadBalancerOption{
Name: &namelLoadbalancer,
Description: &descriptionLoadbalancer,
VipSubnetCidrld: &vipSubnetCidridLoadbalancer,
AvailabilityZonelList: listAvailabilityZoneListLoadbalancer,
AdminStateUp: &adminStateUpLoadbalancer,
}
request.Body = &model.CreateLoadBalancerRequestBody{
Loadbalancer: loadbalancerbody,
}
response, err := client.CreateLoadBalancer(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)

}

Example 2: Creating a load balancer with an IPv4 EIP

package main

import (

"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great

security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before

ak := 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateLoadBalancerRequest{}
nameBandwidth:= "bandwidth_test"
sizeBandwidth:= int32(2)
chargeModeBandwidth:=

model.GetCreateLoadBalancerBandwidthOptionChargeModeEnum().BANDWIDTH

running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local
environment

shareTypeBandwidth:= model.GetCreateLoadBalancerBandwidthOptionShareTypeEnum().PER

bandwidthPublicip := &model.CreateLoadBalancerBandwidthOption{
Name: &nameBandwidth,

Issue 07 (2022-01-05)

Copyright © Huawei Technologies Co., Ltd.

95



Elastic Load Balance
API Reference

4 APIs (V3)

}

More

Size: &sizeBandwidth,
ChargeMode: &chargeModeBandwidth,
ShareType: &shareTypeBandwidth,

publicipLoadbalancer := &model.CreateLoadBalancerPubliclpOption{
NetworkType: "5_bgp",
Bandwidth: bandwidthPublicip,

var listAvailabilityZoneListLoadbalancer = []string{
"AZT"

namelLoadbalancer:= "elb_eip-test"

vipSubnetCidrldLoadbalancer:= "e6e9271d-aef4-48f0-a93a-ccc7b09032c1"

adminStateUpLoadbalancer:= true

loadbalancerbody := &model.CreateLoadBalancerOption{
Name: &namelLoadbalancer,
VipSubnetCidrld: &vipSubnetCidridLoadbalancer,
AvailabilityZonelList: listAvailabilityZoneListLoadbalancer,
AdminStateUp: &adminStateUpLoadbalancer,
Publicip: publicipLoadbalancer,

}

request.Body = &model.CreateLoadBalancerRequestBody{
Loadbalancer: loadbalancerbody,

}

response, err := client.CreateLoadBalancer(request)

if err == nil {
fmt.Printf("%+v\n", response)

}else {
fmt.Println(err)

}

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
201 Normal response to POST requests.

Error Codes

See Error Codes.

4.6.2 Querying Load Balancers

Function

This API is used to query all load balancers.

Constraints

This API has the following constraints:
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e Parameters marker, limit, and page_reverse are used for pagination query.

e Parameters marker and page_reverse take effect only when they are used
together with parameter limit.

Calling Method

URI

For details, see Calling APIs.

GET /v3/{project_id}/elb/loadbalancers

Table 4-53 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

This parameter has the same
meaning as eips.

Minimum: 1
Maximum: 255

Table 4-54 Query Parameters

Parameter Mandatory

Type

Description

marker No

String

Specifies the ID of the last
record on the previous page.

Note:

e This parameter must be
used together with limit.

e If this parameter is not
specified, the first page will
be queried.

e This parameter cannot be

left blank or set to an
invalid ID.

limit No

Integer

Specifies the number of
records on each page.

Minimum: 0
Maximum: 2000
Default: 2000
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Parameter

Mandatory

Type

Description

page_reverse

No

Boolean

Specifies whether to use
reverse query. Values:

e true: Query the previous
page.

o false (default): Query the
next page.

Note:

e This parameter must be
used together with limit.

e If page_reverse is set to
true and you want to query
the previous page, set the
value of marker to the
value of previous_marker.

No

Array

Specifies the load balancer ID.

Multiple IDs can be queried in
the format of jd=xxx&id=xxx.

name

No

Array

Specifies the load balancer
name.

Multiple names can be
queried in the format of
name=xxx&narme=xxx.

description

No

Array

Provides supplementary
information about the load
balancer.

Multiple descriptions can be
queried in the format of
description=xxx&description=x
XX.

admin_state_
up

No

Boolean

Specifies the administrative
status of the load balancer.

This parameter is
unsupported. Please do not
use it.
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Parameter

Mandatory

Type

Description

tatus

provisioning_s | No

Array

Specifies the provisioning
status of the load balancer.

e ACTIVE: The load balancer
is successfully provisioned.

e PENDING_DELETE: The
load balancer is being
deleted.

Multiple provisioning statuses
can be queried in the format
of
provisioning_status=xxx&provis
foning_status=xxx.

us

operating_stat | No

Array

Specifies the operating status
of the load balancer.

e ONLINE: The load balancer
is working normally.

e FROZEN: The load balancer
has been frozen.

Multiple operating statuses
can be queried in the format
of
operating_status=xxx&operatin
g_status=xxx.

guaranteed

No

Boolean

Specifies whether the load
balancer is a dedicated load
balancer.

e false: The load balancer is
a shared load balancer.

e true: The load balancer is a
dedicated load balancer.

vpc_id

No

Array

Specifies the ID of the VPC
where the load balancer
resides.

Multiple IDs can be queried in
the format of
VPC_id=xxx&Vvpc_id=xxx.

vip_port_id

No

Array

Specifies the ID of the port
bound to the private IPv4
address of the load balancer.

Multiple IDs can be queried in
the format of
Vip_port_id=xxx&vip_port_id=x
XX.
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Parameter

Mandatory

Type

Description

vip_address

No

Array

Specifies the virtual IP address
bound to the load balancer.

Multiple virtual IP addresses
can be queried in the format
of
Vip_address=xxx&vip_address=
XXX.

vip_subnet_ci
dr_id

No

Array

Specifies the ID of the IPv4
subnet where the load
balancer resides.

Multiple IDs can be queried in
the format of

vip_subnet cidr_id=xxx&vip_su
bnet_cidr_id=xxx.

id

ipv6_vip_port_

No

Array

Specifies the ID of the port
bound to the IPv6 address of
the load balancer.

Multiple ports can be queried
in the format of
ipv6_vip_port_id=xxx&ipv6_vip
_port_id=xxx.

€ess

ipv6_vip_addr

No

Array

Specifies the IPv6 address
bound to the load balancer.

Multiple IPv6 addresses can be
queried in the format of
ipv6_vip_address=xxx&ipv6_vip
_address=xxx.

bnet_id

ipv6_vip_virsu

No

Array

Specifies the ID of the IPv6
subnet where the load
balancer resides.

Multiple IDs can be queried in
the format of
ipv6_vip_virsubnet_id=xxx&ipv
6_vip_virsubnet_id=xxx.
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Parameter

Mandatory

Type

Description

eips

No

Array

Specifies the IPv4 EIP bound to
the load balancer. The
following is an example:
"eips": [ { "eip_id":
"e9b72a9d-4275-455e-
a724-853504e4d9c6",
"eip_address": "88.88.14.122",
"ip_version": 4 } ]

Multiple EIPs can be queried.

e If eip_id is used as the
query condition, the format
is
eips=eip_id=xxx&eips=eip_id
=XXX.

e If eip_address is used as
the query condition, the
format is
eips=eip_address=xxx&eips=
eip_address=xxx.

e If ip_version is used as the
query condition, the format
is
eips=ip_version=xxx&eips=i
p_Version=xxx.

Note that this parameter has

the same meaning as

publicips.
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Parameter

Mandatory

Type

Description

publicips

No

Array

Specifies the IPv4 EIP bound to
the load balancer. The
following is an example:
"publicips": [ { "publicip_id":
"e9b72a9d-4275-455e-
a724-853504e4d9c6",
"publicip_address":
"88.88.14.122", "ip_version™:
4}]

Multiple EIPs can be queried.

e |If publicip_id is used as the
query condition, the format
is
publicips=publicip_id=xxx&p
ublicips=publicip_id=xxx.

e |f publicip_address is used
as the query condition, the
format is
*publicips=publicip_address
=xxx&publicips=publicip_ad
dress=xxx.

e |f publicip_address is used
as the query condition, the
format is
publicips=ip_version=xxx&p
ublicips=ip_version=xxx.

Note that this parameter has
the same meaning as eips.

availability_zo
ne_list

No

Array

Specifies the list of AZs where
the load balancer is created.

Multiple AZs can be queried in
the format of

availability zone_list=xxx&avai
lability zone_list=xxx.

14 _flavor_id

No

Array

Specifies the ID of a flavor at
Layer 4.

Multiple IDs can be queried in
the format of
l4_flavor_id=xxx&{4_flavor id=
XXX.
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Parameter

Mandatory

Type

Description

14 _scale_flavo
r id

No

Array

Specifies the ID of the elastic
flavor at Layer 4, which is
reserved for now.

Multiple flavors can be
queried in the format of

4 _scale flavor id=xxx&(4_scal
e _flavor id=xxx.

This parameter is
unsupported. Please do not
use it.

|7 _flavor_id

No

Array

Specifies the ID of a flavor at
Layer 7.

Multiple flavors can be
queried in the format of

(7 _flavor_id=xxx&(7_flavor id=
XXX.

7 _scale_flavo
r_id

No

Array

Specifies the ID of the elastic
flavor at Layer 7. Multiple
flavors can be queried in the
format of

[7 scale flavor id=xxx&(7 scal
e_flavor_id=xxx. This
parameter is unsupported.
Please do not use it.

member_devi
ce_id

No

Array

Specifies the ID of the cloud
server that is associated with
the load balancer as a
backend server. This is a query
parameter and will not be
included in the response.

Multiple IDs can be queried in
the format of
member_device_id=xxx&memb
er_device_id=xxx.

member_addr
ess

No

Array

Specifies the private IP address
of the cloud server that is
associated with the load
balancer as a backend server.
This is a query parameter and
will not be included in the
response.

Multiple private IP addresses
can be queried in the format
of
member_address=xxx&membe
r_address=xxx.
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Parameter

Mandatory

Type

Description

enterprise_pro
ject_id

No

Array

Specifies the enterprise project
ID.

e |If this parameter is not
passed, resources in the
default enterprise project
are queried, and
authentication is performed
based on the default
enterprise project.

e [f this parameter is passed,
its value can be the ID of
an existing enterprise
project (resources in the
specific enterprise project
are required) or
all_granted_eps (resources
in all enterprise projects are
queried).

Multiple IDs can be queried in
the format of
enterprise_project_id=xxx&ent
erprise_project _id=xxx.

ip_version

No

Array

Specifies the IP version. The
value can be 4 (IPv4) or 6
(IPv6).

Multiple versions can be
queried in the format of
[p_version=xxx&ip_version=xxx.

deletion_prot
ection_enable

No

Boolean

Specifies whether to enable
deletion protection.

e true: Enable deletion
protection.

e false: Disable deletion
protection.

elb_virsubnet_
type

No

Array

Specifies the type of the
subnet on the downstream
plane.

e ipv4: IPv4 subnet

e dualstack: subnet that
supports IPv4/IPv6 dual
stack

Multiple values query can be
queried in the format of
elb_virsubnet_type=ipvd&elb v
irsubnet_type=dualstack.
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Parameter

Mandatory

Type Description

autoscaling

No

Array Specifies whether to enable
elastic scaling. Example:
"autoscaling": { "enable":
"true" }

Multiple values query can be
queried in the format of
autoscaling=enable=true&auto
scaling=enable=false.

log_topic_id

No

String Specifies the ID of the log
group that is associated with
the load balancer. Multiple IDs
can be queried in the format
of

log_topic id=xxx&log_topic id
=XXX.

log_group_id

No

String Specifies the ID of the log
topic that is associated with
the load balancer. Multiple IDs
can be queried in the format

Request Parameters

of
log_group_id=xxx&log_group_i
d=xxx.
Table 4-55 Request header parameters
Parameter Mandatory Type Description
X-Auth-Token | No String Specifies the token used for
IAM authentication.

Response Parameters

Status code: 200

Table 4-56 Response body parameters

Parameter Type Description
loadbalancers | Array of Lists the load balancers.
LoadBalancer
objects

Issue 07 (2022-01-05) Copyright © Huawei Technologies Co., Ltd. 105



Elastic Load Balance

API Reference

4 APIs (V3)
Parameter Type Description
page_info Pagelnfo Shows pagination information about load
object balancers.
request_id String Specifies the request ID. The value is

automatically generated.

Table 4-57 LoadBalancer

Parameter Type Description
id String Specifies the load balancer ID.
description String Provides supplementary information about the
load balancer.
Minimum: 1
Maximum: 255
provisioning_s | String Specifies the provisioning status of the load
tatus balancer. The value can be one of the
following:
e ACTIVE: The load balancer is successfully
provisioned.
e PENDING_DELETE: The load balancer is
being deleted.
admin_state_ | Boolean Specifies the administrative status of the load
up balancer. The value can be true or false. true
indicates the load balancer is enabled and
false indicates the load balancer is disabled.
provider String Specifies the provider of the load balancer. The
value can only be vlb.
pools Array of Lists the IDs of backend server groups
PoolRef associated with the load balancer.
objects
listeners Array of Lists the IDs of listeners added to the load
ListenerRef balancer.
objects
operating_stat | String Specifies the operating status of the load
us balancer. The value can only be ONLINE,
indicating that the load balancer is running
normally.
name String Specifies the load balancer name.
project_id String Specifies the project ID of the load balancer.
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Parameter Type Description
vip_subnet_ci | String Specifies the ID of the IPv4 subnet where the
dr_id load balancer resides.
vip_address String Specifies the private IPv4 address bound to the
load balancer.
vip_port_id String Specifies the ID of the port bound to the
private IPv4 address of the load balancer.
tags Array of Tag Lists the tags added to the load balancer.
objects
created_at String Specifies the time when the load balancer was
created, in the format of yyyy-MM-
ad"T"HH:mm:ss"Z".
updated_at String Specifies the time when the load balancer was
updated, in the format of yyyy-MM-
ad"T"HH:mm:ss"Z".
guaranteed Boolean Specifies whether the load balancer is a
dedicated load balancer.
e true (default): The load balancer is a
dedicated load balancer.
o false: The load balancer is a shared load
balancer.
vpc_id String Specifies the ID of the VPC where the load
balancer resides.
eips Array of Specifies the EIP bound to the load balancer.
EipInfo Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as
publicips.
ipv6_vip_addr | String Specifies the IPv6 address bound to the load
ess balancer.
ipv6_vip_virsu | String Specifies the ID of the IPv6 subnet where the
bnet_id load balancer resides.
ipv6_vip_port_ | String Specifies the ID of the port bound to the IPv6
id address of the load balancer.
availability_zo | Array of Specifies the list of AZs where the load
ne_list strings balancer is created.
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Parameter Type Description
enterprise_pro | String Specifies the enterprise project ID.
ject_id

If this parameter is not passed during resource
creation, "0" will be returned, and the resource
belongs to the default enterprise project.

"0" is not a valid enterprise project ID and
cannot be used in the APIs for creating,
updating the load balancer, or querying details
of the load balancer.

billing_info String Provides resource billing information.

o |[f the value is left blank, the resource is
billed in pay-per-use mode.

Minimum: 1
Maximum: 1024

4_flavor_id String Specifies the ID of a flavor at Layer 4. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.

If 14 is specified, you will charged by the
specifications you select.

If L4_elastic_max is specified, you will charged
by how many LCUs you use.

Minimum: 1
Maximum: 255

4_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r id 4.

This parameter is unsupported. Please do not
use it.

Minimum: 1
Maximum: 255

17_flavor_id String Specifies the ID of a flavor at Layer 7. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.

If 17 is specified, you will charged by the
specifications you select.

If L7_elastic_max is specified, you will charged
by how many LCUs you use.

Minimum: 1

Maximum: 255
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|7_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r id 7.
This parameter is unsupported. Please do not
use it.
Minimum: 1
Maximum: 255
publicips Array of Specifies the EIP bound to the load balancer.
Publiclpinfo | Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as eips.
global_eips Array of Specifies the global EIP bound to the load

GlobalEipInfo
objects

balancer. Only the first global EIP specified
under global_eips will be bound.

elb_virsubnet_ | Array of Lists the IDs of subnets on the downstream
ids strings plane.
elb_virsubnet_ | String Specifies the type of the subnet on the
type downstream plane.
e ipv4: IPv4 subnet
e dualstack: subnet that supports IPv4/IPv6
dual stack
ip_target_ena | Boolean Specifies whether to enable IP as a backend.

ble

The value can be true (enable IP as a backend)
or false (disable IP as a backend). This
function cannot be disabled after it is enabled.

If you enable this function, you can add servers
in a VPC connected through a VPC peering
connection, in a VPC connected through a
cloud connection, or in an on-premises data
center at the other end of a Direct Connect or
VPN connection, by using their IP addresses.

If you enable this function for a dedicated load
balancer deployed in a shared VPC, ensure that
a VPC peering connection has been created.

This function is available only for dedicated
load balancers.
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Parameter

Type

Description

frozen_scene

String

Specifies the scenario where the load balancer
is frozen. Multiple values are separated using
commas (,).

e POLICE: The load balancer is frozen due to
security reasons.

e ILLEGAL: The load balancer is frozen due to
violation of laws and regulations.

e VERIFY: Your account has not completed
real-name authentication.

e PARTNER: The load balancer is frozen by
the partner.

e ARREAR: Your account is in arrears.

ipv6_bandwid
th

BandwidthRe
f object

Specifies the ID of the bandwidth used by an
IPv6 address. This parameter is available only
when you create or update a load balancer
with a public IPv6 address. If you use a new
IPv6 address and specify a shared bandwidth,
the IPv6 address will be added to the shared
bandwidth.

deletion_prot
ection_enable

Boolean

Specifies whether to enable deletion protection
for the load balancer.

e true: Enable deletion protection.

o false (default): Disable deletion protection.

NOTE
Disable deletion protection for all your resources
before deleting your account.

autoscaling

AutoscalingR
ef object

Specifies information about elastic scaling. If
elastic scaling is enabled, the load balancer
specifications can be automatically adjusted
based on incoming traffic.

Note:

e This parameter is only available for users on
the whitelist.

e |[f elastic scaling is enabled, 14_flavor_id
indicates the maximum Layer-4 flavor for
elastic scaling. |7_flavor_id indicates the
maximum Layer-7 flavor for elastic scaling.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor.

public_border
_group

String

Specifies the AZ group to which the load
balancer belongs.
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Parameter Type Description

charge_mode | String Specifies the billing mode. The value can be
one of the following:

e flavor: billed by the specifications you will
select

e lcu: billed by LCU usage

waf_failure_ac | String Specifies traffic distributing policies when the
tion WAF is faulty.

e discard: Traffic will not be distributed.

e forward: Traffic will be distributed to the
default backend servers.

Note: This parameter takes effect only when
WAF is enabled for the load balancer.

This parameter is unsupported. Please do not

use it.
protection_sta | String Specifies the protection status. The value can
tus be one of the following:

e nonProtection (default): The load balancer
is not protected.

e consoleProtection: Modification
Protection is enabled on the console.

protection_rea | String Specifies why the modification protection
son function is enabled.
NOTE

This parameter is valid only when protection_status
is set to consoleProtection.

Minimum: 0
Maximum: 255

log_group_id | String Specifies the ID of the log group that is
associated with the load balancer.

log_topic_id String Specifies the ID of the log topic that is
associated with the load balancer.

Table 4-58 PoolRef

Parameter Type Description

id String Specifies the ID of the backend server group.
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Table 4-59 ListenerRef

Parameter Type

Description

id String

Specifies the listener ID.

Table 4-60 Tag

Parameter Type

Description

key String

Specifies the tag key.
Minimum: 1
Maximum: 36

value String

Specifies the tag value.
Minimum: 0
Maximum: 43

Table 4-61 Eipinfo

Parameter Type Description
eip_id String eip_id
eip_address String eip_address

ip_version Integer

Specifies the IP version. 4 indicates IPv4, and 6
indicates IPv6.

Table 4-62 Publiclpinfo

Parameter Type

Description

publicip_id String

Specifies the EIP ID.

publicip_addr | String
ess

Specifies the IP address.

ip_version Integer

Specifies the IP version. The value can be 4
(IPv4) or 6 (IPv6).

Table 4-63 GlobalEipInfo

Parameter Type

Description

global_eip_id | String

Specifies the ID of the global EIP.
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Parameter Type Description
global_eip_ad | String Specifies the global EIP.
dress
ip_version Integer Specifies the IP version. The value can be 4 and
6. 4 indicates an IPv4 address, and 6 indicates
an IPv6 address.

Table 4-64 BandwidthRef

Parameter Type Description

id String Specifies the shared bandwidth ID.

Table 4-65 AutoscalingRef

Parameter Type Description

enable Boolean Specifies whether to enable elastic scaling for
the load balancer.

e true: Enable elastic scaling.
e false (default): Disable elastic scaling.

min_L7_flavor | String Specifies the ID of the minimum Layer-7 flavor
_id for elastic scaling. This parameter cannot be
left blank if there are HTTP or HTTPS listeners.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor

Minimum: 1

Maximum: 36

Table 4-66 Pagelnfo

Parameter Type Description

previous_mar | String Specifies the ID of the first record in the
ker pagination query result.

next_marker | String Specifies the ID of the last record in the

pagination query result.

current_count | Integer Specifies the number of records.
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Example Requests

e Querying load balancers on each page

GET https://{ELB_Endpoint}/v3/b2782e6708b8475c993e6064bc456bf8/elb/loadbalancers?
limit=2&marker=87627cb6-9ff1-4580-984f-cc564fa9fc34

e Querying load balancers using multiple IDs

GET https://{ELB_Endpoint}/v3/b2782e6708b8475c993e6064bc456bf8/elb/loadbalancers?
id=87627cb6-9ff1-4580-984f-cc564fa9fc34&id=09e86f09-03fc-440e-8132-03f3e149e979

Example Responses
Status code: 200

Successful request.

{
"request_id" : "46b7d911-cece-408c-a2cc-55¢78ab025d8",
"loadbalancers" : [ {
"id" : "65672f7e-2024-4c39-9198-98249da479c5",
"project_id" : "057ef081eb00d2732fd1c01a9be75e6f",
"name" : "dxq_2021_07_26_11_12_37",
"description" : "",
"vip_port_id" : "b289f890-a6fa-4405-a9cc-fe62b8a3bed0",
"vip_address" : "172.16.0.152",
"admin_state_up" : true,
"provisioning_status" : "ACTIVE",
"operating_status" : "ONLINE",
"listeners" : [ {
"id" : "dc9572eb-a5b2-47b3-a982-44892d833892"
11
"pools" : [ {
"id" : "dc6b01c4-f704-4427-a4c2-21cd5f58d177"
11
"tags": [1],
"provider" : "vlb",
"created_at" : "2021-07-26T03:12:37Z",
"updated_at" : "2021-07-26T03:12:37Z",
"vpc_id" : "6e0ee31f-7a46-4530-b32f-ce41f30959d4",
"enterprise_project_id" : "0",
"availability_zone_list" : [ "az1" ],
"ipv6_vip_address" : "2001:db8:a583:4cb:d6b8:f8b4:4211:fe72",
"ipv6_vip_virsubnet_id" : "0b9e3c5e-3ec8-46b3-bab9-80b1450e59¢ee",
"ipv6_vip_port_id" : "5186bb47-24e5-4171-b795-62d22846dbob",
"publicips" : [ 1,
"elb_virsubnet_ids" : [ "0b9e3c5e-3ec8-46b3-bab9-80b1450e59¢e" ],
"elb_virsubnet_type" : "dualstack",
"ip_target_enable" : false,
"autoscaling" : {
"enable" : false,
"min_l7_flavor_id" : ""
1
"frozen_scene" : null,
"eips" : [ 1,
"guaranteed" : true,
"billing_info" : null,
"l4_flavor_id" : "aa06b26b-9ff9-43c6-92b9-41e0f746bcab",
"|14_scale_flavor_id" : null,
"|7_flavor_id" : "e2a5675c-a181-444e-b9a5-17b052dc7fb9",
"|7_scale_flavor_id" : null,
"vip_subnet_cidr_id" : "96e52038-7983-462f-8a96-415d8a280b13",
"public_border_group" : "center",
"log_topic_id" : null,
"log_group_id" : null
3
"id" : "cce5318e-c79a-4f68-94a2-9fb285c6efbe”,
"project_id" : "057ef081eb00d2732fd1c01a9be75e6f",
"name" : "elb-reset",
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"description" : "",
"vip_port_id" : null,
"vip_address" : null,
"admin_state_up" : true,
"provisioning_status" : "ACTIVE",
"operating_status" : "ONLINE",
"listeners" : [ {
"id" : "0ae21c37-8b90-4e73-8a35-eedde6d2538c"
11
"pools" : [ {
"id" : "904ecca6-8ebb-4974-9c5¢-61d1d66fba17"
11
“tags" : [ ],
"provider" : "vlb",
"created_at" : "2021-07-26T02:46:31Z",
"updated_at" : "2021-07-26T02:46:59Z",
"vpc_id" : "59cb11ef-f185-49ba-92af-0539e8ff9734",
"enterprise_project_id" : "0",
"availability_zone_list" : [ "az1" ],
"ipv6_vip_address" : null,
"ipv6_vip_virsubnet_id" : null,
"ipv6_vip_port_id" : null,
"publicips" : [ {
"publicip_id" : "0c07e04d-e2f9-41ad-b934-f58a65b6734d",
"publicip_address" : "97.97.2.171",
"ip_version" : 4
11
"elb_virsubnet_ids" : [ "7f817f9c-8731-4002-9e47-18cb8d431787" ],
"elb_virsubnet_type" : "dualstack”,
"ip_target_enable" : false,
"autoscaling" : {
"enable" : false,
"min_l7_flavor_id" : ""
%
"frozen_scene" : null,
"eips" : [ {
"eip_id" : "0c07e04d-e2f9-41ad-b934-f58a65b6734d",
"eip_address" : "97.97.2.171",
"ip_version" : 4
11
"guaranteed" : true,
"billing_info" : null,
"l4_flavor_id" : "636ba721-935a-4ca5-a685-8076ce0e4148",
"l4_scale_flavor_id" : null,
"17_flavor_id" : null,
"|7_scale_flavor_id" : null,
"vip_subnet_cidr_id" : null,
"public_border_group" : "center",
"log_topic_id" : null,
"log_group_id" : null
11
"page_info" : {
"next_marker" : "cce5318e-c79a-4f68-94a2-9fb285c6efbe",
"previous_marker" : "65672f7e-2024-4c39-9198-98249da479c5",
"current_count" : 2
}
}

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
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import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.*;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util. ArrayList;

public class ListLoadBalancersSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();

ListLoadBalancersRequest request = new ListLoadBalancersRequest();

request.withMarker("<marker>");

request.withLimit(<limit>);
request.withPageReverse(<page_reverse>);
request.withld();

request.withName();

request.withDescription();

request.withAdminStateUp(<admin_state_up>);

request.withProvisioningStatus();
request.withOperatingStatus();
request.withGuaranteed(<guaranteed>);
request.withVpcld();

request.withVipPortld();

request.withVipAddress();

request.withVipSubnetCidrid();
request.withlpv6VipPortld();
request.withlpvéVipAddress();
request.withlpv6VipVirsubnetld();
request.withEips();

request.withPublicips();

request.withAvailabilityZonelList();

request.withL4Flavorld();

request.withL4ScaleFlavorld();

request.withL7Flavorld();

request.withL7ScaleFlavorld();

request.withMemberDeviceld();

request.withMemberAddress();

request.withEnterpriseProjectld();

request.withlpVersion();

request.withDeletionProtectionEnable(<deletion_protection_enable>);
request.withElbVirsubnetType();

request.withAutoscaling();

request.withLogTopicld("<log_topic_id>");

request.withLogGroupld("<log_group_id>");

try {

ListLoadBalancersResponse response = client.listLoadBalancers(request);
System.out.println(response.toString());

} catch (ConnectionException e) {

e.printStackTrace();

} catch (RequestTimeoutException e) {
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Python

e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListLoadBalancersRequest()
request.marker = "<marker>"
request.limit = <limit>
request.page_reverse = <PageReverse>
request.id =
request.name =
request.description =
request.admin_state_up = <AdminStateUp>
request.provisioning_status =
request.operating_status =
request.guaranteed = <Guaranteed>
request.vpc_id =
request.vip_port_id =
request.vip_address =
request.vip_subnet_cidr_id =
request.ipv6_vip_port_id =
request.ipv6_vip_address =
request.ipv6_vip_virsubnet_id =
request.eips =
request.publicips =
request.availability_zone_list =
request.l4_flavor_id =
request.l4_scale_flavor_id =
request.l7_flavor_id =
request.l7_scale_flavor_id =
request.member_device_id =
request.member_address =
request.enterprise_project_id =
request.ip_version =
request.deletion_protection_enable = <DeletionProtectionEnable>
request.elb_virsubnet_type =
request.autoscaling =
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Go

request.log_topic_id = "<log_topic_id>"
request.log_group_id = "<log_group_id>"
response = client.list_load_balancers(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (

)

nfmtn

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.ListLoadBalancersRequest{}
markerRequest:= "<marker>"

request.Marker = &markerRequest
limitRequest:= int32(<limit>)

request.Limit = &limitRequest
pageReverseRequest:= <page_reverse>
request.PageReverse = &pageReverseRequest
adminStateUpRequest:= <admin_state_up>
request. AdminStateUp = &adminStateUpRequest
guaranteedRequest:= <guaranteed>
request.Guaranteed = &guaranteedRequest

deletionProtectionEnableRequest:= <deletion_protection_enable>
request.DeletionProtectionEnable = &deletionProtectionEnableRequest

logTopicldRequest:= "<log_topic_id>"
request.LogTopicld = &logTopicldRequest
logGroupldRequest:= "<log_group_id>"
request.LogGroupld = &logGroupldRequest
response, err := client.ListLoadBalancers(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)

}
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More

For SDK sample code of more programming languages, see the Sample Code tab
in API Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.6.3 Viewing Details of a Load Balancer

Function

This API is used to view details of a load balancer.

Calling Method

For details, see Calling APIs.

URI
GET /v3/{project_id}/elb/loadbalancers/{loadbalancer_id}

Table 4-67 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.
loadbalancer_ | Yes String Specifies the load balancer ID.
id

Request Parameters

Table 4-68 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.
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Response Parameters

Status code: 200

Table 4-69 Response body parameters

Parameter Type Description
request_id String Specifies the request ID. The value is
automatically generated.
loadbalancer | LoadBalancer | Specifies the load balancer.
object

Table 4-70 LoadBalancer

us

Parameter Type Description
id String Specifies the load balancer ID.
description String Provides supplementary information about the
load balancer.
Minimum: 1
Maximum: 255
provisioning_s | String Specifies the provisioning status of the load
tatus balancer. The value can be one of the
following:
e ACTIVE: The load balancer is successfully
provisioned.
e PENDING_DELETE: The load balancer is
being deleted.
admin_state_ | Boolean Specifies the administrative status of the load
up balancer. The value can be true or false. true
indicates the load balancer is enabled and
false indicates the load balancer is disabled.
provider String Specifies the provider of the load balancer. The
value can only be vlb.
pools Array of Lists the IDs of backend server groups
PoolRef associated with the load balancer.
objects
listeners Array of Lists the IDs of listeners added to the load
ListenerRef balancer.
objects
operating_stat | String Specifies the operating status of the load

balancer. The value can only be ONLINE,
indicating that the load balancer is running
normally.
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Parameter Type Description
name String Specifies the load balancer name.
project_id String Specifies the project ID of the load balancer.
vip_subnet_ci | String Specifies the ID of the IPv4 subnet where the
dr_id load balancer resides.
vip_address String Specifies the private IPv4 address bound to the
load balancer.
vip_port_id String Specifies the ID of the port bound to the
private IPv4 address of the load balancer.
tags Array of Tag Lists the tags added to the load balancer.
objects
created_at String Specifies the time when the load balancer was
created, in the format of yyyy-MM-
ad"T"HH:mm:ss"Z".
updated_at String Specifies the time when the load balancer was
updated, in the format of yyyy-MM-
ad"T"HH:mm:ss"Z".
guaranteed Boolean Specifies whether the load balancer is a
dedicated load balancer.
e true (default): The load balancer is a
dedicated load balancer.
o false: The load balancer is a shared load
balancer.
vpc_id String Specifies the ID of the VPC where the load
balancer resides.
eips Array of Specifies the EIP bound to the load balancer.
EipInfo Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as
publicips.
ipv6_vip_addr | String Specifies the IPv6 address bound to the load
ess balancer.
ipv6_vip_virsu | String Specifies the ID of the IPv6 subnet where the
bnet_id load balancer resides.
ipv6_vip_port_ | String Specifies the ID of the port bound to the IPv6
id address of the load balancer.
availability_zo | Array of Specifies the list of AZs where the load
ne_list strings balancer is created.
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enterprise_pro | String Specifies the enterprise project ID.
ject_id

If this parameter is not passed during resource
creation, "0" will be returned, and the resource
belongs to the default enterprise project.

"0" is not a valid enterprise project ID and
cannot be used in the APIs for creating,
updating the load balancer, or querying details
of the load balancer.

billing_info String Provides resource billing information.

o |[f the value is left blank, the resource is
billed in pay-per-use mode.

Minimum: 1
Maximum: 1024

4_flavor_id String Specifies the ID of a flavor at Layer 4. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.

If 14 is specified, you will charged by the
specifications you select.

If L4_elastic_max is specified, you will charged
by how many LCUs you use.

Minimum: 1
Maximum: 255

4_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r id 4.

This parameter is unsupported. Please do not
use it.

Minimum: 1
Maximum: 255

17_flavor_id String Specifies the ID of a flavor at Layer 7. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.

If 17 is specified, you will charged by the
specifications you select.

If L7_elastic_max is specified, you will charged
by how many LCUs you use.

Minimum: 1

Maximum: 255
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|7_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r id 7.
This parameter is unsupported. Please do not
use it.
Minimum: 1
Maximum: 255
publicips Array of Specifies the EIP bound to the load balancer.
Publiclpinfo | Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as eips.
global_eips Array of Specifies the global EIP bound to the load

GlobalEipInfo
objects

balancer. Only the first global EIP specified
under global_eips will be bound.

elb_virsubnet_ | Array of Lists the IDs of subnets on the downstream
ids strings plane.
elb_virsubnet_ | String Specifies the type of the subnet on the
type downstream plane.
e ipv4: IPv4 subnet
e dualstack: subnet that supports IPv4/IPv6
dual stack
ip_target_ena | Boolean Specifies whether to enable IP as a backend.

ble

The value can be true (enable IP as a backend)
or false (disable IP as a backend). This
function cannot be disabled after it is enabled.

If you enable this function, you can add servers
in a VPC connected through a VPC peering
connection, in a VPC connected through a
cloud connection, or in an on-premises data
center at the other end of a Direct Connect or
VPN connection, by using their IP addresses.

If you enable this function for a dedicated load
balancer deployed in a shared VPC, ensure that
a VPC peering connection has been created.

This function is available only for dedicated
load balancers.
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frozen_scene | String Specifies the scenario where the load balancer
is frozen. Multiple values are separated using
commas (,).

e POLICE: The load balancer is frozen due to
security reasons.

e ILLEGAL: The load balancer is frozen due to
violation of laws and regulations.

e VERIFY: Your account has not completed
real-name authentication.

e PARTNER: The load balancer is frozen by
the partner.

e ARREAR: Your account is in arrears.

ipv6_bandwid | BandwidthRe | Specifies the ID of the bandwidth used by an
th f object IPv6 address. This parameter is available only
when you create or update a load balancer
with a public IPv6 address. If you use a new
IPv6 address and specify a shared bandwidth,
the IPv6 address will be added to the shared

bandwidth.
deletion_prot | Boolean Specifies whether to enable deletion protection
ection_enable for the load balancer.

e true: Enable deletion protection.

o false (default): Disable deletion protection.

NOTE
Disable deletion protection for all your resources
before deleting your account.

autoscaling AutoscalingR | Specifies information about elastic scaling. If
ef object elastic scaling is enabled, the load balancer
specifications can be automatically adjusted
based on incoming traffic.

Note:

e This parameter is only available for users on
the whitelist.

e |[f elastic scaling is enabled, 14_flavor_id
indicates the maximum Layer-4 flavor for
elastic scaling. |7_flavor_id indicates the
maximum Layer-7 flavor for elastic scaling.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor.

public_border | String Specifies the AZ group to which the load
_group balancer belongs.
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Parameter Type Description

charge_mode | String Specifies the billing mode. The value can be
one of the following:

e flavor: billed by the specifications you will
select

e lcu: billed by LCU usage

waf_failure_ac | String Specifies traffic distributing policies when the
tion WAF is faulty.

e discard: Traffic will not be distributed.

e forward: Traffic will be distributed to the
default backend servers.

Note: This parameter takes effect only when
WAF is enabled for the load balancer.

This parameter is unsupported. Please do not

use it.
protection_sta | String Specifies the protection status. The value can
tus be one of the following:

e nonProtection (default): The load balancer
is not protected.

e consoleProtection: Modification
Protection is enabled on the console.

protection_rea | String Specifies why the modification protection
son function is enabled.
NOTE

This parameter is valid only when protection_status
is set to consoleProtection.

Minimum: 0
Maximum: 255

log_group_id | String Specifies the ID of the log group that is
associated with the load balancer.

log_topic_id String Specifies the ID of the log topic that is
associated with the load balancer.

Table 4-71 PoolRef

Parameter Type Description

id String Specifies the ID of the backend server group.
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Table 4-72 ListenerRef

Parameter Type

Description

id String

Specifies the listener ID.

Table 4-73 Tag

Parameter Type

Description

key String

Specifies the tag key.
Minimum: 1
Maximum: 36

value String

Specifies the tag value.
Minimum: 0
Maximum: 43

Table 4-74 Eipinfo

Parameter Type Description
eip_id String eip_id
eip_address String eip_address

ip_version Integer

Specifies the IP version. 4 indicates IPv4, and 6
indicates IPv6.

Table 4-75 Publiclpinfo

Parameter Type

Description

publicip_id String

Specifies the EIP ID.

publicip_addr | String
ess

Specifies the IP address.

ip_version Integer

Specifies the IP version. The value can be 4
(IPv4) or 6 (IPv6).

Table 4-76 GlobalEipInfo

Parameter Type

Description

global_eip_id | String

Specifies the ID of the global EIP.
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global_eip_ad | String Specifies the global EIP.
dress
ip_version Integer Specifies the IP version. The value can be 4 and
6. 4 indicates an IPv4 address, and 6 indicates
an IPv6 address.

Table 4-77 BandwidthRef

Parameter Type Description

id String Specifies the shared bandwidth ID.

Table 4-78 AutoscalingRef

Parameter Type Description

enable Boolean Specifies whether to enable elastic scaling for
the load balancer.

e true: Enable elastic scaling.
o false (default): Disable elastic scaling.

min_L7_flavor | String Specifies the ID of the minimum Layer-7 flavor
_id for elastic scaling. This parameter cannot be
left blank if there are HTTP or HTTPS listeners.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor

Minimum: 1

Maximum: 36

Example Requests

Querying details of a given load balancer

GET https://{ELB_Endpoint}/v3/060576782980d5762f9ec014dd2f1148/elb/loadbalancers/3dbde7e5-
c277-4ea3-a424-edd339357eff

Example Responses
Status code: 200

Successful request.

"loadbalancer" : {
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"id" : "3dbde7e5-c277-4ea3-a424-edd339357eff",
"project_id" : "060576782980d5762f9ec014dd2f1148",
"name" : "elb-14-no-delete",
"description" : null,
"vip_port_id" : "f079c7ee-65a9-44ef-be86-53d8927e59be",
"vip_address" : "10.0.0.196",
"admin_state_up" : true,
"provisioning_status" : "ACTIVE",
"operating_status" : "ONLINE",
"listeners" : [1,
"pools" : [ {
"id" : "1d864dc9-féef-4366-b59d-7034cde2328f"

{
"id" : "cO0a2e4a1-c028-4a24-a62f-e721c52f5513"

o

"id" : "79308896-6169-4c28-acbc-e139eb661996"
gk
“tags": [1,

"provider" : null,

"created_at" : "2019-12-02T09:55:11Z",

"updated_at" : "2019-12-02T09:55:11Z",

"vpc_id" : "70711260-9de9-4d96-9839-0ae698e00109",
"enterprise_project_id" : "0",

"availability_zone_list" : [ ],

"ipv6_vip_address" : null,

"ipv6_vip_virsubnet_id" : null,

"ipv6_vip_port_id" : null,

"publicips" : [ 1,
"elb_virsubnet_ids" : [ "ad5d63bf-3b50-4e88-b4d9-e94a59aade48" ],
“eips": [1,

"guaranteed" : true,
"billing_info" : null,
"l4_flavor_id" : "e5acacda-f861-404e-9871-df480c49d185",
"l4_scale_flavor_id" : null,
"17_flavor_id" : null,
"|7_scale_flavor_id" : null,
"vip_subnet_cidr_id" : "396d918a-756e-4163-8450-3bdc860109cf",
"deletion_protection_enable" : false,
"autoscaling" : {
"enable" : true,
"min_L7_flavor_id" : "0c8cf29d-51cb-4c1d-8e25-1c61cf5c2b00"
}
I
"request_id" : "1a47cfbf-969f-4e40-8c0e-c2e60b14bcac"

}

})ublic_border_group" : "center"

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class ShowLoadBalancerSolution {

public static void main(String[] args) {
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// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
ShowLoadBalancerRequest request = new ShowLoadBalancerRequest();
try {
ShowLoadBalancerResponse response = client.showLoadBalancer(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__ ==

n n

__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \

.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:

request = ShowLoadBalancerRequest()
response = client.show_load_balancer(request)
print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
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Go

More

Status Codes

Error Codes

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ShowLoadBalancerRequest{}
response, err := client.ShowLoadBalancer(request)
if err == nil {
fmt.Printf("%-+v\n", response)
}else {
fmt.Println(err)
}
}

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Description
Code
200 Successful request.

See Error Codes.
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4.6.4 Updating a Load Balancer

Function

This API is used to update a load balancer.

Calling Method

For details, see Calling APIs.

URI
PUT /v3/{project_id}/elb/loadbalancers/{loadbalancer_id}

Table 4-79 Path Parameters

Parameter Mandatory Type Description
loadbalancer_ | Yes String Specifies the load balancer ID.
id Minimum: 0

Maximum: 36

project_id Yes String Specifies the project ID.
Minimum: 0

Maximum: 36

Request Parameters

Table 4-80 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.
Minimum: 0
Maximum: 4096

Table 4-81 Request body parameters

Parameter Mandatory Type Description

loadbalancer | Yes UpdateLoadB | Specifies the load balancer.
alancerOptio
n object
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Table 4-82 UpdateLoadBalancerOption

Parameter Mandatory Type Description
name No String Specifies the load balancer
name.
Minimum: 0
Maximum: 255
admin_state_ | No Boolean Specifies the administrative
up status of the load balancer.
The value can only be true.
description No String Provides supplementary
information about the load
balancer.
Minimum: 0
Maximum: 255
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Parameter

Mandatory

Type

Description

bnet_id

ipv6_vip_virsu | No

String

Specifies the ID of the IPv6
subnet where the load
balancer resides. You can
query parameter
neutron_network_id in the
response by calling the API
(GET https://
{VPC_Endpoint}/v1/
{project_id}/subnets).

The IPv6 subnet can be
updated using
ipv6_vip_virsubnet_id, and
the private IPv6 address of the
load balancer will be changed
accordingly.

Note:

e This parameter will be
passed only when IPv6 is
enabled for the subnet. The
subnet specified by
ipv6_vip_virsubnet_id
must be in the VPC
specified by vpc_id.

e This parameter can be

updated only when
guaranteed is set to true.

e The value will become null
if the IPv6 address is
unbound from the load
balancer.

e The IPv4 subnet will not
change, if IPv6 subet is
updated.
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Parameter

Mandatory

Type

Description

dr_id

vip_subnet_ci | No

String

Specifies the ID of the IPv4
subnet where the load
balancer resides. You can
query parameter
neutron_subnet_id in the
response by calling the API
(GET https://
{VPC_Endpoint}/v1/
{project_id}/subnets).

e The IPv4 subnet can be
updated using
vip_subnet_cidr_id, and
the private IPv4 address of
the load balancer will be
changed accordingly. Note:

e If vip_address is also
specified, the IP address
specified by vip_address
must be in the subnet
specified by
vip_subnet_cidr_id and will
be used as the private IPv4
address of the load
balancer.

e The IPv4 subnet must be in
the VPC where the load
balancer resides.

e This parameter can be
updated only when
guaranteed is set to true.

e The value will become null
if the private IPv4 address
is unbound from the load
balancer.

e The IPv6 subnet will not
change if IPv4 subet is
updated.

Minimum: 1
Maximum: 36
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Parameter

Mandatory

Type

Description

vip_address

No

String

Specifies the private IPv4
address bound to the load
balancer. The IP address must
be from the IPv4 subnet where
the load balancer resides and
should not be occupied by
other services.

vip_address can be updated
only when guaranteed is set
to true.

Minimum: 1
Maximum: 36

4 _flavor_id

No

String

Specifies the ID of a flavor at
Layer 4.

Note:

e You can query the ID in the
response by calling the API
(https://{ELB_Endpoint}/v3/
{project_id}/flavors?
type=L4).

e This parameter can be
updated only when
guaranteed is set to true.

e The value cannot be
changed from null to a
specific value, or in the
other way around.

e If you change the flavor,
you can select only a
higher or lower one. If you
select a lower one, part of
persistent connections will
be interrupted.

e If autoscaling.enable is set
to true, updating this
parameter will not take
effect.

e If 14 is specified, you will
charged by the
specifications you select.

e [f L4 elastic_max is
specified, you will charged
by how many LCUs you
use.

Minimum: 1

Maximum: 255

Issue 07 (2022-01-05)

Copyright © Huawei Technologies Co., Ltd. 135



Elastic Load Balance

API Reference

4 APIs (V3)

Parameter

Mandatory

Type

Description

17 flavor_id

No

String

Specifies the ID of a flavor at
Layer 7.

Note:

e You can query the ID in the
response by calling the API
(https://{ELB_Endpoint}/v3/
{project_id}/flavors?
type=L7).

e This parameter can be
updated only when
guaranteed is set to true.

e The value cannot be
changed from null to a
specific value, or in the
other way around.

e If you change the flavor,
you can select only a
higher or lower one. If you
select a lower one, part of
persistent connections will
be interrupted.

e [f autoscaling.enable is set
to true, updating this
parameter will not take
effect.

e [f 17 is specified, you will
charged by the
specifications you select.

e [f L7_elastic_max is
specified, you will charged
by how many LCUs you
use.

Minimum: 1

Maximum: 36

ipv6_bandwid
th

No

BandwidthRe
f object

Specifies the ID of the
bandwidth used by an IPv6
address. This parameter is
available only when you
create or update a load
balancer with a public IPv6
address. If you use a new IPv6
address and specify a shared
bandwidth, the IPv6 address
will be added to the shared
bandwidth.
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Parameter

Mandatory

Type

Description

ip_target_ena
ble

No

Boolean

Specifies whether to enable IP
as a backend. The value can
be true (enable IP as a
backend) or false (disable IP
as a backend). This function
cannot be disabled after it is
enabled.

If you enable this function,
you can add servers in a VPC
connected through a VPC
peering connection, in a VPC
connected through a cloud
connection, or in an on-
premises data center at the
other end of a Direct Connect
or VPN connection, by using
their IP addresses.

If you enable this function for
a dedicated load balancer
deployed in a shared VPC,
ensure that a VPC peering
connection has been created.

This function is available only
for dedicated load balancers.
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Parameter Mandatory Type Description
elb_virsubnet_ | No Array of Specifies the IDs of subnets on
ids strings the downstream plane. You

can query parameter
neutron_network_id in the
response by calling the API
(GET https://
{VPC_Endpoint}/v1/
{project_id}/subnets).

e If the IDs of the subnets
required by the load
balancer are specified in
elb_virsubnet _ids, the
subnets will still be bound
to the load balancer.

e |If the IDs of the subnets are
specified in
elb_virsubnet_ids, but not
on the downstream plane,
a new load balancer will be
bound to the downstream
plane.

e |If the IDs of the subnets
required by the load
balancer are not specified
in elb_virsubnet_ids, the
subnets will be unbound
from the load balancers. Do
not unbound the subnets
that have been used by the
load balancer. Otherwise,
an error will be returned.

Note:

e All subnets belong to the
same VPC where the load
balancer resides.

e Edge subnets are not
supported.

Minimum: 1
Maximum: 64
Array Length: 0 - 64
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Parameter

Mandatory

Type

Description

deletion_prot
ection_enable

No

Boolean

Specifies whether to enable
deletion protection for the
load balancer.

e true: Enable deletion
protection.

e false (default): Disable
deletion protection.

NOTE
Disable deletion protection for all

your resources before deleting
your account.

autoscaling

No

UpdateLoadb
alancerAutos
calingOption
object

Specifies the information
about elastic scaling. If elastic
scaling is enabled, the load
balancer specifications can be
automatically adjusted based
on incoming traffic.

Note:

e This parameter is only
available for users on the
whitelist.

e If elastic scaling is enabled,
l4_flavor_id indicates the
maximum Layer-4 flavor
for elastic scaling.
\7_flavor_id indicates the
maximum Layer-7 flavor
for elastic scaling.

This parameter has been
discarded but still can be
passed for compatibility
reasons. If you specify this
parameter, you will be charged
for the minimum Layer-7
flavor.

charge_mode

No

String

Specifies the billing mode.
Value: flavor: billed by flavor

protection_sta
tus

No

String

Specifies the protection status.
The value can be one of the
following:

e nonProtection (default):
The load balancer is not
protected.

e consoleProtection:
Modification Protection is
enabled on the console.
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Parameter Mandatory Type Description
protection_rea | No String Specifies why the modification
son protection function is enabled.
NOTE
This parameter is valid only when
protection_status is set to
consoleProtection.
Minimum: 0
Maximum: 255
ipv6_vip_addr | No String Specifies the IPv6 address
ess bound to the load balancer.
Table 4-83 BandwidthRef
Parameter Mandatory Type Description
id Yes String Specifies the shared

bandwidth ID.

Table 4-84 UpdatelLoadbalancerAutoscalingOption

Parameter

Mandatory

Type

Description

enable

Yes

Boolean

Specifies whether to enable
elastic scaling the load
balancer.

The options are as follows:

e true: Enable deletion
protection.

e false: Disable deletion
protection.

Default: false
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Parameter Mandatory

Type Description

min_L7_flavor | No

_id

String Specifies the ID of the
minimum Layer-7 flavor for
elastic scaling. This parameter
cannot be left blank if there

are HTTP or HTTPS listeners.

This parameter has been
discarded but still can be
passed for compatibility
reasons. If you specify this
parameter, you will be charged
for the minimum Layer-7
flavor.

Minimum: 1

Maximum: 36

Response Parameters
Status code: 200

Table 4-85 Response body parameters

Parameter Type Description
loadbalancer | LoadBalancer | Specifies the load balancer.
object

loadbalancer_ | String Specifies the load balancer ID.

id Minimum: 0
Maximum: 36

order_id String Specifies the order No.
Minimum: 0
Maximum: 36

request_id String Specifies the request ID. The value is
automatically generated.
Minimum: 0
Maximum: 36

Table 4-86 LoadBalancer

Parameter Type

Description

id String

Specifies the load balancer ID.
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Parameter Type Description
description String Provides supplementary information about the
load balancer.
Minimum: 1
Maximum: 255
provisioning_s | String Specifies the provisioning status of the load
tatus balancer. The value can be one of the
following:
e ACTIVE: The load balancer is successfully
provisioned.
e PENDING_DELETE: The load balancer is
being deleted.
admin_state_ | Boolean Specifies the administrative status of the load
up balancer. The value can be true or false. true
indicates the load balancer is enabled and
false indicates the load balancer is disabled.
provider String Specifies the provider of the load balancer. The
value can only be vlb.
pools Array of Lists the IDs of backend server groups
PoolRef associated with the load balancer.
objects
listeners Array of Lists the IDs of listeners added to the load
ListenerRef balancer.
objects
operating_stat | String Specifies the operating status of the load
us balancer. The value can only be ONLINE,
indicating that the load balancer is running
normally.
name String Specifies the load balancer name.
project_id String Specifies the project ID of the load balancer.
vip_subnet_ci | String Specifies the ID of the IPv4 subnet where the
dr_id load balancer resides.
vip_address String Specifies the private IPv4 address bound to the
load balancer.
vip_port_id String Specifies the ID of the port bound to the
private IPv4 address of the load balancer.
tags Array of Tag Lists the tags added to the load balancer.
objects
created_at String Specifies the time when the load balancer was

created, in the format of yyyy-MM-
ad"T"HH:mm:ss"Z".
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Parameter Type Description

updated_at String Specifies the time when the load balancer was
updated, in the format of yyyy-MM-
dd"T"HH:mm:ss"Z".

guaranteed Boolean Specifies whether the load balancer is a
dedicated load balancer.
e true (default): The load balancer is a

dedicated load balancer.
o false: The load balancer is a shared load
balancer.

vpc_id String Specifies the ID of the VPC where the load
balancer resides.

eips Array of Specifies the EIP bound to the load balancer.

Eipinfo Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as

publicips.

ipv6_vip_addr | String Specifies the IPv6 address bound to the load

ess balancer.

ipv6_vip_virsu | String Specifies the ID of the IPv6 subnet where the

bnet_id load balancer resides.

ipv6_vip_port_ | String Specifies the ID of the port bound to the IPv6

id address of the load balancer.

availability_zo | Array of Specifies the list of AZs where the load

ne_list strings balancer is created.

enterprise_pro | String Specifies the enterprise project ID.

ject_id If this parameter is not passed during resource
creation, "0" will be returned, and the resource
belongs to the default enterprise project.
"0" is not a valid enterprise project ID and
cannot be used in the APIs for creating,
updating the load balancer, or querying details
of the load balancer.

billing_info String Provides resource billing information.

e If the value is left blank, the resource is
billed in pay-per-use mode.

Minimum: 1
Maximum: 1024
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Parameter Type Description
4_flavor_id String Specifies the ID of a flavor at Layer 4. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.
If 14 is specified, you will charged by the
specifications you select.
If L4_elastic_max is specified, you will charged
by how many LCUs you use.
Minimum: 1
Maximum: 255
l4_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r_id 4,
This parameter is unsupported. Please do not
use it.
Minimum: 1
Maximum: 255
[7_flavor_id String Specifies the ID of a flavor at Layer 7. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.
If 17 is specified, you will charged by the
specifications you select.
If L7_elastic_max is specified, you will charged
by how many LCUs you use.
Minimum: 1
Maximum: 255
[7_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r_id 7.
This parameter is unsupported. Please do not
use it.
Minimum: 1
Maximum: 255
publicips Array of Specifies the EIP bound to the load balancer.
Publiclpinfo | Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as eips.
global_eips Array of Specifies the global EIP bound to the load

GlobalEipInfo
objects

balancer. Only the first global EIP specified
under global_eips will be bound.

elb_virsubnet_
ids

Array of
strings

Lists the IDs of subnets on the downstream
plane.
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elb_virsubnet_ | String Specifies the type of the subnet on the
type downstream plane.

e ipv4: IPv4 subnet
e dualstack: subnet that supports IPv4/IPv6

dual stack
ip_target_ena | Boolean Specifies whether to enable IP as a backend.
ble The value can be true (enable IP as a backend)

or false (disable IP as a backend). This
function cannot be disabled after it is enabled.

If you enable this function, you can add servers
in a VPC connected through a VPC peering
connection, in a VPC connected through a
cloud connection, or in an on-premises data
center at the other end of a Direct Connect or
VPN connection, by using their IP addresses.

If you enable this function for a dedicated load
balancer deployed in a shared VPC, ensure that
a VPC peering connection has been created.

This function is available only for dedicated
load balancers.

frozen_scene | String Specifies the scenario where the load balancer
is frozen. Multiple values are separated using
commas (,).

e POLICE: The load balancer is frozen due to
security reasons.

e ILLEGAL: The load balancer is frozen due to
violation of laws and regulations.

e VERIFY: Your account has not completed
real-name authentication.

e PARTNER: The load balancer is frozen by
the partner.

e ARREAR: Your account is in arrears.

ipv6_bandwid | BandwidthRe | Specifies the ID of the bandwidth used by an
th f object IPv6 address. This parameter is available only
when you create or update a load balancer
with a public IPv6 address. If you use a new
IPv6 address and specify a shared bandwidth,
the IPv6 address will be added to the shared
bandwidth.
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Parameter

Type

Description

deletion_prot
ection_enable

Boolean

Specifies whether to enable deletion protection
for the load balancer.

e true: Enable deletion protection.

o false (default): Disable deletion protection.

NOTE
Disable deletion protection for all your resources
before deleting your account.

autoscaling

AutoscalingR
ef object

Specifies information about elastic scaling. If
elastic scaling is enabled, the load balancer

specifications can be automatically adjusted
based on incoming traffic.

Note:

e This parameter is only available for users on
the whitelist.

e |If elastic scaling is enabled, 14_flavor_id
indicates the maximum Layer-4 flavor for
elastic scaling. 17_flavor_id indicates the
maximum Layer-7 flavor for elastic scaling.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor.

public_border
_group

String

Specifies the AZ group to which the load
balancer belongs.

charge_mode

String

Specifies the billing mode. The value can be
one of the following:

e flavor: billed by the specifications you will
select

e lcu: billed by LCU usage

waf failure_ac
tion

String

Specifies traffic distributing policies when the
WAF is faulty.

e discard: Traffic will not be distributed.

e forward: Traffic will be distributed to the
default backend servers.

Note: This parameter takes effect only when
WAF is enabled for the load balancer.

This parameter is unsupported. Please do not
use it.
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Parameter

Type

Description

protection_sta
tus

String

Specifies the protection status. The value can
be one of the following:

e nonProtection (default): The load balancer
is not protected.

e consoleProtection: Modification
Protection is enabled on the console.

protection_rea
son

String

Specifies why the modification protection
function is enabled.

NOTE
This parameter is valid only when protection_status
is set to consoleProtection.

Minimum: 0
Maximum: 255

log_group_id

String

Specifies the ID of the log group that is
associated with the load balancer.

log_topic_id

String

Specifies the ID of the log topic that is
associated with the load balancer.

Table 4-87 PoolRef

Parameter

Type

Description

id

String

Specifies the ID of the backend server group.

Table 4-88 ListenerRef

Parameter Type Description
id String Specifies the listener ID.
Table 4-89 Tag

Parameter Type Description

key String Specifies the tag key.
Minimum: 1
Maximum: 36

value String Specifies the tag value.

Minimum: 0
Maximum: 43
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Table 4-90 Eipinfo

Parameter Type Description
eip_id String eip_id
eip_address String eip_address

ip_version Integer

Specifies the IP version. 4 indicates IPv4, and 6
indicates IPv6.

Table 4-91 Publiclpinfo

Parameter Type

Description

publicip_id String

Specifies the EIP ID.

publicip_addr | String
ess

Specifies the IP address.

ip_version Integer

Specifies the IP version. The value can be 4
(IPv4) or 6 (IPv6).

Table 4-92 GlobalEipInfo

Parameter Type

Description

global_eip_id | String

Specifies the ID of the global EIP.

global_eip_ad | String
dress

Specifies the global EIP.

ip_version Integer

Specifies the IP version. The value can be 4 and
6. 4 indicates an IPv4 address, and 6 indicates
an IPv6 address.

Table 4-93 BandwidthRef

Parameter Type

Description

id String

Specifies the shared bandwidth ID.
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Table 4-94 AutoscalingRef

Parameter Type

Description

enable Boolean

Specifies whether to enable elastic scaling for
the load balancer.

e true: Enable elastic scaling.
o false (default): Disable elastic scaling.

min_l7_flavor | String
_id

Specifies the ID of the minimum Layer-7 flavor
for elastic scaling. This parameter cannot be
left blank if there are HTTP or HTTPS listeners.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor

Minimum: 1

Maximum: 36

Example Requests

Modifying the description and name of a load balancer

PUT https://{ELB_Endpoint}/v3/{project_id}/elb/loadbalancers/{loadbalancer_id}

"loadbalancer" : {
"description" : "loadbalancer",
"name" : "loadbalancer-update"
}
}

Example Responses
Status code: 200

Successful request.
{

"request_id" : "010dad1e-32a3-4405-ab83-62a1fc5f8722",

"loadbalancer" : {

"id" : "2e073bf8-edfe-4e51-a699-d915b0b8af89",
"project_id" : "b2782e6708b8475c993e6064bc456bf8",

"name" : "loadbalancer-update"”,

"description" : "loadbalancer",
"vip_port_id" : null,
"vip_address" : null,
"admin_state_up" : true,

"provisioning_status" : "ACTIVE",

"operating_status" : "ONLINE",
"listeners" : [ {

"id" : "41937176-bf64-4b58-8e0d-9ff2d0d32c54"

"id" : "abc6ac93-ad0e-4765-bd5a-eec632efde56"

"id" : "b9d8ba97-6d60-467d-838d-f3550b54c22a"

"id" : "fd797ebd-263d-4b18-96e9-e9188d36c69e"
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"pools" : [ {

"id" : "0aabcaa8-c35c-4ddc-a60c-9032d0ac0b80"
I

"id" : "165d9092-396e-4a8d-b398-067496a447d2"
11
"tags": [],
"provider" : "vlb",
"created_at" : "2019-04-20T03:10:37Z",
"updated_at" : "2019-05-24T02:11:58Z",
"vpc_id" : "2037c5bb-e04b-4de2-9300-9051af18e417",
"enterprise_project_id" : "0",
"availability_zone_list" : [ "AZ1", "AZ2", "dc3" ],
"ipv6_vip_address" : null,
"ipv6_vip_virsubnet_id" : null,
"ipv6_vip_port_id" : null,
"eips": [],
"guaranteed" : true,
"billing_info" : null,
"l4_flavor_id" : null,
"l4_scale_flavor_id" : null,
"17_flavor_id" : null,
"|7_scale_flavor_id" : null,
"vip_subnet_cidr_id" : null,
"deletion_protection_enable" : false,
"public_border_group" : "center"

SDK Sample Code

The SDK sample code is as follows.

Java

Modifying the description and name of a load balancer
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class UpdateLoadBalancerSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
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Python

UpdateLoadBalancerRequest request = new UpdateLoadBalancerRequest();
UpdateLoadBalancerRequestBody body = new UpdateLoadBalancerRequestBody();
UpdateLoadBalancerOption loadbalancerbody = new UpdateLoadBalancerOption();
loadbalancerbody.withName("loadbalancer-update")
.withDescription("loadbalancer");
body.withLoadbalancer(loadbalancerbody);
request.withBody(body);
try {
UpdateLoadBalancerResponse response = client.updateLoadBalancer(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Modifying the description and name of a load balancer

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")
sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = UpdateLoadBalancerRequest()
loadbalancerbody = UpdateLoadBalancerOption(
name="loadbalancer-update",
description="loadbalancer"
)
request.body = UpdateLoadBalancerRequestBody(
loadbalancer=loadbalancerbody
)
response = client.update_load_balancer(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
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Go

Modifying the description and name of a load balancer
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateLoadBalancerRequest{}
namelLoadbalancer:= "loadbalancer-update"
descriptionLoadbalancer:= "loadbalancer"
loadbalancerbody := &model.UpdateLoadBalancerOption{
Name: &namelLoadbalancer,
Description: &descriptionLoadbalancer,
}
request.Body = &model.UpdateLoadBalancerRequestBody{
Loadbalancer: loadbalancerbody,
}

response, err := client.UpdateLoadBalancer(request)
if err == nil {
fmt.Printf("%+v\n", response)

} else {
fmt.Println(err)
}

}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.
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Error Codes

See Error Codes.

4.6.5 Deleting a Load Balancer

Function

This API is used to delete a load balancer.

Constraints

All listeners added to the load balancer must be deleted before the load balancer
is deleted.

Calling Method

For details, see Calling APIs.

URI
DELETE /v3/{project_id}/elb/loadbalancers/{loadbalancer_id}

Table 4-95 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.
loadbalancer_ | Yes String Specifies the load balancer ID.
id

Request Parameters

Table 4-96 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.

Response Parameters

None

Example Requests

Deleting a load balancer
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DELETE https://{ELB_Endpoint}/v3/060576782980d5762f9ec014dd2f1148/elb/loadbalancers/

32c1057f-74a1-42d6-9b20-d55b80ab89c4

Example Responses

None

SDK Sample Code

Java

Python

The SDK sample code is as follows.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class DeleteLoadBalancerSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
DeleteLoadBalancerRequest request = new DeleteLoadBalancerRequest();
try {
DeleteLoadBalancerResponse response = client.deleteLoadBalancer(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8
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from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = DeleteLoadBalancerRequest()
response = client.delete_load_balancer(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteLoadBalancerRequest{}
response, err := client.DeleteLoadBalancer(request)

if err == nil {
fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
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More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status
Code

Description

204

Successful request.

Error Codes

See Error Codes.

4.6.6 Deleting a Load Balancer and Its Associated Resources

Function

This API is used to delete a load balancer and its associated resources, including
the listeners, backend server groups, and backend servers.

Calling Method

For details, see Calling APIs.

URI

DELETE /v3/{project_id}/elb/loadbalancers/{loadbalancer_id}/force-elb

Table 4-97 Path Parameters

id

Parameter Mandatory Type Description

project_id Yes String Specifies the ID of the project
where the load balancer is
used.

loadbalancer_ | Yes String Specifies the load balancer ID.
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Request Parameters

Table 4-98 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.

Response Parameters

None

Example Requests

Deleting a load balancer and resources associated with it

DELETE https://{ELB_Endpoint}/v3/060576782980d5762f9ec014dd2f1148/elb/loadbalancers/
32c1057f-74a1-42d6-9b20-d55b80ab89c4/force-elb

Example Responses

None

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class DeleteLoadBalancerForceSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
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.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
DeleteLoadBalancerForceRequest request = new DeleteLoadBalancerForceRequest();

try {

DeleteLoadBalancerForceResponse response = client.deleteLoadBalancerForce(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeleteLoadBalancerForceRequest()
response = client.delete_load_balancer_force(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
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risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteLoadBalancerForceRequest{}
response, err := client.DeleteLoadBalancerForce(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
204 Normal response to DELETE requests.

Error Codes

See Error Codes.

4.6.7 Querying the Status Tree of a Load Balancer

Function

This API is used to query the status tree of a load balancer and to show
information about all resources associated with the load balancer.

When admin_state_up is set to false and operating_status to OFFLINE for a
backend server, DISABLED is returned for operating_status of the backend server
in the response of this API.

Calling Method

For details, see Calling APIs.
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URI
GET /v3/{project_id}/elb/loadbalancers/{loadbalancer_id}/statuses

Table 4-99 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.
loadbalancer_ | Yes String Specifies the load balancer ID.
id

Request Parameters

Table 4-100 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.

Response Parameters
Status code: 200

Table 4-101 Response body parameters

Parameter Type Description
statuses LoadBalancer | Provides information about the load balancer
StatusResult | status tree.
object
request_id String Specifies the request ID. The value is
automatically generated.

Table 4-102 LoadBalancerStatusResult

Parameter Type Description

loadbalancer | LoadBalancer | Specifies the statuses of the load balancer and
Status object | its associated resources.
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Table 4-103 LoadBalancerStatus

us

Parameter Type Description
name String Specifies the load balancer name.
Minimum: 1
Maximum: 255
provisioning_s | String Specifies the provisioning status of the load
tatus balancer. The value can be ACTIVE or
PENDING_DELETE.
e ACTIVE: The load balancer is successfully
provisioned.
o PENDING_DELETE: The load balancer is
being deleted.
listeners Array of Lists the listeners added to the load balancer.
LoadBalancer
StatusListene
r objects
pools Array of Lists the backend server groups associated with
LoadBalancer | the load balancer.
StatusPool
objects
id String Specifies the load balancer ID.
operating_stat | String Specifies the operating status of the load

balancer.
The value can only be one of the following:

e ONLINE (default): The load balancer is
running normally.

e FROZEN: The load balancer has been
frozen.

e DEGRADED: This status is displayed only
when operating_status is set to OFFLINE
for a backend server associated with the
load balancer and the API for querying the
load balancer status tree is called.

e DISABLED: This status is displayed only
when admin_state_up of the load balancer
is set to false.

DEGRADED and DISABLED are returned only
when the API for querying the load balancer
status tree is called.
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Table 4-104 LoadBalancerStatusListener

Parameter Type Description
name String Specifies the name of the listener added to the
load balancer.
Minimum: 1
Maximum: 255
provisioning_s | String Specifies the provisioning status of the listener.
tatus The value can only be ACTIVE, indicating that
the listener is successfully provisioned.
pools Array of Specifies the operating status of the backend
LoadBalancer | server group associated with the listener.
StatusPool
objects
[7policies Array of Specifies the operating status of the

LoadBalancer | forwarding policy added to the listener.
StatusPolicy

objects
id String Specifies the listener ID.
operating_stat | String Specifies the operating status of the listener.

us The value can only be one of the following:

e ONLINE (default): The listener is running
normally.

e DEGRADED: This status is displayed only
when provisioning_status of a forwarding
policy or a forwarding rule added to the
listener is set to ERROR or
operating_status is set to OFFLINE for a
backend server associated with the listener.

e DISABLED: This status is displayed only
when admin_state_up of the load balancer
or of the listener is set to false. Note:
DEGRADED and DISABLED are returned
only when the API for querying the load
balancer status tree is called.
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Table 4-105 LoadBalancerStatusPolicy

Parameter Type Description

action String Specifies whether requests are forwarded to
another backend server group or redirected to
an HTTPS listener. The value can be one of the
following:

e REDIRECT_TO_POOL: Requests are
forwarded to another backend server group.

e REDIRECT_TO_LISTENER: Requests are
redirected to an HTTPS listener.

id String Specifies the forwarding policy ID.
provisioning_s | String Specifies the provisioning status of the
tatus forwarding policy.

e ACTIVE (default): The forwarding policy is
provisioned successfully.

e ERROR: Another forwarding policy of the
same listener has the same forwarding rule.

name String Specifies the policy name.
Minimum: 1
Maximum: 255
rules Array of Specifies the forwarding rule.
LoadBalancer
StatusL7Rule
objects

Table 4-106 LoadBalancerStatusL7Rule

Parameter Type Description
id String Specifies the ID of the forwarding rule.
type String Specifies the type of the match content. The

value can be HOST_NAME or PATH.

e HOST NAME: A domain name will be used
for matching.

e PATH: A URL will be used for matching.

The value must be unique for each forwarding
rule in a forwarding policy.
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Parameter

Type

Description

provisioning_s
tatus

String

Specifies the provisioning status of the
forwarding rule.

e ACTIVE (default): The forwarding rule is
successfully provisioned.

e ERROR: Another forwarding policy of the
same listener has the same forwarding rule.

Table 4-107 LoadBalancerStatusPool

Parameter Type Description
provisioning_s | String Specifies the provisioning status of the backend
tatus server group. The value can only be ACTIVE,
indicating that the backend server group is
successfully provisioned.
name String Specifies the name of the backend server
group.
Minimum: 1
Maximum: 255
healthmonitor | LoadBalancer | Specifies the health check results of backend
StatusHealth | servers in the load balancer status tree.
Monitor
object
members Array of Specifies the backend server.
LoadBalancer
StatusMemb
er objects
id String Specifies the ID of the backend server group.
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Parameter

Type

Description

operating_stat
us

String

Specifies the operating status of the backend
server group.

The value can be one of the following:

e ONLINE: The backend server group is
running normally.

e DEGRADED: This status is displayed only
when operating_status of a backend server
in the backend server group is set to
OFFLINE.

e DISABLED: This status is displayed only
when admin_state_up of the backend
server group or of the associated load
balancer is set to false.

Note: DEGRADED and DISABLED are returned
only when the API for querying the load
balancer status tree is called.

Table 4-108 LoadBalancerStatusHealthMonitor

tatus

Parameter Type Description

type String Specifies the health check protocol. The value
can be TCP, UDP_CONNECT, or HTTP.

id String Specifies the health check ID.

name String Specifies the health check name.
Minimum: 1
Maximum: 255

provisioning_s | String Specifies the provisioning status of the health

check. The value can only be ACTIVE,
indicating that the health check is successfully
provisioned.

Table 4-109 LoadBalancerStatusMember

Parameter Type Description

provisioning_s | String Specifies the provisioning status of the backend

tatus server. The value can only be ACTIVE,
indicating that the backend server is
successfully provisioned.

address String Specifies the private IP address bound to the

backend server.
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Parameter Type

Description

protocol_port | Integer

Specifies the port used by the backend server
to receive requests. The port number ranges
from 1 to 65535.

id String

Specifies the backend server ID.

operating_stat | String
us

Specifies the operating status of the backend
server.

The value can be one of the following:

e ONLINE: The backend server is running
normally.

e NO_MONITOR: No health check is
configured for the backend server group to
which the backend server belongs.

e DISABLED: The backend server is not
available. This status is displayed only when
admin_state_up of the backend server, or
the backend server group to which it
belongs, or the associated load balancer is
set to false and the API for querying the
load balancer status tree is called.

e OFFLINE: The cloud server used as the
backend server is stopped or does not exist.

Example Requests

Querying the status tree of a load balancer

GET https://{ELB_Endpoint}/v3/{project_id}/elb/loadbalancers/38278031-cfca-44be-81be-a412f618773b/

statuses

Example Responses
Status code: 200

Successful request.
{

"statuses" : {
"loadbalancer" : {
llnamell : Illb_jyll,

"provisioning_status" : "ACTIVE",

"listeners" : [ {
"name" : "listener-jy-1",

"provisioning_status" : "ACTIVE",

"pools" : [ {
"name" : "pool-jy-1",

"provisioning_status" : "ACTIVE",

"healthmonitor" : {
"type" : "TCP",

"id" : "7422b51a-0ed2-4702-9429-4f88349276¢6",

"name" : ",

"provisioning_status" : "ACTIVE"

}I
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"members" : [ {
"protocol_port" : 80,
"address" : "192.168.44.11",
"id" : "7bbf7151-0dce-4087-b316-06c7fa17b894",
"operating_status" : "ONLINE",
"provisioning_status" : "ACTIVE"
1]
"id" : "c54b3286-2349-4c5c-ade1-e6bb0b26ad18",
"operating_status" : "ONLINE"
1],
"[7policies" : [ 1,
"id" : "eb84c5b4-9bc5-4bee-939d-3900fb05dc7b",
"operating_status" : "ONLINE"
11
"pools" : [ {
"name" : "pool-jy-1",
"provisioning_status" : "ACTIVE",
"healthmonitor" : {

"type" : "TCP",
"id" : "7422b51a-0ed2-4702-9429-4f88349276¢6",
"name" : ""

"provisioning_status" : "ACTIVE"
%
"members" : [ {

"protocol_port" : 80,

"address" : "192.168.44.11",

"id" : "7bbf7151-0dce-4087-b316-06c7fa17b894",
"operating_status" : "ONLINE",
"provisioning_status" : "ACTIVE"

1]

"id" : "c54b3286-2349-4c5c-ade1-e6bb0b26ad18",

"operating_status" : "ONLINE"

11
"id" : "38278031-cfca-44be-81be-a412f618773b",
"operating_status" : "ONLINE"

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class ShowLoadBalancerStatusSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");
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ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
ShowLoadBalancerStatusRequest request = new ShowLoadBalancerStatusRequest();
try {
ShowLoadBalancerStatusResponse response = client.showLoadBalancerStatus(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}
}
}
Python
# coding: utf-8
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkelb.v3 import *
if _name__=="__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \

.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

try:

request = ShowLoadBalancerStatusRequest()
response = client.show_load_balancer_status(request)
print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
Go
package main
import (
"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
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"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ShowLoadBalancerStatusRequest{}
response, err := client.ShowLoadBalancerStatus(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.6.8 Deploying a Load Balancer in Other AZs

Function

This API is used to add one or more AZs where a load balancer will work.

Constraints

This API is only available for dedicated load balancers.
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Calling Method

For details, see Calling APIs.

URI

POST /v3/{project_id}/elb/loadbalancers/{loadbalancer_id}/availability-zone/batch-
add

Table 4-110 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the ID of the project
where the load balancer is
used.
Minimum: 0

Maximum: 36

loadbalancer_ | Yes String Specifies the load balancer ID.
id

Request Parameters

Table 4-111 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | No String Specifies the token used for
IAM authentication.
Minimum: 0
Maximum: 4096

Table 4-112 Request body parameters

Parameter Mandatory Type Description

availability_zo | Yes Array of Specifies the new AZs. This

ne_list strings parameter cannot be left
blank.

Response Parameters

Status code: 200
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Table 4-113 Response body parameters

Parameter Type Description
loadbalancer | LoadBalancer | Specifies the load balancer.
object

request_id String Specifies the request ID.
Note: The value is automatically generated.
Minimum: 0
Maximum: 36

loadbalancer_ | String Speicfies the yearly/monthly load balancer ID.

id

order_id String Speicfies the order ID of the yearly/monthly

load balancer.

Table 4-114 LoadBalancer

Parameter Type Description
id String Specifies the load balancer ID.
description String Provides supplementary information about the
load balancer.
Minimum: 1
Maximum: 255
provisioning_s | String Specifies the provisioning status of the load
tatus balancer. The value can be one of the
following:
e ACTIVE: The load balancer is successfully
provisioned.
o PENDING_DELETE: The load balancer is
being deleted.
admin_state_ | Boolean Specifies the administrative status of the load
up balancer. The value can be true or false. true
indicates the load balancer is enabled and
false indicates the load balancer is disabled.
provider String Specifies the provider of the load balancer. The
value can only be vlb.
pools Array of Lists the IDs of backend server groups
PoolRef associated with the load balancer.
objects
listeners Array of Lists the IDs of listeners added to the load
ListenerRef balancer.
objects

Issue 07 (2022-01-05)

Copyright © Huawei Technologies Co., Ltd.

171




Elastic Load Balance

API Reference

4 APIs (V3)
Parameter Type Description
operating_stat | String Specifies the operating status of the load
us balancer. The value can only be ONLINE,
indicating that the load balancer is running
normally.
name String Specifies the load balancer name.
project_id String Specifies the project ID of the load balancer.
vip_subnet_ci | String Specifies the ID of the IPv4 subnet where the
dr_id load balancer resides.
vip_address String Specifies the private IPv4 address bound to the
load balancer.
vip_port_id String Specifies the ID of the port bound to the
private IPv4 address of the load balancer.
tags Array of Tag Lists the tags added to the load balancer.
objects
created_at String Specifies the time when the load balancer was
created, in the format of yyyy-MM-
dd"T"HH:mm:ss'"Z".
updated_at String Specifies the time when the load balancer was
updated, in the format of yyyy-MM-
dd"T"HH:mm:ss"Z".
guaranteed Boolean Specifies whether the load balancer is a
dedicated load balancer.
e true (default): The load balancer is a
dedicated load balancer.
e false: The load balancer is a shared load
balancer.
vpc_id String Specifies the ID of the VPC where the load
balancer resides.
eips Array of Specifies the EIP bound to the load balancer.
Eipinfo Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as
publicips.
ipv6_vip_addr | String Specifies the IPv6 address bound to the load
ess balancer.
ipv6_vip_virsu | String Specifies the ID of the IPv6 subnet where the
bnet_id load balancer resides.
ipv6_vip_port_ | String Specifies the ID of the port bound to the IPv6
id address of the load balancer.
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Parameter Type Description
availability_zo | Array of Specifies the list of AZs where the load
ne_list strings balancer is created.
enterprise_pro | String Specifies the enterprise project ID.
ject_id

If this parameter is not passed during resource
creation, "0" will be returned, and the resource
belongs to the default enterprise project.

"0" is not a valid enterprise project ID and
cannot be used in the APIs for creating,
updating the load balancer, or querying details
of the load balancer.

billing_info String Provides resource billing information.

e |[f the value is left blank, the resource is
billed in pay-per-use mode.

Minimum: 1
Maximum: 1024

14 flavor_id String Specifies the ID of a flavor at Layer 4. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.

If 14 is specified, you will charged by the
specifications you select.

If L4_elastic_max is specified, you will charged
by how many LCUs you use.

Minimum: 1
Maximum: 255

4_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r_id 4.

This parameter is unsupported. Please do not
use it.

Minimum: 1
Maximum: 255

[7_flavor_id String Specifies the ID of a flavor at Layer 7. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.

If 17 is specified, you will charged by the
specifications you select.

If L7_elastic_max is specified, you will charged
by how many LCUs you use.

Minimum: 1
Maximum: 255
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Parameter Type Description
|7_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r id 7.
This parameter is unsupported. Please do not
use it.
Minimum: 1
Maximum: 255
publicips Array of Specifies the EIP bound to the load balancer.
Publiclpinfo | Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as eips.
global_eips Array of Specifies the global EIP bound to the load

GlobalEipInfo
objects

balancer. Only the first global EIP specified
under global_eips will be bound.

elb_virsubnet_ | Array of Lists the IDs of subnets on the downstream
ids strings plane.
elb_virsubnet_ | String Specifies the type of the subnet on the
type downstream plane.
e ipv4: IPv4 subnet
e dualstack: subnet that supports IPv4/IPv6
dual stack
ip_target_ena | Boolean Specifies whether to enable IP as a backend.

ble

The value can be true (enable IP as a backend)
or false (disable IP as a backend). This
function cannot be disabled after it is enabled.

If you enable this function, you can add servers
in a VPC connected through a VPC peering
connection, in a VPC connected through a
cloud connection, or in an on-premises data
center at the other end of a Direct Connect or
VPN connection, by using their IP addresses.

If you enable this function for a dedicated load
balancer deployed in a shared VPC, ensure that
a VPC peering connection has been created.

This function is available only for dedicated
load balancers.
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Parameter Type Description
frozen_scene | String Specifies the scenario where the load balancer
is frozen. Multiple values are separated using
commas (,).

e POLICE: The load balancer is frozen due to
security reasons.

e ILLEGAL: The load balancer is frozen due to
violation of laws and regulations.

e VERIFY: Your account has not completed
real-name authentication.

e PARTNER: The load balancer is frozen by
the partner.

e ARREAR: Your account is in arrears.

ipv6_bandwid | BandwidthRe | Specifies the ID of the bandwidth used by an
th f object IPv6 address. This parameter is available only
when you create or update a load balancer
with a public IPv6 address. If you use a new
IPv6 address and specify a shared bandwidth,
the IPv6 address will be added to the shared

bandwidth.
deletion_prot | Boolean Specifies whether to enable deletion protection
ection_enable for the load balancer.

e true: Enable deletion protection.

o false (default): Disable deletion protection.

NOTE
Disable deletion protection for all your resources
before deleting your account.

autoscaling AutoscalingR | Specifies information about elastic scaling. If
ef object elastic scaling is enabled, the load balancer
specifications can be automatically adjusted
based on incoming traffic.

Note:

e This parameter is only available for users on
the whitelist.

e |[f elastic scaling is enabled, 14_flavor_id
indicates the maximum Layer-4 flavor for
elastic scaling. |7_flavor_id indicates the
maximum Layer-7 flavor for elastic scaling.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor.

public_border | String Specifies the AZ group to which the load
_group balancer belongs.
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Parameter Type Description

charge_mode | String Specifies the billing mode. The value can be
one of the following:

e flavor: billed by the specifications you will
select

e lcu: billed by LCU usage

waf_failure_ac | String Specifies traffic distributing policies when the
tion WAF is faulty.

e discard: Traffic will not be distributed.

e forward: Traffic will be distributed to the
default backend servers.

Note: This parameter takes effect only when
WAF is enabled for the load balancer.

This parameter is unsupported. Please do not

use it.
protection_sta | String Specifies the protection status. The value can
tus be one of the following:

e nonProtection (default): The load balancer
is not protected.

e consoleProtection: Modification
Protection is enabled on the console.

protection_rea | String Specifies why the modification protection
son function is enabled.
NOTE

This parameter is valid only when protection_status
is set to consoleProtection.

Minimum: 0
Maximum: 255

log_group_id | String Specifies the ID of the log group that is
associated with the load balancer.

log_topic_id String Specifies the ID of the log topic that is
associated with the load balancer.

Table 4-115 PoolRef

Parameter Type Description

id String Specifies the ID of the backend server group.
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Table 4-116 ListenerRef

Parameter Type

Description

id String

Specifies the listener ID.

Table 4-117 Tag

Parameter Type

Description

key String

Specifies the tag key.
Minimum: 1
Maximum: 36

value String

Specifies the tag value.
Minimum: 0
Maximum: 43

Table 4-118 EipInfo

Parameter Type Description
eip_id String eip_id
eip_address String eip_address

ip_version Integer

Specifies the IP version. 4 indicates IPv4, and 6
indicates IPv6.

Table 4-119 Publiclpinfo

Parameter Type

Description

publicip_id String

Specifies the EIP ID.

publicip_addr | String
ess

Specifies the IP address.

ip_version Integer

Specifies the IP version. The value can be 4
(IPv4) or 6 (IPv6).

Table 4-120 GlobalEipInfo

Parameter Type

Description

global_eip_id | String

Specifies the ID of the global EIP.
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Parameter Type Description

global_eip_ad | String Specifies the global EIP.

dress

ip_version Integer Specifies the IP version. The value can be 4 and

6. 4 indicates an IPv4 address, and 6 indicates
an IPv6 address.

Table 4-121 BandwidthRef

Parameter Type

Description

id String

Specifies the shared bandwidth ID.

Table 4-122 AutoscalingRef

Parameter Type

Description

enable Boolean

Specifies whether to enable elastic scaling for
the load balancer.

e true: Enable elastic scaling.
o false (default): Disable elastic scaling.

min_l7_flavor | String
_id

Specifies the ID of the minimum Layer-7 flavor
for elastic scaling. This parameter cannot be
left blank if there are HTTP or HTTPS listeners.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor

Minimum: 1

Maximum: 36

Example Requests
Adding an AZ

POST https://{ELB_Endponit}/v3/060576782980d5762f9ec014dd2f1148/elb/loadbalancers/
9b663cd9-61e4-483d-b91f-92fc337fecec/availability-zone/batch-add

{
}

"availability_zone_list" : [ "az2", "az3" ]

Example Responses
Status code: 200

Normal response to POST requests.
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{
"request_id" : "6c63d0ac-7beb-451d-a3e0-a066beaea316",
"loadbalancer" : {
"id" : "9b663cd9-61e4-483d-b91f-92fc337fecec”,
"project_id" : "060576782980d5762f9ec014dd2f1148",
"name" : "elb-reset",
"description" : "",
"vip_port_id" : null,
"vip_address" : null,
"admin_state_up" : true,
"provisioning_status" : "ACTIVE",
"operating_status" : "ONLINE",
"listeners" : [1,
"pools" : [ ],
"tags": [],
"provider" : "vlb",
"created_at" : "2021-07-26T02:46:31Z",
"updated_at" : "2021-07-26T02:46:59Z",
"vpc_id" : "59cb11ef-f185-49ba-92af-0539e8ff9734",
"enterprise_project_id" : "0",
"availability_zone_list" : [ "az1", "az2", "az3" ],
"ipv6_vip_address" : null,
"ipv6_vip_virsubnet_id" : null,
"ipv6_vip_port_id" : null,
"publicips" : [ {
"publicip_id" : "0c07e04d-e2f9-41ad-b934-f58a65b6734d",
"publicip_address" : "97.97.2.171",
"ip_version" : 4
11
"elb_virsubnet_ids" : [ "7f817f9c-8731-4002-9e47-18cb8d431787" ],
"elb_virsubnet_type" : "dualstack”,
"ip_target_enable" : false,
"autoscaling" : {
"enable" : false,
"min_L7_flavor_id" : ""
%
"frozen_scene" : null,
"eips" : [ {
"eip_id" : "0c07e04d-e2f9-41ad-b934-f58a65b6734d",
"eip_address" : "97.97.2.171",
"ip_version" : 4
11
"guaranteed" : true,
"billing_info" : null,
"l4_flavor_id" : "636ba721-935a-4ca5-a685-8076ce0e4148",
"l4_scale_flavor_id" : null,
"17_flavor_id" : null,
"|7_scale_flavor_id" : null,
"vip_subnet_cidr_id" : null,
"public_border_group" : "center",
"protection_status" : "nonProtection"”,
"protection_reason" : ""

SDK Sample Code

The SDK sample code is as follows.

Java
Adding an AZ

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;
import com.huaweicloud.sdk.core.auth.BasicCredentials;
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import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.*;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util. ArrayList;

public class BatchAddAvailableZonesSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
BatchAddAvailableZonesRequest request = new BatchAddAvailableZonesRequest();
BatchAddAvailableZonesRequestBody body = new BatchAddAvailableZonesRequestBody();
List<String> listbodyAvailabilityZoneList = new ArrayList<>();
listbodyAvailabilityZonelList.add("az2");
listbodyAvailabilityZonelList.add("az3");
body.withAvailabilityZoneList(listbodyAvailabilityZoneList);
request.withBody(body);
try {
BatchAddAvailableZonesResponse response = client.batchAddAvailableZones(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Python
Adding an AZ

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__=="__main_"
# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
# In this example, AK and SK are stored in environment variables for authentication. Before running this
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example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")
sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = BatchAddAvailableZonesRequest()
listAvailabilityZoneListbody = [
"az2",
"az3"
]
request.body = BatchAddAvailableZonesRequestBody(
availability_zone_list=listAvailabilityZoneListbody
)
response = client.batch_add_available_zones(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go
Adding an AZ

package main

import (
llfmtll

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.BatchAddAvailableZonesRequest{}
var listAvailabilityZoneListbody = []string{

"az2",

"az3",

}

request.Body = &model.BatchAddAvailableZonesRequestBody{

AvailabilityZonelList: listAvailabilityZoneListbody,
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}
response, err := client.BatchAddAvailableZones(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}
More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Normal response to POST requests.

Error Codes

See Error Codes.

4.6.9 Removing a Load Balancer from AZs

Function
This API is used to remove one or more AZs where a load balancer is working.
] NOTE
Removing an AZ may disconnect existing connections. Exercise caution when performing this
operation.
Constraints

e This APl is only available for dedicated load balancers.

e You cannot remove all AZs where a load balancer is working.

Calling Method

For details, see Calling APIs.

URI

POST /v3/{project_id}/elb/loadbalancers/{loadbalancer_id}/availability-zone/batch-
remove

Issue 07 (2022-01-05) Copyright © Huawei Technologies Co., Ltd. 182


https://console-intl.huaweicloud.com/apiexplorer/#/openapi/ELB/sdk?api=BatchAddAvailableZones&version=v3

Elastic Load Balance
API Reference 4 APIs (V3)

Table 4-123 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the ID of the project
where the load balancer is
used.
Minimum: 0

Maximum: 36

loadbalancer_ | Yes String Specifies the load balancer ID.
id

Request Parameters

Table 4-124 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | No String Specifies the token used for
IAM authentication.
Minimum: 0
Maximum: 4096

Table 4-125 Request body parameters

Parameter Mandatory Type Description

availability_zo | Yes Array of Specifies the removed AZs.

ne_list strings This parameter cannot be left
blank.

Response Parameters
Status code: 200

Table 4-126 Response body parameters

Parameter Type Description

loadbalancer | LoadBalancer | Specifies the load balancer.
object
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Parameter Type Description

request_id String Specifies the request ID.
Note: The value is automatically generated.
Minimum: 0

Maximum: 36

Table 4-127 LoadBalancer

Parameter Type Description
id String Specifies the load balancer ID.
description String Provides supplementary information about the
load balancer.
Minimum: 1
Maximum: 255
provisioning_s | String Specifies the provisioning status of the load
tatus balancer. The value can be one of the
following:

e ACTIVE: The load balancer is successfully
provisioned.

e PENDING_DELETE: The load balancer is
being deleted.

admin_state_ | Boolean Specifies the administrative status of the load
up balancer. The value can be true or false. true
indicates the load balancer is enabled and
false indicates the load balancer is disabled.

provider String Specifies the provider of the load balancer. The
value can only be vlb.
pools Array of Lists the IDs of backend server groups
PoolRef associated with the load balancer.
objects
listeners Array of Lists the IDs of listeners added to the load
ListenerRef balancer.
objects
operating_stat | String Specifies the operating status of the load
us balancer. The value can only be ONLINE,
indicating that the load balancer is running
normally.
name String Specifies the load balancer name.
project_id String Specifies the project ID of the load balancer.
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Parameter Type Description
vip_subnet_ci | String Specifies the ID of the IPv4 subnet where the
dr_id load balancer resides.
vip_address String Specifies the private IPv4 address bound to the
load balancer.
vip_port_id String Specifies the ID of the port bound to the
private IPv4 address of the load balancer.
tags Array of Tag Lists the tags added to the load balancer.
objects
created_at String Specifies the time when the load balancer was
created, in the format of yyyy-MM-
ad"T"HH:mm:ss"Z".
updated_at String Specifies the time when the load balancer was
updated, in the format of yyyy-MM-
ad"T"HH:mm:ss"Z".
guaranteed Boolean Specifies whether the load balancer is a
dedicated load balancer.
e true (default): The load balancer is a
dedicated load balancer.
o false: The load balancer is a shared load
balancer.
vpc_id String Specifies the ID of the VPC where the load
balancer resides.
eips Array of Specifies the EIP bound to the load balancer.
EipInfo Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as
publicips.
ipv6_vip_addr | String Specifies the IPv6 address bound to the load
ess balancer.
ipv6_vip_virsu | String Specifies the ID of the IPv6 subnet where the
bnet_id load balancer resides.
ipv6_vip_port_ | String Specifies the ID of the port bound to the IPv6
id address of the load balancer.
availability_zo | Array of Specifies the list of AZs where the load
ne_list strings balancer is created.
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Parameter Type Description
enterprise_pro | String Specifies the enterprise project ID.
ject_id

If this parameter is not passed during resource
creation, "0" will be returned, and the resource
belongs to the default enterprise project.

"0" is not a valid enterprise project ID and
cannot be used in the APIs for creating,
updating the load balancer, or querying details
of the load balancer.

billing_info String Provides resource billing information.

o |[f the value is left blank, the resource is
billed in pay-per-use mode.

Minimum: 1
Maximum: 1024

4_flavor_id String Specifies the ID of a flavor at Layer 4. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.

If 14 is specified, you will charged by the
specifications you select.

If L4_elastic_max is specified, you will charged
by how many LCUs you use.

Minimum: 1
Maximum: 255

4_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r id 4.

This parameter is unsupported. Please do not
use it.

Minimum: 1
Maximum: 255

17_flavor_id String Specifies the ID of a flavor at Layer 7. If
autoscaling.enable is set to true, this
parameter indicates the ID of the maximum
flavor.

If 17 is specified, you will charged by the
specifications you select.

If L7_elastic_max is specified, you will charged
by how many LCUs you use.

Minimum: 1

Maximum: 255
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Parameter Type Description
|7_scale_flavo | String Specifies the ID of the reserved flavor at Layer
r id 7.
This parameter is unsupported. Please do not
use it.
Minimum: 1
Maximum: 255
publicips Array of Specifies the EIP bound to the load balancer.
Publiclpinfo | Only one EIP can be bound to a load balancer.
objects This parameter has the same meaning as eips.
global_eips Array of Specifies the global EIP bound to the load

GlobalEipInfo
objects

balancer. Only the first global EIP specified
under global_eips will be bound.

elb_virsubnet_ | Array of Lists the IDs of subnets on the downstream
ids strings plane.
elb_virsubnet_ | String Specifies the type of the subnet on the
type downstream plane.
e ipv4: IPv4 subnet
e dualstack: subnet that supports IPv4/IPv6
dual stack
ip_target_ena | Boolean Specifies whether to enable IP as a backend.

ble

The value can be true (enable IP as a backend)
or false (disable IP as a backend). This
function cannot be disabled after it is enabled.

If you enable this function, you can add servers
in a VPC connected through a VPC peering
connection, in a VPC connected through a
cloud connection, or in an on-premises data
center at the other end of a Direct Connect or
VPN connection, by using their IP addresses.

If you enable this function for a dedicated load
balancer deployed in a shared VPC, ensure that
a VPC peering connection has been created.

This function is available only for dedicated
load balancers.
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Parameter Type Description
frozen_scene | String Specifies the scenario where the load balancer
is frozen. Multiple values are separated using
commas (,).

e POLICE: The load balancer is frozen due to
security reasons.

e ILLEGAL: The load balancer is frozen due to
violation of laws and regulations.

e VERIFY: Your account has not completed
real-name authentication.

e PARTNER: The load balancer is frozen by
the partner.

e ARREAR: Your account is in arrears.

ipv6_bandwid | BandwidthRe | Specifies the ID of the bandwidth used by an
th f object IPv6 address. This parameter is available only
when you create or update a load balancer
with a public IPv6 address. If you use a new
IPv6 address and specify a shared bandwidth,
the IPv6 address will be added to the shared

bandwidth.
deletion_prot | Boolean Specifies whether to enable deletion protection
ection_enable for the load balancer.

e true: Enable deletion protection.

o false (default): Disable deletion protection.

NOTE
Disable deletion protection for all your resources
before deleting your account.

autoscaling AutoscalingR | Specifies information about elastic scaling. If
ef object elastic scaling is enabled, the load balancer
specifications can be automatically adjusted
based on incoming traffic.

Note:

e This parameter is only available for users on
the whitelist.

e |[f elastic scaling is enabled, 14_flavor_id
indicates the maximum Layer-4 flavor for
elastic scaling. |7_flavor_id indicates the
maximum Layer-7 flavor for elastic scaling.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor.

public_border | String Specifies the AZ group to which the load
_group balancer belongs.
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Parameter Type Description

charge_mode | String Specifies the billing mode. The value can be
one of the following:

e flavor: billed by the specifications you will
select

e lcu: billed by LCU usage

waf_failure_ac | String Specifies traffic distributing policies when the
tion WAF is faulty.

e discard: Traffic will not be distributed.

e forward: Traffic will be distributed to the
default backend servers.

Note: This parameter takes effect only when
WAF is enabled for the load balancer.

This parameter is unsupported. Please do not

use it.
protection_sta | String Specifies the protection status. The value can
tus be one of the following:

e nonProtection (default): The load balancer
is not protected.

e consoleProtection: Modification
Protection is enabled on the console.

protection_rea | String Specifies why the modification protection
son function is enabled.
NOTE

This parameter is valid only when protection_status
is set to consoleProtection.

Minimum: 0
Maximum: 255

log_group_id | String Specifies the ID of the log group that is
associated with the load balancer.

log_topic_id String Specifies the ID of the log topic that is
associated with the load balancer.

Table 4-128 PoolRef

Parameter Type Description

id String Specifies the ID of the backend server group.
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Table 4-129 ListenerRef

Parameter Type

Description

id String

Specifies the listener ID.

Table 4-130 Tag

Parameter Type

Description

key String

Specifies the tag key.
Minimum: 1
Maximum: 36

value String

Specifies the tag value.
Minimum: 0
Maximum: 43

Table 4-131 EipInfo

Parameter Type Description
eip_id String eip_id
eip_address String eip_address

ip_version Integer

Specifies the IP version. 4 indicates IPv4, and 6
indicates IPv6.

Table 4-132 Publiclpinfo

Parameter Type

Description

publicip_id String

Specifies the EIP ID.

publicip_addr | String
ess

Specifies the IP address.

ip_version Integer

Specifies the IP version. The value can be 4
(IPv4) or 6 (IPv6).

Table 4-133 GlobalEipInfo

Parameter Type

Description

global_eip_id | String

Specifies the ID of the global EIP.
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Parameter Type Description

global_eip_ad | String Specifies the global EIP.

dress

ip_version Integer Specifies the IP version. The value can be 4 and
6. 4 indicates an IPv4 address, and 6 indicates
an IPv6 address.

Table 4-134 BandwidthRef

Parameter Type

Description

id String

Specifies the shared bandwidth ID.

Table 4-135 AutoscalingRef

_id

Parameter Type Description
enable Boolean Specifies whether to enable elastic scaling for
the load balancer.
e true: Enable elastic scaling.
o false (default): Disable elastic scaling.
min_L7_flavor | String Specifies the ID of the minimum Layer-7 flavor

for elastic scaling. This parameter cannot be
left blank if there are HTTP or HTTPS listeners.

This parameter has been discarded but still can
be passed for compatibility reasons. If you
specify this parameter, you will be charged for
the minimum Layer-7 flavor

Minimum: 1

Maximum: 36

Example Requests

Removing an AZ

POST https://{ELB_Endponit}/v3/060576782980d5762f9ec014dd2f1148/elb/loadbalancers/
9b663cd9-61e4-483d-b91f-92fc337fecec/availability-zone/batch-remove

{

"availability_zone_list" : [ "az2", "az3" ]

}

Example Responses
Status code: 200

Normal response to POST requests.
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e Example 1

{
"request_id" : "6c63d0ac-7beb-451d-a3e0-a066beaea3 16",
"loadbalancer" : {
"id" : "9b663cd9-61e4-483d-b91f-92fc337fecec",
"project_id" : "060576782980d5762f9ec014dd2f1148",
"name" : "elb-reset",
"description" : "",
"vip_port_id" : null,
"vip_address" : null,
"admin_state_up" : true,
"provisioning_status" : "ACTIVE",
"operating_status" : "ONLINE",
"listeners" : [ ],
"pools" : [1,
"tags": [],
"provider" : "vlb",
"created_at" : "2021-07-26T02:46:31Z",
"updated_at" : "2021-07-26T02:46:59Z",
"vpc_id" : "59cb11ef-f185-49ba-92af-0539e8ff9734",
"enterprise_project_id" : "0",
"availability_zone_list" : [ "az1" ],
"ipv6_vip_address" : null,
"ipv6_vip_virsubnet_id" : null,
"ipv6_vip_port_id" : null,
"publicips" : [ {
"publicip_id" : "0c07e04d-e2f9-41ad-b934-f58a65b6734d",
"publicip_address" : "97.97.2.171",
"ip_version" : 4
1
"elb_virsubnet_ids" : [ "7f817f9¢-8731-4002-9e47-18cb8d431787" ],
"elb_virsubnet_type" : "dualstack",
"ip_target_enable" : false,
"autoscaling" : {
"enable" : false,
"min_L7_flavor_id" : ""
b
"frozen_scene" : null,
"eips" : [ {

"eip_id" : "0c07e04d-e2f9-41ad-b934-f58a65b6734d",
"eip_address" : "97.97.2.171",
"ip_version" : 4

1

"guaranteed" : true,

"billing_info" : null,

"l4_flavor_id" : "636ba721-935a-4ca5-a685-8076ce0e4148",

"l4_scale_flavor_id" : null,

"[7_flavor_id" : null,

"l7_scale_flavor_id" : null,

"vip_subnet_cidr_id" : null,

"public_border_group" : "center",

"protection_status" : "nonProtection",

"protection_reason" : ""

}
}

e Example 2

SDK Sample Code

The SDK sample code is as follows.

Java

Removing an AZ

package com.huaweicloud.sdk.test;
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Python

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.*;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util. ArrayList;

public class BatchRemoveAvailableZonesSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
BatchRemoveAvailableZonesRequest request = new BatchRemoveAvailableZonesRequest();

BatchRemoveAvailableZonesRequestBody body = new BatchRemoveAvailableZonesRequestBody();

List<String> listbodyAvailabilityZoneList = new ArrayList<>();
listbodyAvailabilityZonelList.add("az2");
listbodyAvailabilityZonelList.add("az3");
body.withAvailabilityZoneList(listbodyAvailabilityZoneList);
request.withBody(body);
try {
BatchRemoveAvailableZonesResponse response = client.batchRemoveAvailableZones(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Removing an AZ
# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__ =="_main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

Issue 07 (2022-01-05) Copyright © Huawei Technologies Co., Ltd.

193



Elastic Load Balance
API Reference 4 APIs (V3)

variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = BatchRemoveAvailableZonesRequest()
listAvailabilityZoneListbody = [

request.body = BatchRemoveAvailableZonesRequestBody (
availability_zone_list=listAvailabilityZoneListbody
)
response = client.batch_remove_available_zones(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

Removing an AZ
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.BatchRemoveAvailableZonesRequest{}
var listAvailabilityZoneListbody = []string{

"az2",

"az3",

}
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request.Body = &model.BatchRemoveAvailableZonesRequestBody{
AvailabilityZoneList: listAvailabilityZoneListbody,

}

response, err :

if err == nil {
fmt.Printf('
} else {

= client.BatchRemoveAvailableZones(request)

'%+Vv\n", response)

fmt.Println(err)

}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status
Code

Description

200

Normal response to POST requests.

Error Codes

See Error Codes.

4.7 Certificate

4.7.1 Creating a Certificate

Function

This API is used to create an SSL certificate for HTTPS listeners.

Calling Method

For details, see Calling APIs.

URI

POST /v3/{project_id}/elb/certificates

Table 4-136 Path Parameters
Parameter Mandatory Type Description
project_id Yes String Specifies the project ID.
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Request Parameters

Table 4-137 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Specifies the token used for
IAM authentication.

Table 4-138 Request body parameters

Parameter Mandatory Type Description

certificate Yes CreateCertifi | Specifies the certificate.
cateOption
object

Table 4-139 CreateCertificateOption

Parameter

Mandatory

Type

Description

admin_state_
up

No

Boolean

Specifies the administrative
status of the certificate.

This parameter is
unsupported. Please do not
use it.

certificate

Yes

String

Specifies the body of the
certificate required by HTTPS
listeners. The value must be
PEM encoded.

Maximum 65,536 character
length is allowed, supports
certificate chains with a
maximum of 11 layers
(including certificates and
certificate chains).

description

No

String

Provides supplementary
information about the
certificate.

Minimum: 0
Maximum: 255
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Parameter

Mandatory

Type

Description

domain

No

String

Specifies the domain names
used by the server certificate.
This parameter will take effect
only when type is set to
server.

e The value can contain 0 to
10,000 characters and
consists of multiple
common domain names or
wildcard domain names
separated by commas. A
maximum of 100 domain
names are allowed.

e A common domain name
consists of several labels
separated by periods (.).
Each label can contain a
maximum of 63 characters,
including letters, digits, and
hyphens (-), and must start
and end with a letter or
digit. Example:
www.test.com

e A wildcard domain name is
a domain name starts with
an asterisk (*). Example:
*.test.com

Minimum: 0

Maximum: 10000

name

No

String

Specifies the certificate name.
Minimum: 0
Maximum: 255

private_key

No

String

Specifies the private key of the
certificate used by HTTPS
listeners. The value can
contain up to 8,192 PEM
encoded characters.

Note:

e This parameter is valid and
mandatory only when type
is set to server.

e This parameter will be
ignored even if type is set
to client. The value must
be PEM encoded and will
not take effect.
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Parameter Mandatory Type Description
project_id No String e This parameter is valid and
mandatory only when type
is set to server.
Minimum: 1
Maximum: 32
type No String Specifies the certificate type.
The value can be server or
client. server indicates server
certificates, and client
indicates CA certificates. The
default value is server.
enterprise_pro | No String Specifies the ID of the
ject_id enterprise project that the
certificate belongs to.

Response Parameters

Status code: 201

Table 4-140 Response body parameters

Parameter Type Description
request_id String Specifies the request ID. The value is
automatically generated.
certificate Certificatelnf | Specifies the certificate.
o object

Table 4-141 Certificatelnfo

Parameter Type Description

admin_state_ | Boolean Specifies the administrative status of the

up certificate.
This parameter is unsupported. Please do not
use it.

certificate String Specifies the certificate content. The value
must be PEM encoded.

description String Provides supplementary information about the
certificate.
Minimum: 1
Maximum: 255
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Parameter

Type

Description

domain

String

Specifies the domain names used by the server
certificate. This parameter will take effect only
when type is set to server.

e The value can contain 0 to 10,000
characters and consists of multiple common
domain names or wildcard domain names
separated by commas. A maximum of 100
domain names are allowed.

e A common domain name consists of several
labels separated by periods (.). Each label
can contain a maximum of 63 characters,
including letters, digits, and hyphens (-),
and must start and end with a letter or
digit. Example: www.test.com

e A wildcard domain name is a domain name
starts with an asterisk (*). Example:
*.test.com

Minimum: 1
Maximum: 10000

String

Specifies the certificate ID.

name

String

Specifies the certificate name.
Minimum: 1
Maximum: 255

private_key

String

Specifies the private key of the server
certificate. The value must be PEM encoded.

e This parameter will be ignored even if type
is set to client. A CA certificate can still be
created and used normally.

e This parameter is valid and mandatory only
when type is set to server. If you enter an
invalid private key, an error is returned.

type

String

Specifies the certificate type. The value can be
server or client. server indicates server
certificates, and client indicates CA certificates.
The default value is server.

created_at

String

Specifies the time when the certificate was
created.

updated_at

String

Specifies the time when the certificate was
updated.

expire_time

String

Specifies the time when the certificate expires.

project_id

String

Specifies the project ID of the certificate.
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Example Requests

Creating a server certificate and specifying the private key used by the HTTPS
listener

POST https://{elb_endponit}/v3/{project_id}/elb/certificates

{
"certificate" : {

"name" : "My Certificate",

"type" : "server",

"private_key" : "----- BEGIN PRIVATE KEY-----
\nMIIEvgIBADANBgkghkiGOwWOBAQEFAASCBKgwggSkAgEAACIBAQDQVAbOLe5xNf4AM
\n253Wn9vhdUzojetjv4J+B7kYwsMhRcgdc)8KCnX1nfzTvI2ksXITQ209BkpStnPe\ntB4s32ZiJRM Lk
+611IUUMNSHWK2WBX57JT3)gmyVbH8GbmRY0+H3sH1i72luna7rM
\nMD30gLh6QoP3cq7PGWcuzZKV7hjd1tjCTQukwMvqV8lcq39buNplgDOWZzEP5AzgXt
\nCOFYN6RTH5SRug4hKNN7sT1eYMsIHu7wtEBDKVgrLjOCe/W2f8rLT1zEsoAW2Chl\nZAPYUBKL/
0XuTWRg3CohPPcl+UtIRSfvLDeeQ460swjbwgS/RbJh3sIwlCRLUO8K\nEo04Z9H/
AgMBAAECggEAEIeaQqHCWZk/HyYNOAmM/GJSGFa2tD60SXY2fUieh8/HL
\nfvCArftGgMaYWPSNCJRMXB7tPwpQu19esjz4Z/cR2)e4fTLPrffGUsHFgZjv50QB
\nZVe4a5Hj10cg)YhwCqPs2d9i2wToYNBbcfgh8ISETq8YaXngBO6VESOLMhHKNKKr\nciuSYkInNEHuU6uRJ5g/
eGGX3KQynTwWIhnOVGAJvjTXcoU6fm7gYdHADGjkILcOM\NEGpfYI6AdHIWFZCT/
RNAxhP82lg2gUJSgAu66FfDjMwQXKbafKdP3zq4Up8a7Ale\nkrguPtfV1vWklig
+bUFhgGaiAEYTpAUNOt2DVIiijgQKBgQDnYMMsaF0r557CM1CT
\nXUqgCZo8MKeV2jf2drIxRRWRI33SksQbzAQ/qrLdT7GP3sCGqvkxWY2FPdFYf8kx
\nGcCeZPcleZYCQAMA41pjtsaM8tVbLWVR8UtGBuUQoPSph7JNF3Tm/JH/fbwjpjP7dt
\nJ7n8EzkRUNE6alMHOFEeych/PQKBgQDmMf1bMogx63rTcwQOPEZ9Vt7mTgKYK4alr
\niWgTWHXPZxUQaYhpjXo6+IMI6DpExiDgBAkMzJGIvS7yQiYWU+wthAr9urbWYdGZ
\nlS6VjoTkF6r7VZolLXX0fbuXh6lm8K8IQRfBplJff56p9phMwaBpDNDrfpHB5utBU\nxs40yldp6wKBgQC69Cp/
XUwWTX7GdxQzEJctYiKnBHKcspAg38zJf3bGSXU/jR4eB\n1IVQhELGI9CbKSdzKM71GyEImix/
T7FnJSHIWLlho1gVo6AQyduNWNAQD15pr8KAd\nXGXAZZ1FQcb3KYa
+2fflERmazdOTwjYZ0tGqZnXkEeMdSLkmqlCRigWhGQKBgDak\n/735uP20KKghNehZpC2dJei7OilgRhCS/
dKASUXHSWA4fptBnUxACYocdDxtY4Vha\nfl7FPMdvGl8ioYbvIHFh
+X0Xs9r1S8yeWnHoXMb6eXWmYKMIJrAovelLa+2cFm1Agf
\n7nLhA4R4lgm9IpV6SKegDUkR4fxp9pPyodZPgBLLA0GBAIkDAWHW54Pwd4Ctfk9o
\njHjWB7pQlUYpTZO9dm+4fpCMn90Okf43AE2yAOaAP94GdzdDJkxfciXKesYrolluk
\nfaoXgjKR7p1zERIWZuFF63SB4aiyX1H7IXOMwHDZQ0O38a59gZaOm/BUIGKMWXzuEd\n3fy
+1rCUwzOpIoLSjtlYf4ege\n----- END PRIVATE KEY-----",

"certificate" : "----- BEGIN CERTIFICATE-----
\nMIICATCCAcmgAwIBAgICEREWDQYJKoZlhveNAQELBQAWFZEVMBMGA1TUEAXMMTXID
\nb21wYWS55IENBMB4XDTE4AMDcwM]jEzMjUON10XDTQ1MTEXNzEzMjUON1o0wFDESMBAG
\nATUEAWwWJbG9jYWxob3NOMIIBIJANBgkqhkiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEA\NOFQGzi3ucTX
+DNud1p/
b4XVM613rY7+Cfge5GMLDIUXIHXCfCgp19Z3807yNpLF5\nUONqPQZKUrZz3rQeLN9mYiUTJZPutYIFDDbB8CtL
gV+eyU9yYIsIWx/Bm5kWNPhO\n7B9Yu9pbp2u6zDA991C4ekKD93KuzxInLmSle4Y3dbYwkOLpMDL6IfCHKt/
W7jaS\nlAzlsxD+QM6l7QjhWI+kUx+UkboOISjTe7E9XmDLJR7u8LRAQyLYKy4zgnv1tn/K
\ny09cxLKAFtgoZWQD2FAZJfOF7k1kYNwqITz3CPILZUUNn7yw3nkOOtLMI28|EVOWY
\nYd7CMJQkS1NPJBKNOGfR/wIDAQABozowODAhBgNVHREEGjAYggpkb21haW4uY29t\nhwQKuUvJhwR/
AAABMBMGA1UdIQQMMA0GCCsGAQUFBWMBMAOGCSqGSIb3DQEBCWUA
\nA4IBAQA8BIMQJxaTey7EjXtRLSVIEAMftAQPG6jijNQuvIBQYUDauDT4W2XUZ5wAn
\njiOyQ83va672K1G9s8n6xIH+xwwdSNnozaKzC87vwSeZKIOdI9I5198TGKI6OoDa
\nezmzCwQYtHBMVQ4c7MI8554Ft1mWSt4dMAK2rzNYjvPRLYlzp1HMnI6hkjPk4PCZ
\nwKnha0dlScati9CCt3UzXSNJOSLalKdHErH08Iqd+1BchScxCfkOXNITn1HZZGmI\n
+vbmunok3A2lucl14rnsrcbkGYgxGikySN6B2cRLBDKAY3wChiW6NVYtVgex5/mZ\niYsGDVN+9QBdOeYUHce
+77596i31\n----- END CERTIFICATE----- "

}
}

Example Responses
Status code: 201

Normal response to POST requests.
{

"certificate" : {
"private_key" : "----- BEGIN PRIVATE KEY-----
MIIEvgIBADANBgkghkiGOWOBAQEFAASCBKgwggSkAgEAACIBAQDQVAbOLe5XNfAM253Wn9vhdUzojetjva)
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+B7kYwsMhRcgdcJ8KCnX1nfzTvI2ksXITQ209BkpStnPetB4s32ZiJRMLk
+61IUUMNSHWK2WBX57JT3JgmyVbH8GbmRY0+H3sH1i72luna7rMMD30gLh6QoP3cq7PGWcuZKV7hjd1tjCT
QukwMvqV8lcq39buNplgDOWzEP5AzgXtCOFYN6RTH5SRUg4hKNN7sT1eYMsIHu7wtEBDKVgrLjOCe/
W2f8rLT1zEsoAW2ChlZAPYUBKl/OXuTWRg3CohPPcl+UtIRSfvLDeeQ460swjbwgS/RbJh3sIwlCRLUO8KE004Z9H/
AgMBAAECggEAEleaQqHCWZk/HyYNOAmM/GJSGFa2tD60SXY2fUieh8/
HIfvCArftGgMaYWPSNCIRMXB7tPwpQu19esjz4Z/
cR2Je4fTLPrffGUsHFgZjv50QBZVe4a5H]10cg)YhwCqPs2d9i2wToYNBbcfgh8ISETq8YaXngBO6VESOLMhHKNK
Krciu9YkInNEHuU6uRJ5g/eGGX3KQynTvWIhnOVGAJVjTXcoU6fm7gYdHAD6EjkIIcOMEGpPfYI6AdHIWFZCT/
RNAxhP82lg2gUJSgAu66FfDjMwQXKbafKdP3zq4Up8a7AlekrguPtfV1vWklg
+bUFhgGaiAEYTpAUN9t2DVIiijgQKBgQDNnYMMsaF0r557CM1CTXUqgCZo8MKeV2jf2drIxRRwWRL33SksQbzAQ/
qrLdT7GP3sCGqvkxWY2FPdFYf8kxGcCeZPcleZYCQAMA41pjtsaM8tVbLWVR8UtGBUQoPSph7JNF3Tm/JH/
fbwjpjP7dt)7n8EzkRUNE6aIMHOFEeych/
PQKBgQDmMf1bMogx63rTcwQOPEZ9Vt7mTgKYK4aLriWgTWHXPZxUQaYhpjXo6+IMI6DpExiDgBAKkMzIGIVS7y
QiYwu
+wthAr9urbWYdGZIS6VjoTkF6r7VZolLXX0fbuXh6lm8K8IQRfBpJff56p9phMwaBpDNDrfpHB5utBUxs40yldp6w
KBgQC69Cp/xUWTX7GdxQzElctYiKnBHKcspAg382)f3bGSXU/jR4eB1IVQhELGIOCbKSdzKM71GyEImix/
T7FnJSHIWLho1qVo6AQyduNWNAQD15pr8KAdAXGXAZZ1FQcb3KYa
+2fflERmazdOTwjYZ0tGqZnXkEeMdSLkmqlCRigWhGQKBgDak/735uP20KKghNehZpC2dJei7OilgRhCS/
dKASUXHSW4fptBnUxACYocdDxtY4Vhafl7FPMdvGL8ioYbvIHFh+X0Xs9r1S8yeWnHoXMb6eXWmYKMIJrAovela
+2cFm1Agf7nLhA4R4lgm9IpV6SKegDUKR4fxp9pPyodZPgBLLA0GBAJIkDAWHWS54Pwd4Ctfk9ojHjWB7pQLUYpT
Z09dm
+4fpCMN9Okf43AE2yAOaAPI4GdzdDIkxfciXKesYrollukfaoXgjKR7p1zERIWZUFF63SB4aiyX1H7IXOMwHDZQO3
8a5gZaOm/BUIGKMWXzuEd3fy+1rCUwzOp9LSjt)Yf4ege-----END PRIVATE KEY-----",

"description" : "",

"domain" : null,

"created_at" : "2019-03-31T22:23:51Z",

"expire_time" : "2045-11-17T13:25:47Z",

"id" : "233a325e5e3e4ce8beeb320aa714cc12",

"name" : "My Certificate",

"certificate" : "----- BEGIN CERTIFICATE-----
MIIC4TCCAcmgAwIBAgICEREWDQYJKoZIhveNAQELBQAWFZEVMBMGA1TUEAXMMTXIDb21wYWS55IENBMB4X
DTE4AMDcwMjEzMjUON10XDTQ1MTEXNzEzZMjUON1owFDESMBAGATUEAWwWIbG9jYWx0ob3NOMIIBIJANBgkgh
kiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAOFQGZzi3ucTX+DNud1p/
b4XVM6I3rY7+Cfge5GMLDIUXIHXCfCgp19Z3807yNpLF5UONgPQZKUrZz3rQeLN9mYiUTJZPutYIFDDbB8CtlgV
+eyU9yYJsIWx/Bm5kWNPh97B9Yu9pbp2u6zDA991C4ekKD93KuzxInLmSle4Y3dbYwkOLpMDL6IfCHKt/
W7jaSIAzlsxD+QM6l7QjhWI+kUx+UkboOISjTe7E9XmDLIR7u8LRAQylYKy4zgnv1tn/
Ky09cxLKAFtgoZWQD2FAZJf9F7k1kYNwqITz3CPILZUUN7yw3nkOOtLMI28IEvOWYYd7CMJQKST1NPJBKNOGfR/
wIDAQABozowODAhBgNVHREEGjAYggpkb21haW4uY29thwQKuUvIhwR/
AAABMBMGA1UdIQQMMA0GCCsGAQUFBWMBMAOGCSqGSIb3DQEBCWUAA4IBAQASBIMQJxaTey7EjXtRLSVL
EAMftAQPG6jijNQuvIBQYUDauDT4W2XUZ5wAnjiOyQ83va672K1G9s8n6xIH
+xwwdSNnozaKzC87vwSeZKIOdI915198TGKI6OoDaezmzCwQYtHBMVQ4c7MI8554Ft1TmWSt4dMAK2rzNYjvPR
LYlzpTHMnI6hkjPk4PCZwKnha0d|Scati9CCt3UzXSNJOSLalKdHErH08Iqd+1BchScxCfkOXNITnTHZZGm
+vbmunok3A2lucl14rnsrcbkGYgxGikySN6B2cRLBDK4Y3wChiWENVYtVqex5/mZiYsGDVN+9QBd0OeYUHce
+77596i31----- END CERTIFICATE----- ",

"admin_state_up" : true,

"project_id" : "99a3fff0d03c428eac3678da6a7d0f24",

"updated_at" : "2019-03-31T23:26:49Z",

"type" : "server"

"request_id" : "98414965-856c-4be3-8a33-3e08432a222¢"
}

SDK Sample Code

Java

The SDK sample code is as follows.

Creating a server certificate and specifying the private key used by the HTTPS
listener

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
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import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.*;

import com.huaweicloud.sdk.elb.v3.model.*;

public class CreateCertificateSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
CreateCertificateRequest request = new CreateCertificateRequest();
CreateCertificateRequestBody body = new CreateCertificateRequestBody();
CreateCertificateOption certificatebody = new CreateCertificateOption();
certificatebody.withCertificate("----- BEGIN CERTIFICATE-----
MIIC4TCCAcmgAwIBAgICEREWDQYJKoZIhveNAQELBQAWFzZEVMBMGA1UEAXMMTXID
b21wYW55IENBMB4XDTE4AMDcwM]jEzMjUON10XDTQ1MTExNzEzMjUON10wFDESMBAG
ATUEAWWIbG9jYWxob3NOMIIBIjANBgkqhkiGO9WOBAQEFAAOCAQSAMIIBCgKCAQEA
0FQGzi3ucTX+DNud1p/b4XVM6I3rY7+Cfge5GMLDIUXIHXCfCgp19Z3807yNpLF5
UONQgPQZKUrZz3rQeLN9mYiUTJZPutYIFDDbB8CtlgV+eyU9yYJsiWx/Bm5kWNPh9
7B9Yu9pbp2u6zDA99IC4ekKDI3KuzxInLmSle4Y3dbYwkOLpMDL6IfCHKt/W7jaS
IAZIsxD+QM617QjhW)+kUx+UkboOISjTe7E9XmDLIR7u8LRAQyLYKy4zgnv1tn/K
y09cxLKAFtgoZWQD2FAZJfOF7k1kYNwqITz3CPILZUUN7yw3nkOOtLMI28IEVOWyY
Yd7CMJQkS1NPIBKNOGTR/WIDAQABozowODAhBgNVHREEGjAYggpkb21haW4uY29t
hwQKuUvJhwR/AAABMBMGA1UdJQQMMA0GCCsGAQUFBWMBMAOGCSqGSIb3DQEBCwWUA
A4IBAQASBIMQJxaTey7EjXtRLSVIEAMftAQPGS6;jijNQuvIBQYUDauDT4W2XUZ5wAn
jiOyQ83va672K1G9s8n6xIH+xwwdSNnozaKzC87vwSeZKIOdI915198 TGKI6OoDa
ezmzCwQYtHBMVQ4c7MI8554Ft1mWSt4dMAK2rzNYjvPRLYzp1HMnI6hkjPk4PCZ
wKnha0d(Scati9CCt3UzXSNJOSLalKdHErH08Iqd+1BchScxCfkOXNIThTHZZGm
+vbmunok3A2lucl14rnsrcbkGYqxGikySN6B2cRLBDK4Y3wChiWBNVYtVqex5/mZ
iYsGDVN+9QBdOeYUHce+77s96i3|
----- END CERTIFICATE-----")

.withName("My Certificate")

.withPrivateKey("----- BEGIN PRIVATE KEY-----
MIIEvgIBADANBgkghkiGOWOBAQEFAASCBKgwggSkAgEAAOIBAQDQVAbOLe5xNf4AM
253Wn9vhdUzojetjv4)+B7kYwsMhRcgdcJ8KCnX1nfzTvI2ksXITQ209BkpStnPe pjtsaM8tVbLWVR8UtGBUQoPSph7INF3Tm/JH/fbwijpjP7dt
J7n8EzkRUNE6alMHOFEeych/PQKBgQDmMf1bMogx63rTcwQOPEZ9Vt7mTgKYK4alr
iWgTWHXPZxUQaYhpjXo6+MI6DpExiDgBAKMz)GIvS7yQiYWU+wthAr9urbWYdGZ
[S6VjoTkF6r7VZolLXX0fbuXh6lm8K8IQRfBpJff56p9phMwaBpDNDrfpHB5utBU
xs40yldp6wKBgQC69Cp/xUwTX7GdxQzE)ctYiKnBHKcspAg38zJf3bGSXU/jR4eB
1IVQhELGI9CbKSdzKM71GyEImix/T7FnJSHIWlho1qVo6AQyduNWNnAQD15pr8KAd
XGXAZZ1FQcb3KYa+2fflERmazdOTwjYZ0tGgZnXkEeMdSLkmglCRigWhGQKBgDak
/735uP20KKghNehzZpC2dJei70ilgRhCS/dKASUXHSW4fptBnUXACYocdDxtY4Vha
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Python

fI7FPMdvGL8ioYbvIHFh+X0Xs9r1S8yeWnHoXMb6eXWmYKMIrAovelLa+2cFm1Agf
7nLhA4R4lgm9lpV6SKegDUkR4fxp9pPyodZPqBLLA0GBAIkDAWHW54Pwd4Ctfk9o
jHiWB7pQIlUYpTZO9dm+4fpCMn90Okf43AE2yAOaAP94Gdzd DJkxfciXKesYrOlluk
faoXgjKR7p1zERIWZuFF63SB4aiyX1H7IXOMwHDZQO38a5gZaOm/BUIGKMWXzuEd
3fy+1rCUwzOpILSjtiYf4ege
----- END PRIVATE KEY-----")
withType(CreateCertificateOption.TypeEnum.fromValue("server"));
body.withCertificate(certificatebody);
request.withBody(body);
try {
CreateCertificateResponse response = client.createCertificate(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Creating a server certificate and specifying the private key used by the HTTPS
listener

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CreateCertificateRequest()
certificatebody = CreateCertificateOption(

certificate="----- BEGIN CERTIFICATE-----

MIICATCCAcmgAwIBAgICEREWDQYJKoZIhveNAQELBQAWFzZEVMBMGA1TUEAXMMTXID
b21wYW55IENBMB4XDTE4AMDcwM]jEzMjUON10XDTQ1MTExNzEzMjUON10wFDESMBAGIssue 07 (2022-01-05) Copyright © Huawei Technologies Co., Ltd. 203
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jiOyQ83va672K1G9s8n6xIH+xwwdSNnozaKzC87vwSeZKIOdI915198 TGKI6EOoDa
ezmzCwQYtHBMVQ4c7MI8554Ft1mWSt4dMAK2rzNYjvPRLYlzpTHMnI6hkjPk4PCZ
wKnha0d(Scati9CCt3UzXSNJOSLalKdHErH08Iqd+1BchScxCfkOXNITnTHZZGmI
+vbmunok3A2lucl14rnsrcbkGYgxGikySN6B2cRLBDK4Y3wChiWENVYtVqcx5/mZ
iYsGDVN+9QBd0eYUHce+77596i3I
----- END CERTIFICATE-----",

name="My Certificate",

private_key="----- BEGIN PRIVATE KEY-----
MIIEvgIBADANBgkqhkiGOWOBAQEFAASCBKgwggSkAgEAACIBAQDQVAbOLe5xNfAM
253Wn9vhdUzojetjv4)+B7kYwsMhRcgdc)8KCnX1nfzTvI2ksXITQ209BkpStnPe
tB4s32ZiJRMLk+61{UUMNSHwWK2WBX57JT3JgmyVbH8GbmRY0+H3sH1i72luna7rM
MD30gLh6QoP3cq7PGWcuzZKV7hjd1tjCTQukwMvqV8lcq39buNplgDOWZzEP5AzgXt
COFYn6RTH5SRug4hKNN7sT1eYMsIHu7wtEBDKVgrLjOCe/W2f8rLT1zEsoAW2Chl
ZAPYUBKkI/0XuTWRg3CohPPcl+UtIRSfvLDeeQ460swjbwgS/RbJh3sIwlCRLUO8k
E004Z9H/AgMBAAECggEAEleaQqHCWZk/HyYNOAmM/GJSGFa2tD60SXY2fUieh8/Hl
fvCArftGgMaYWPSNCIRMXB7tPwpQu19esjz4Z/cR2Je4fTLPrffGUsHFgZjv50QB
ZVe4a5H]10cglYhwCqPs2d9i2wToYNBbcfgh8ISETq8YaXngBO6VESOLMhHKNKKr
ciu9YkInNEHu6uRJ5g/eGGX3KQynTvVWIhnOVGAJVjTXcoU6fm7gYdHADGjkILlcOM
EGpfYI6AdHIWFZcT/RNAXhP82lg2gUJSgAu66FfDjMwQXKbafKdP3zq4Up8a7Ale
krguPtfV1vWklg+bUFhgGaiAEYTpAUNOt2DVIiijgQKBgQDnYMMsaF0r557CM1CT
XUqgCZo8MKeV2jf2drIxRRWRL33SksQbzAQ/qrLdT7GP3sCGqvkxWY2FPdFYf8kx
GcCeZPcleZYCQAMA1 pjtsaM8tVbLWVR8UtGBUQoPSph7INF3Tm/JH/fbwjpjP7dt
J7n8EzkRUNE6alMHOFEeych/PQKBgQDmMf1bMogx63rTcwQOPEZ9Vt7mTgKYK4alr
iWgTWHXPZxUQaYhpjXo6+MIEDpExiDgBAKMzIGIvS7yQiYWU+wthAr9urbWYdGZ
[S6VjoTkF6r7VZolLXX0fbuXh6lm8K8IQRfBpJff56p9phMwaBpDNDrfpHB5utBU
xs40yldp6wKBgQC69Cp/xUwTX7GdxQzE)ctYiKnBHKcspAg38zJf3bGSXU/jR4eB
1IVQhELGI9CbKSdzKM71GyEImix/T7FnJSHIWlho1qVo6AQyduNWnAQD15pr8KAd
XGXAZZ1FQcb3KYa+2fflERmazdOTwjYZ0tGgZnXkEeMdSLkmglCRigWhGQKBgDak
/735uP20KKghNehZpC2dJei70ilgRhCS/dKASUXHSW4fptBnUxACYocdDxtY4Vha
fI7FPMdvGL8ioYbvIHFh+X0Xs9r1S8yeWnHoXMb6eXWmYKMJrAovela+2cFm1Agf
7nLhA4R4lgm9lpV6SKegDUKR4fxp9pPyodZPqBLLA0GBAJIkDAWHWS54Pwd4Ctfk9o
jHjWB7pQlUYpTZO9dm+4fpCMn90Okf43AE2yAOaAP94GdzdDJkxfciXKesYr9lluk
faoXgjKR7p1zERIWZuUFF63SB4aiyX1H7IXOMwHDZQ0O38a5gZaOm/BUIGKMWXzuEd
3fy+1rCUwzOpILSjtiYf4ege
----- END PRIVATE KEY-----",

type="server"

request.body = CreateCertificateRequestBody(
certificate=certificatebody
)

response = client.create_certificate(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

Creating a server certificate and specifying the private key used by the HTTPS
listener

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
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ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateCertificateRequest{}
nameCertificate:= "My Certificate"

MIIEvgIBADANBgkqhkiGOWOBAQEFAASCBKgwggSkAgEAACIBAQDQVAbOLe5xNfAM
253Wn9vhdUzojetjv4)+B7kYwsMhRcgdcJ8KCnX1nfzTvI2ksXITQ209BkpStnPe pjtsaM8tVbLWVR8UtGBUQoPSph7INF3Tm/JH/fbwijpjP7dt
J7n8EzkRUNE6alMHOFEeych/PQKBgQDmMf1bMogx63rTcwQOPEZ9Vt7mTgKYK4alr
iWgTWHXPZxUQaYhpjXo6+MI6DpExiDgBAKMz)GIvS7yQiYWU+wthAr9urbWYdGZ
[S6VjoTkF6r7VZolLXX0fbuXh6lm8K8IQRfBpJff56p9phMwaBpDNDrfpHB5utBU
xs40yldp6wKBgQC69Cp/xUwTX7GdxQzE)ctYiKnBHKcspAg38zJf3bGSXU/jR4eB
1IVQhELGI9CbKSdzKM71GyEImix/T7FnJSHIWlho1qVo6AQyduNWnAQD15pr8KAd
XGXAZZ1FQcb3KYa+2fflERmazdOTwjYZ0tGgZnXkEeMdSLkmglCRigWhGQKBgDak
/735uP20KKghNehzZpC2d)ei70ilgRhCS/dKASUXHSW4fptBnUXACYocdDxtY4Vha
fI7FPMdvGL8ioYbvIHFh+X0Xs9r1S8yeWnHoXMb6eXWmYKMIrAovelLa+2cFm1Agf
7nLhA4R4lgm9lpV6SKegDUkR4fxp9pPyodZPqBLLA0GBAIkDAWHW54Pwd4Ctfk9o
jHiWB7pQIlUYpTZO9dm+4fpCMn90kf43AE2yAOaAP94GdzdDJkxfciXKesYr9lluk
faoXgjKR7p1zERIWZuFF63SB4aiyX1H7IXOMwHDZQO38a5gZaOm/BUIGKMWXzuEd
3fy+1rCUwzOp9LSjtiYf4ege
----- END PRIVATE KEY-----"

typeCertificate:= model.GetCreateCertificateOptionTypeEnum().SERVER

certificatebody := &model.CreateCertificateOption{

Certificate: "----- BEGIN CERTIFICATE-----
MIIC4TCCAcmgAwIBAgICEREWDQYJKoZIhveNAQELBQAWFzZEVMBMGA1UEAXMMTXID
b21wYW55IENBMB4XDTE4AMDcwM]jEzMjUON10XDTQ1MTExNzEzMjUON10wFDESMBAG
ATUEAWWIbG9jYWxob3NOMIIBIJANBgkqhkiGO9WOBAQEFAAOCAQSAMIIBCgKCAQEA
0FQGzi3ucTX+DNud1p/b4XVM6I3rY7+Cfge5GMLDIUXIHXCfCgp19Z3807yNpLF5
UONQgPQZKUrZz3rQeLN9mYiUTJZPutYIFDDbB8CtlgV+eyU9yYJsiWx/Bm5kWNPh9
7B9Yu9pbp2u6zDA99IC4ekKDI3KuzxInLmSle4Y3dbYwkOLpMDL6IfCHKt/W7jaS
IAZIsxD+QM617QjhW)+kUx+UkboOISjTe7E9XmDLIR7u8LRAQyLYKy4zgnv1tn/K
y09cxLKAFtgoZWQD2FAZJfOF7k1kYNwqITz3CPILZUUN7yw3nkOOtLMI28IEVOWyY
Yd7CMJQkS1NPIBKNOGTR/WIDAQABozowODAhBgNVHREEGjAYggpkb21haW4uY29t
hwQKuUvJhwR/AAABMBMGA1UdJQQMMA0GCCsGAQUFBWMBMAOGCSqGSIb3DQEBCwWUA
A4IBAQASBIMQJxaTey7EjXtRLSVIEAMftAQPGS6;jijNQuvIBQYUDauDT4W2XUZ5wAn
jiOyQ83va672K1G9s8n6xIH+xwwdSNnozaKzC87vwSeZKIOdI915198 TGKI6OoDa
ezmzCwQYtHBMVQ4c7MI8554Ft1mWSt4dMAK2rzNYjvPRLYlzp1HMnI6hkjPk4PCZ
wKnha0d(Scati9CCt3UzXSNJOSLalKdHErH08Iqd+1BchScxCfkOXNITh1HZZGm
+vbmunok3A2lucl14rnsrcbkGYqxGikySN6B2cRLBDK4Y3wChiWBENVYtVqex5/mZ
iYsGDVN+9QBdOeYUHce+77s96i3I
----- END CERTIFICATE-----",

Name: &nameCertificate,

PrivateKey: &privateKeyCertificate,

Type: &typeCertificate,

request.Body = &model.CreateCertificateRequestBody{
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Certificate: certificatebody,

}
response, err := client.CreateCertificate(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)

}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
201 Normal response to POST requests.

Error Codes

See Error Codes.

4.7.2 Querying Certificates

Function

This API is used to query all SSL certificates.

Constraints
This API has the following constraints:

e Parameters marker, limit, and page_reverse are used for pagination query.

e Parameters marker and page_reverse take effect only when they are used
together with parameter limit.

Calling Method
For details, see Calling APIs.

URI
GET /v3/{project_id}/elb/certificates
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Table 4-142 Path Parameters

Parameter Mandatory

Type

Description

project_id Yes

String

Specifies the project ID.

Table 4-143 Query Parameters

Parameter Mandatory

Type

Description

marker No

String

Specifies the ID of the last
record on the previous page.

Note:

e This parameter must be
used together with limit.

e [f this parameter is not
specified, the first page will
be queried.

e This parameter cannot be

left blank or set to an
invalid ID.

limit No

Integer

Specifies the number of
records on each page.

Minimum: 0
Maximum: 2000
Default: 2000

page_reverse | No

Boolean

Specifies whether to use
reverse query. Values:

e true: Query the previous
page.

e false (default): Query the
next page.

Note:

e This parameter must be
used together with limit.

e |f page_reverse is set to
true and you want to query
the previous page, set the
value of marker to the
value of previous_marker.

Array

Specifies a certificate ID.

Multiple IDs can be queried in
the format of jd=xxx&id=xxx.
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Parameter

Mandatory

Type

Description

name

No

Array

Specifies the certificate name.

Multiple names can be
queried in the format of
name=xxx&name=xxx.

description

No

Array

Provides supplementary
information about the
certificate.

Multiple descriptions can be
queried in the format of
description=xxx&description=x
XX.

admin_state_
up

No

Boolean

Specifies the administrative
status of the certificate.

This parameter is
unsupported. Please do not
use it.

domain

No

Array

Specifies the domain names
used by the server certificate.
This parameter is available
only when type is set to
server.

Multiple domain names can
be queried in the format of
domain=xxx&domain=xxx.

type

No

Array

Specifies the certificate type.

The value can be server or
client. server indicates server
certificates, and client
indicates CA certificates.

Multiple types can be queried
in the format of
type=xxx&type=xxx.

Request Parameters

Table 4-144 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Specifies the token used for
IAM authentication.
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Response Parameters
Status code: 200

Table 4-145 Response body parameters

Parameter Type Description
request_id String Specifies the request ID. The value is
automatically generated.

page_info Pagelnfo Shows pagination information about
object certificates.

certificates Array of Lists the certificates.
Certificatelnf
o objects

Table 4-146 Pagelnfo

Parameter Type Description

previous_mar | String Specifies the ID of the first record in the

ker pagination query result.

next_marker | String Specifies the ID of the last record in the
pagination query result.

current_count | Integer Specifies the number of records.

Table 4-147 Certificatelnfo

Parameter Type Description

admin_state_ | Boolean Specifies the administrative status of the

up certificate.
This parameter is unsupported. Please do not
use it.

certificate String Specifies the certificate content. The value
must be PEM encoded.

description String Provides supplementary information about the
certificate.
Minimum: 1
Maximum: 255
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Parameter

Type

Description

domain

String

Specifies the domain names used by the server
certificate. This parameter will take effect only
when type is set to server.

e The value can contain 0 to 10,000
characters and consists of multiple common
domain names or wildcard domain names
separated by commas. A maximum of 100
domain names are allowed.

e A common domain name consists of several
labels separated by periods (.). Each label
can contain a maximum of 63 characters,
including letters, digits, and hyphens (-),
and must start and end with a letter or
digit. Example: www.test.com

e A wildcard domain name is a domain name
starts with an asterisk (*). Example:
*.test.com

Minimum: 1
Maximum: 10000

String

Specifies the certificate ID.

name

String

Specifies the certificate name.
Minimum: 1
Maximum: 255

private_key

String

Specifies the private key of the server
certificate. The value must be PEM encoded.

e This parameter will be ignored even if type
is set to client. A CA certificate can still be
created and used normally.

e This parameter is valid and mandatory only
when type is set to server. If you enter an
invalid private key, an error is returned.

type

String

Specifies the certificate type. The value can be
server or client. server indicates server
certificates, and client indicates CA certificates.
The default value is server.

created_at

String

Specifies the time when the certificate was
created.

updated_at

String

Specifies the time when the certificate was
updated.

expire_time

String

Specifies the time when the certificate expires.

project_id

String

Specifies the project ID of the certificate.
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Example Requests

Querying certificates

GET https://{ELB_Endpoint}/v3/{project_id}/elb/certificates

Example Responses
Status code: 200

Successful request.
{

"certificates" : [ {

"id" : "5494a835d88f40ff940554992f2f04d4",

"project_id" : "99a3fff0d03c428eac3678da6a7d0f24",

"name" : "https_certificatekkkk",

"type" : "server",

"domain" : null,

"description" : "description for certificatehhhh",

"private_key" : "----- BEGIN PRIVATE KEY-----
MIIEvgIBADANBgkqhkiGOWOBAQEFAASCBKgwggSkAgEAACIBAQDQVAbOLe5xNfAM253Wn9vhdUzojetjv4)
+B7kYwsMhRcgdcJ8KCnX1nfzTvI2ksXITQ209BkpStnPetB4s32ZiJRMLk
+61IUUMNSHWK2WBX57JT3JgmyVbH8GbmRY0+H3sH1i72luna7rMMD30gLh6QoP3cq7PGWcuZKV7hjd1tjCT
QukwMvqV8Icq39buNplgDOWZzEP5AzgXtCOFYN6RTH5SRUg4hKNN7sT1eYMsIHU7wtEBDKVgrLjOCe/
W2f8rLT1zEsoAW2ChlZAPYUBKl/0OXuTWRg3CohPPcl+UtIRSfvLDeeQ460swjbwgS/RbJh3sIwlCRLUO8KE004Z9H/
AgMBAAECggEAEleaQqHCWZk/HyYNOAmM/GJSGFa2tD60SXY2fUieh8/
HLfvCArftGgMaYWPSNCIRMXB7tPwpQu19esjz4Z/
cR2Je4fTLPrffGUsHFgZjv50QBZVe4a5Hj10cg)YhwCqPs2d9i2wToYNBbcfgh8ISETq8YaXngBO6VESILMhHKNK
Krciu9YkInNNEHU6UR)5g/eGGX3KQynTvWIhnOVGAJVjTXcoU6fm7gYdHADGjkIIcOMEGPfYI6AdHIWFZcT/
RNAxhP82lg2gUJSgAu66FfDjMwQXKbafKdP3zq4Up8a7AlekrguPtfV1vWklg
+bUFhgGaiAEYTpAUN9t2DVIiijgQKBgQDNnYMMsaF0r557CM1CTXUqgCZo8MKeV2jf2drixRRwWRL33SksQbzAQ/
grLdT7GP3sCGqvkxWY2FPdFYf8kxGcCeZPcleZYCQAMA41pjtsaM8tVbLWVR8UtGBuQoPSph7JNF3Tm/JH/
fbwjpjP7dt)7n8EzkRUNE6aIMHOFEeych/
PQKBgQDmMf1bMogx63rTcwQOPEZ9Vt7mTgKYK4aLriwgTWHXPZxUQaYhpjXo6+IMI6DpExiDgBAKMZzIGIVS7y
QiYwu
+wthAr9urbWYdGZIS6VjoTkF6r7VZolLXX0fbuXh6lm8K8IQRfBpJff56p9phMwaBpDNDrfpHB5utBUxs40yldp6w
KBgQC69Cp/xUwTX7GdxQzEJctYiKnBHKcspAg38zJf3bGSXU/jR4eB1IVQhELGI9CbKSdzKM71GyEImix/
T7FnJSHIWLho1qVo6AQyduNWNAQD15pr8KAdAXGXAZZ1FQcb3KYa
+2fflERmazdOTwjYZ0tGqZnXkEeMdSLkmqlCRigWhGQKBgDak/735uP20KKghNehZpC2dJei7OilgRhCS/
dKASUXHSW4fptBnUXACYocdDxtY4Vhafl7FPMdvGl8ioYbvIHFh+X0Xs9r1S8yeWnHoXMb6eXWmYKMJrAovelLa
+2cFm1Agf7nLhA4R4lgm9IpV6SKegDUKR4fxp9pPyodZPqBLLA0GBAJkDAWHW54Pwd4Ctfk9ojHjWB7pQIlUYpT
Z09dm
+4fpCMn90kf43AE2yAOaAP94GdzdDIkxfciXKesYrollukfaoXgjKR7p1zERIWZuUFF63SB4aiyX1H7IXOMwHDZQO3
8a5gZaOm/BUIGKMWXzuEd3fy+1rCUwzOp9LSjtlYf4ege----- END PRIVATE KEY----- ",

"certificate" : "----- BEGIN CERTIFICATE-----
MIIC4TCCAcmgAwIBAgICEREWDQYJKoZlhveNAQELBQAWFzZEVMBMGA1TUEAXMMTXIDb21wYW55IENBMB4X
DTE4AMDcwMjEzMjUON10XDTQ1MTEXNzEzMjUON1owFDESMBAGATUEAWWIbG9jYWx0ob3NOMIIBIJANBgkgh
kiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAOFQGzi3ucTX+DNud1p/
b4XVM6I3rY7+Cfge5GMLDIUXIHXCfCgp19Z3807yNpLF5UONgPQZKUrZz3rQeLN9mYiUTJZPutYIFDDbB8CtlgV
+eyU9yYJsIWx/Bm5kWNPh97B9Yu9pbp2u6zDA991C4ekKD93KuzxInLmSle4Y3dbYwkOLpMDL6IfCHKt/
W7jaSIAzlsxD+QM6l7QjhWI+kUx+UkboOISjTe7E9XmDLIR7u8LRAQyLYKy4zgnv1tn/
Ky09cxLKAFtgoZWQD2FAZJf9F7k1kYNwqITz3CPILZUUN7yw3nkOOtLMI28IEvOWYYd7CMJQKSTNPJBKNOGfR/
wIDAQABozowODAhBgNVHREEGjAYggpkb21haW4uY29thwQKuUvihwR/
AAABMBMGA1UdIQQMMA0GCCsGAQUFBWMBMAOGCSqGSIb3DQEBCWUAA4IBAQABIMQJxaTey7EjXtRLSVI
EAMftAQPG6jijNQuvIBQYUDauDT4W2XUZ5wAnjiOyQ83va672K1G9s8n6xIH
+xwwdSNnozaKzC87vwSeZKIOdI915198 TGKI6OoDaezmzCwQYtHBMVQ4c7MI8554Ft1TmWSt4dMAK2rzNYjvPR
LYlzpTHMnI6hkjPk4PCZwKnha0d|Scati9CCt3UzXSNJOSLalKdHErH08Iqd+1BchScxCfkOXNITnTHZZGm
+vbmunok3A2lucl14rnsrcbkGYgqxGikySN6B2cRLBDK4Y3wChiW6NVYtVqex5/mZiYsGDVN+9QBd0eYUHce
+77596i31----- END CERTIFICATE----- ",

"admin_state_up" : true,

"created_at" : "2019-04-21T18:59:43Z",

"updated_at" : "2019-04-21T18:59:43Z",

"expire_time" : "2045-11-17T13:25:47Z"

3 A

"id" : "7875ccb4c6b44cdb90ab2ab89892ab71",

"project_id" : "99a3fff0d03c428eac3678da6a7d0f24",

"name" : "https_certificatekkkk",
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"type" : "client",

"domain" : "sda.com"”,

"description" : "description for certificatehhhh",

"private_key" : "----- BEGIN PRIVATE KEY-----
MIIEvgIBADANBgkqhkiGOWOBAQEFAASCBKgwggSkAgEAACIBAQDQVAbOLe5xNfAM253Wn9vhdUzojetjv4)
+B7kYwsMhRcgdcJ8KCnX1nfzTvI2ksXITQ209BkpStnPetB4s32ZiJRMLk
+61IUUMNSHWK2WBX57JT3JgmyVbH8GbmRY0+H3sH1i72luna7rMMD30gLh6QoP3cq7PGWcuZKV7hjd1tjCT
QukwMvqV8lcq39buNplgDOWzEP5AzgXtCOFYN6RTH5SRUg4hKNN7sT1eYMsIHu7wtEBDKVgrLjOCe/
W2f8rLT1zEsoAW2ChlZAPYUBKl/OXuTWRg3CohPPcl+UtIRSfvLDeeQ460swjbwgS/RbJh3sIwlCRLUO8KE004Z9H/
AgMBAAECggEAEleaQqHCWZk/HYyYNOAmM/GJSGFa2tD60SXY2fUieh8/
HIfvCArftGgMaYWPSNCJRMXB7tPwpQu19esjz4Z/
cR2Je4fTLPrffGUsHFgZjv50QBZVe4a5H]10cg)YhwCqPs2d9i2wToYNBbcfgh8ISETq8YaXngBO6VESOLMhHKNK
Krciu9YkInNEHuU6uRJ5g/eGGX3KQynTvWIhnOVGAJVjTXcoU6fm7gYdHADGEjkIIcOMEGpPfYI6AdHIWFZCT/
RNAxhP82lg2gUJSgAu66FfDjMwQXKbafKdP3zq4Up8a7AlekrguPtfV1vWklg
+bUFhgGaiAEYTpAUN9t2DVIiijgQKBgQDNnYMMsaF0r557CM1CTXUqgCZo8MKeV2jf2drixRRwWRL33SksQbzAQ/
qrLdT7GP3sCGqvkxWY2FPdFYf8kxGcCeZPcleZYCQAMA41pjtsaM8tVbLWVR8UtGBUQoPSph7JNF3Tm/JH/
fbwjpjP7dt)7n8EzkRUNE6aIMHOFEeych/
PQKBgQDmMf1bMogx63rTcwQOPEZ9Vt7mTgKYK4aLriWgTWHXPZxUQaYhpjXo6+IMI6DpExiDgBAKkMzIGIVS7y
QiYwu
+wthAr9urbWYdGZIS6VjoTkF6r7VZolLXX0fbuXh6lm8K8IQRfBpJff56p9phMwaBpDNDrfpHB5utBUxs40yldp6w
KBgQC69Cp/xUWTX7GdxQzE)ctYiKnBHKcspAg382)f3bGSXU/jR4eB1IVQhELGIOCbKSdzKM71GyEImix/
T7FnJSHIWLho1qVo6AQyduNWNAQD15pr8KAdXGXAZZ1FQcb3KYa
+2fflERmazdOTwjYZ0tGqZnXkEeMdSLkmqlCRigWhGQKBgDak/735uP20KKghNehZpC2dJei7OilgRhCS/
dKASUXHSW4fptBnUxACYocdDxtY4Vhafl7FPMdvGL8ioYbvIHFh+X0Xs9r1S8yeWnHoXMb6eXWmYKMIJrAovela
+2cFm1Agf7nLhA4R4lgm9IpV6SKegDUKR4fxp9pPyodZPqBLLA0GBAJkDAWHWS54Pwd4Ctfk9ojHjWB7pQLUYpT
Z09dm
+4fpCMN9OkF43AE2yAOaAPI4GdzdDIkxfciXKesYrollukfaoXgjKR7p1zERIWZUFF63SB4aiyX1H7IXOMwHDZQO3
8a5gZaOm/BUIGKMWXzuEd3fy+1rCUwzOp9LSjtlYf4ege-----END PRIVATE KEY-----",

"certificate" : "----- BEGIN CERTIFICATE-----
MIIC4TCCAcmgAwIBAgICEREWDQYJKoZIhveNAQELBQAWFzZEVMBMGA1TUEAXMMTXIDb21wYWS55IENBMB4X
DTE4AMDcwMjEzMjUON10XDTQ1MTEXNzEzMjUON1owFDESMBAGATUEAWwWIbG9jYWxob3NOMIIBIJANBgkgh
kiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAOFQGZzi3ucTX+DNud1p/
b4XVM6I3rY7+Cfge5GMLDIUXIHXCfCgp19Z3807yNpLF5UONgPQZKUrZz3rQeLN9mYiUTJZPutYIFDDbB8CtlgV
+eyU9yYJsIWx/Bm5kWNPh97B9Yu9pbp2u6zDA991C4ekKD93KuzxInLmSle4Y3dbYwkOLpMDL6IfCHKt/
W7jaSIAzlsxD+QM6l7QjhWI+kUx+UkboOISjTe7E9XmDLIR7u8LRAQylYKy4zgnv1tn/
Ky09cxLKAFtgoZWQD2FAZJf9F7k1kYNwqITz3CPILZUUN7yw3nkOOtLMI28IEvOWYYd7CMJQKSTNPJBKNOGfR/
wIDAQABozowODAhBgNVHREEGjAYggpkb21haW4uY29thwQKuUvIhwR/
AAABMBMGA1UdIQQMMA0GCCsGAQUFBWMBMAOGCSqGSIb3DQEBCWUAA4IBAQABIMQJxaTey7EjXtRLSVL
EAMftAQPG6jijNQuvIBQYUDauDT4W2XUZ5wAnjiOyQ83va672K1G9s8n6xIH
+xwwdSNnozaKzC87vwSeZKIOdI915198TGKI6OoDaezmzCwQYtHBMVQ4c7MI8554Ft1TmWSt4dMAK2rzNYjvPR
LYlzp1HMnI6hkjPk4PCZwKnha0dlScati9CCt3UzXSNJOSLalKdHErH08Iqd+1BchScxCfkOXNITn1HZZGml
+vbmunok3A2lucl14rnsrcbkGYgxGikySN6B2cRLBDK4Y3wChiWENVYtVqex5/mZiYsGDVN+9QBd0OeYUHce
+77596i31----- END CERTIFICATE----- ",

"admin_state_up" : true,

"created_at" : "2018-10-29T20:16:17Z",

"updated_at" : "2019-04-06T21:33:24Z",

"expire_time" : "2045-11-17T13:25:47Z"

3o

"id" : "7f41c96223d34ebaa3c8e836b6625ec0",

"project_id" : "99a3fff0d03c428eac3678da6a7d0f24",

"name" : "asdf",

"type" : "server",

"domain" : "sda.com"”,

"description" : "",

"private_key" : "----- BEGIN PRIVATE KEY-----
MIIEvgIBADANBgkqhkiGOWOBAQEFAASCBKgwggSkAgEAACIBAQDQVAbOLe5xNfAM253Wn9vhdUzojetjv4)
+B7kYwsMhRcgdcJ8KCnX1nfzTvI2ksXITQ209BkpStnPetB4s32ZiJRMLk
+61IUUMNSHWK2WBX57JT3JgmyVbH8GbmRY0+H3sH1i72luna7rMMD30gLh6QoP3cq7PGWcuZKV7hjd1tjCT
QukwMvqV8lcq39buNplgDOWzEP5AzgXtCOFYN6RTH5SRUg4hKNN7sT1eYMsIHu7wtEBDKVgrLjOCe/
W2f8rLT1zEsoAW2ChlZAPYUBKl/OXuTWRg3CohPPcl+UtIRSfvLDeeQ460swjbwgS/RbJh3sIwlCRLUO8KE004Z9H/
AgMBAAECggEAEleaQqHCWZk/HYyYNOAmM/GJSGFa2tD60SXY2fUieh8/
HIfvCArftGgMaYWPSNCJRMXB7tPwpQu19esjz4Z/
cR2Je4fTLPrffGUsHFgZjv50QBZVe4a5H]10cg)YhwCqPs2d9i2wToYNBbcfgh8ISETq8YaXngBO6VESOLMhHKNK
Krciu9YkInNEHuU6uRJ5g/eGGX3KQynTvWIhnOVGAJVjTXcoU6fm7gYdHADGEjkIIcOMEGpPfYI6AdHIWFZCcT/
RNAxhP82lg2gUJSgAu66FfDjMwQXKbafKdP3zq4Up8a7AlekrguPtfV1vWklg
+bUFhgGaiAEYTpAUN9t2DVIiijgQKBgQDNnYMMsaF0r557CM1CTXUqgCZo8MKeV2jf2drixRRwWRL33SksQbzAQ/
qrLdT7GP3sCGqvkxWY2FPdFYf8kxGcCeZPcleZYCQAMA41pjtsaM8tVbLWVR8UtGBUQoPSph7JNF3Tm/JH/
fbwjpjP7dt)7n8EzkRUNE6aIMHOFEeych/
PQKBgQDmMf1bMogx63rTcwQOPEZ9Vt7mTgKYK4aLriWgTWHXPZxUQaYhpjXo6+IMI6DpExiDgBAKkMzIGIVS7y
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QiYwu
+wthAr9urbWYdGZIS6VjoTkF6r7VZolLXX0fbuXh6lm8K8IQRfBpJff56p9phMwaBpDNDrfpHB5utBUxs40yldp6w
KBgQC69Cp/xUWTX7GdxQzE)ctYiKnBHKcspAg382)f3bGSXU/jR4eB1IVQhELGIOCbKSdzKM71GyEImix/
T7FnJSHIWLho1qVo6AQyduNWNAQD15pr8KAdAXGXAZZ1FQcb3KYa
+2fflERmazdOTwjYZ0tGqZnXkEeMdSLkmqlCRigWhGQKBgDak/735uP20KKghNehZpC2dJei7OilgRhCS/
dKASUXHSW4fptBnUxACYocdDxtY4Vhafl7FPMdvGL8ioYbvIHFh+X0Xs9r1S8yeWnHoXMb6eXWmYKMIJrAovela
+2cFm1Agf7nLhA4R4lgm9IpV6SKegDUKR4fxp9pPyodZPgBLLA0GBAJkDAWHWS54Pwd4Ctfk9ojHjWB7pQLUYpT
Z09dm
+4fpCMN9OkF43AE2yAOaAPI4GdzdDIkxfciXKesYrollukfaoXgjKR7p1zERIWZUFF63SB4aiyX1H7IXOMwHDZQO3
8a5gZaOm/BUIGKMWXzuEd3fy+1rCUwzOp9LSjtlYf4ege-----END PRIVATE KEY-----",

"certificate" : "----- BEGIN CERTIFICATE-----
MIIC4TCCAcmgAwIBAgICEREWDQYJKoZIhveNAQELBQAWFZEVMBMGA1TUEAXMMTXIDb21wYWS55IENBMB4X
DTE4AMDcwMjEzMjUON10XDTQ1MTEXNzEzZMjUON1owFDESMBAGATUEAWwWIbG9jYWx0ob3NOMIIBIJANBgkgh
kiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAOFQGzi3ucTX+DNud1p/
b4XVM6I3rY7+Cfge5GMLDIUXIHXCfCgp19Z3807yNpLF5UONgPQZKUrZz3rQeLN9mYiUTJZPutYIFDDbB8CtlgV
+eyU9yYJsIWx/Bm5kWNPh97B9Yu9pbp2u6zDA991C4ekKD93KuzxInLmSle4Y3dbYwkOLpMDL6IfCHKt/
W7jaSIAzlsxD+QM6l7QjhWI+kUx+UkboOISjTe7E9XmDLIR7u8LRAQyLYKy4zgnv1tn/
Ky09cxLKAFtgoZWQD2FAZJf9F7k1kYNwqITz3CPILZUUN7yw3nkOOtLMI28IEvOWYYd7CMJQKSTNPJBKNOGfR/
wIDAQAB0zowODAhBgNVHREEGjAYggpkb21haW4uY29thwQKuUvihwR/
AAABMBMGA1UdIQQMMA0GCCsGAQUFBWMBMAOGCSqGSIb3DQEBCWUAA4IBAQABIMQJxaTey7EjXtRLSVI
EAMftAQPG6jijNQuvIBQYUDauDT4W2XUZ5wAnjiOyQ83va672K1G9s8n6xIH
+xwwdSNnozaKzC87vwSeZKIOdI915198TGKI6OoDaezmzCwQYtHBMVQ4c7MI8554Ft1TmWSt4dMAK2rzNYjvPR
LYlzpTHMnI6hkjPk4PCZwKnha0d|Scati9CCt3UzXSNJOSLalKdHErH08Iqd+1BchScxCfkOXNITnTHZZGm
+vbmunok3A2lucl14rnsrcbkGYgxGikySN6B2cRLBDK4Y3wChiWENVYtVqcx5/mZiYsGDVN+9QBd0OeYUHce
+77596i31----- END CERTIFICATE----- ",

"admin_state_up" : true,

"created_at" : "2019-03-31T22:23:51Z",

"updated_at" : "2019-03-31T23:26:49Z",

"expire_time" : "2045-11-17T13:25:47Z"

11
"page_info" : {
"previous_marker" : "5494a835d88f40ff940554992f2f04d4",
"current_count" : 3
%,
"request_id" : "a27e7ae6-d901-4ec2-8e66-b8a1413819ad"
}

SDK Sample Code

Java

The SDK sample code is as follows.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class ListCertificatesSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");
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Python

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();

ListCertificatesRequest request = new ListCertificatesRequest();

request.withMarker("<marker>");

request.withLimit(<limit>);
request.withPageReverse(<page_reverse>);
request.withld();

request.withName();

request.withDescription();

request.withAdminStateUp(<admin_state_up>);

request.withDomain();

request.withType();

try {

ListCertificatesResponse response = client.listCertificates(request);

System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__ =="_main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")
sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListCertificatesRequest()
request.marker = "<marker>"
request.limit = <limit>
request.page_reverse = <PageReverse>
request.id =
request.name =
request.description =
request.admin_state_up = <AdminStateUp>
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Go

More

request.domain =
request.type =
response = client.list_certificates(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (

)

nfmtn

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.ListCertificatesRequest{}
markerRequest:= "<marker>"
request.Marker = &markerRequest
limitRequest:= int32(<limit>)
request.Limit = &limitRequest
pageReverseRequest:= <page_reverse>
request.PageReverse = &pageReverseRequest
adminStateUpRequest:= <admin_state_up>
request. AdminStateUp = &adminStateUpRequest
response, err := client.ListCertificates(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}

For SDK sample code of more programming languages, see the Sample Code tab

in API Explorer. SDK sample code can be automatically generated.
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Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.7.3 Viewing Details of a Certificate

Function

This API is used to view details of an SSL certificate.

Calling Method

For details, see Calling APIs.

URI

GET /v3/{project_id}/elb/certificates/{certificate_id}

Table 4-148 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Specifies the project ID.
certificate_id Yes String Specifies a certificate ID.

Request Parameters

Table 4-149 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.

Response Parameters

Status code: 200
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Table 4-150 Response body parameters

Parameter Type Description
request_id String Specifies the request ID. The value is
automatically generated.
certificate Certificatelnf | Specifies the certificate.
o object

Table 4-151 Certificatelnfo

Parameter Type Description

admin_state_ | Boolean Specifies the administrative status of the

up certificate.
This parameter is unsupported. Please do not
use it.

certificate String Specifies the certificate content. The value
must be PEM encoded.

description String Provides supplementary information about the
certificate.
Minimum: 1
Maximum: 255

domain String Specifies the domain names used by the server

certificate. This parameter will take effect only
when type is set to server.

e The value can contain 0 to 10,000
characters and consists of multiple common
domain names or wildcard domain names
separated by commas. A maximum of 100
domain names are allowed.

e A common domain name consists of several
labels separated by periods (.). Each label
can contain a maximum of 63 characters,
including letters, digits, and hyphens (-),
and must start and end with a letter or
digit. Example: www.test.com

e A wildcard domain name is a domain name
starts with an asterisk (*). Example:
*.test.com

Minimum: 1
Maximum: 10000

id String Specifies the certificate ID.
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Parameter Type Description
name String Specifies the certificate name.
Minimum: 1
Maximum: 255
private_key String Specifies the private key of the server

certificate. The value must be PEM encoded.

e This parameter will be ignored even if type
is set to client. A CA certificate can still be
created and used normally.

e This parameter is valid and mandatory only
when type is set to server. If you enter an
invalid private key, an error is returned.

type String Specifies the certificate type. The value can be
server or client. server indicates server
certificates, and client indicates CA certificates.
The default value is server.

created_at String Specifies the time when the certificate was
created.

updated_at String Specifies the time when the certificate was
updated.

expire_time String Specifies the time when the certificate expires.

project_id String Specifies the project ID of the certificate.

Example Requests

Viewing details of a certificate

GET https://{ELB_Endpoint}/v3/99a3fff0d03c428eac3678daba7d0f24/elb/certificates/
5494a835d88f40ff940554992f2f04d4

Example Responses
Status code: 200

Successful request.
{

"certificate" : {

"id" : "5494a835d88f40ff940554992f2f04d4",

"project_id" : "99a3fff0d03c428eac3678da6a7d0f24",

"name" : "https_certificatekkkk",

"type" : "server",

"domain" : null,

"description" : "description for certificatehhhh",

"private_key" : "----- BEGIN PRIVATE KEY-----
MIIEvgIBADANBgkqhkiGOWOBAQEFAASCBKgwggSkAgEAACIBAQDQVAbOLe5xNfAM253Wn9vhdUzojetjv4)
+B7kYwsMhRcgdcJ8KCnX1nfzTvI2ksXITQ209BkpStnPetB4s32ZiJRMLk
+61IUUMNSHWK2WBX57JT3JgmyVbH8GbmRY0+H3sH1i72luna7rMMD30gLh6QoP3cq7PGWcuZKV7hjd1tjCT
QukwMvqV8Icq39buNplgDOWZzEP5AzgXtCOFYN6RTH5SRUg4hKNN7sT1eYMsIHu7wtEBDKVgrLjOCe/
W2f8rLT1zEsoAW2ChlZAPYUBKl/0OXuTWRg3CohPPcl+UtIRSfvLDeeQ460swjbwgS/RbJh3sIwlCRLUO8KE004Z9H/
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AgMBAAECggEAEleaQqHCWZk/HyYNOAmM/GJSGFa2tD60SXY2fUieh8/
HIfvCArftGgMaYWPSNCJRMXB7tPwpQu19esjz4Z/
cR2Je4fTLPrffGUsHFgZjv50QBZVe4a5H]10cg)YhwCqPs2d9i2wToYNBbcfgh8ISETq8YaXngBO6VESOLMhHKNK
Krciu9YkInNEHuU6uRJ5g/eGGX3KQynTvVWIhnOVGAJVjTXcoU6fm7gYdHADGEjkIIcOMEGpPfYI6AdHIWFZCcT/
RNAxhP82lg2gUJSgAu66FfDjMwQXKbafKdP3zq4Up8a7AlekrguPtfV1vWklg
+bUFhgGaiAEYTpAUN9t2DVIiijgQKBgQDNnYMMsaF0r557CM1CTXUqgCZo8MKeV2jf2drixRRwWRL33SksQbzAQ/
qrLdT7GP3sCGqvkxWY2FPdFYf8kxGcCeZPcleZYCQAMA41pjtsaM8tVbLWVR8UtGBUQoPSph7JNF3Tm/JH/
fbwjpjP7dt)7n8EzkRUNE6aIMHOFEeych/
PQKBgQDmMf1bMogx63rTcwQOPEZ9Vt7mTgKYK4aLriWgTWHXPZxUQaYhpjXo6+IMI6DpExiDgBAKkMzIGIVS7y
Qiywu
+wthAr9urbWYdGZIS6VjoTkF6r7VZolLXX0fbuXh6lm8K8IQRfBpJff56p9phMwaBpDNDrfpHB5utBUxs40yldp6w
KBgQC69Cp/xUWTX7GdxQzE)ctYiKnBHKcspAg382)f3bGSXU/jR4eB1IVQhELGIOCbKSdzKM71GyEImix/
T7FnJSHIWLho1qVo6AQyduNWNAQD15pr8KAdAXGXAZZ1FQcb3KYa
+2fflERmazdOTwjYZ0tGqZnXkEeMdSLkmqlCRigWhGQKBgDak/735uP20KKghNehZpC2dJei7OilgRhCS/
dKASUXHSW4fptBnUxACYocdDxtY4Vhafl7FPMdvGL8ioYbvIHFh+X0Xs9r1S8yeWnHoXMb6eXWmYKMIJrAovela
+2cFm1Agf7nLhA4R4lgm9IpV6SKegDUKR4fxp9pPyodZPqBLLA0GBAJkDAWHWS54Pwd4Ctfk9ojHjWB7pQLUYpT
Z09dm
+4fpCMN9OkF43AE2yAOaAPI4GdzdDIkxfciXKesYrollukfaoXgjKR7p1zERIWZUFF63SB4aiyX1H7IXOMwHDZQO3
8a5gZaOm/BUIGKMWXzuEd3fy+1rCUwzOp9LSjt)Yf4ege-----END PRIVATE KEY-----",

"certificate" : "----- BEGIN CERTIFICATE-----
MIIC4TCCAcmgAwIBAgICEREWDQYJKoZIhveNAQELBQAWFzZEVMBMGA1TUEAXMMTXIDb21wYWS55IENBMB4X
DTE4AMDcwMjEzMjUON10XDTQ1MTEXNzEzZMjUON 1owFDESMBAGATUEAWWIbG9jYWxob3NOMIIBIJANBgkgh
kiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAOFQGzi3ucTX+DNud1p/
b4XVM6I3rY7+Cfge5GMLDIUXIHXCfCgp19Z3807yNpLF5UONgPQZKUrZz3rQeLN9mYiUTJZPutYIFDDbB8CtlgV
+eyU9yYJsIWx/Bm5kWNPh97B9Yu9pbp2u6zDA991C4ekKD93KuzxInLmSle4Y3dbYwkOLpMDL6IfCHKt/
W7jaSIAzlsxD+QM6l7QjhWI+kUx+UkboOISjTe7E9XmDLIR7u8LRAQylYKy4zgnv1tn/
Ky09cxLKAFtgoZWQD2FAZJf9F7k1kYNwqITz3CPILZUUN7yw3nkOOtLMI28IEvOWYYd7CMJQKST1NPJBKNOGfR/
wIDAQABozowODAhBgNVHREEGjAYggpkb21haW4uY29thwQKuUvIhwR/
AAABMBMGA1UdIQQMMA0GCCsGAQUFBWMBMAOGCSqGSIb3DQEBCWUAA4IBAQABIMQJxaTey7EjXtRLSVL
EAMftAQPG6jijNQuvIBQYUDauDT4W2XUZ5wAnjiOyQ83va672K1G9s8n6xIH
+xwwdSNnozaKzC87vwSeZKIOdI915198TGKI6OoDaezmzCwQYtHBMVQ4c7MI8554Ft1TmWSt4dMAK2rzNYjvPR
LYlzp1HMnI6hkjPk4PCZwKnha0dlScati9CCt3UzXSNJOSLalKdHErH08Igqd+1BchScxCfkOXNITn1HZZGml
+vbmunok3A2lucl14rnsrcbkGYgxGikySN6B2cRLBDK4Y3wChiWENVYtVqex5/mZiYsGDVN+9QBd0OeYUHce
+77596i31----- END CERTIFICATE----- ",

"admin_state_up" : true,

"created_at" : "2019-03-31T22:23:51Z",

"updated_at" : "2019-03-31T23:26:49Z",

"expire_time" : "2045-11-17T13:25:47Z"

%,
"request_id" : "a94af450-5ac0-4185-946¢-27a59a16c1d3"
}

SDK Sample Code

Java

The SDK sample code is as follows.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class ShowCertificateSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
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Python

Go

String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();

ShowCertificateRequest request = new ShowCertificateRequest();

try {

ShowCertificateResponse response = client.showCertificate(request);

System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment

variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")
sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ShowCertificateRequest()
response = client.show_certificate(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
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"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ShowCertificateRequest{}
response, err := client.ShowCertificate(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description

Code

200 Successful request.

400 Invalid request parameter.

403 Failed to verify the token.

404 The queried resource does not exist.

431 The request headers are too large.

494 The request header or cookie is too large.
500 System error.
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Error Codes

See Error Codes.

4.7.4 Updating a Certificate

Function

This API is used to update an SSL certificate.

Constraints

If a certificate wth a domain name is used by a listener, the domain name cannot
be updated to an empty string (""), and the system returns the 409 Conflict status
code.

Calling Method
For details, see Calling APIs.

URI
PUT /v3/{project_id}/elb/certificates/{certificate_id}

Table 4-152 Path Parameters

Parameter Mandatory Type Description

certificate_id | Yes String Specifies a certificate ID.

project_id Yes String Specifies the project ID of the
certificate.

Request Parameters

Table 4-153 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.

Table 4-154 Request body parameters

Parameter Mandatory Type Description

certificate Yes UpdateCertifi | Specifies the certificate.
cateOption
object
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Table 4-155 UpdateCertificateOption

Parameter

Mandatory

Type

Description

certificate

No

String

Specifies the private key of the
certificate. The value must be
PEM encoded.

Maximum 65,536 character
length is allowed, supports
certificate chains with a
maximum of 11 layers
(including certificates and
certificate chains).

description

No

String

Provides supplementary
information about the
certificate.

Minimum: 0
Maximum: 255

name

No

String

Specifies the certificate name.
Minimum: O
Maximum: 255

private_key

No

String

Specifies the private key of the
server certificate. The value
must be PEM encoded.

e This parameter is valid and
mandatory only when type
is set to server.

e This parameter will not
take effect and an error will
be returned if type is set to
client. A maximum of
8,192 characters is allowed.
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Parameter

Mandatory

Type

Description

domain

No

String

Specifies the domain names
used by the server certificate.
This parameter will take effect
only when type is set to
server.

e The value can contain O to

Minimum: 0
Maximum: 10000

10,000 characters and
consists of multiple
common domain names or
wildcard domain names
separated by commas. A
maximum of 100 domain
names are allowed.

A common domain name
consists of several labels
separated by periods (.).
Each label can contain a
maximum of 63 characters,
including letters, digits, and
hyphens (-), and must start
and end with a letter or
digit. Example:
www.test.com

A wildcard domain name is
a domain name starts with
an asterisk (*). Example:
*test.com

Response Parameters

Status code: 200

Table 4-156 Response body parameters

Parameter Type Description
request_id String Specifies the request ID. The value is
automatically generated.
certificate Certificatelnf | Specifies the certificate.
o object
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Table 4-157 Certificatelnfo

Parameter Type Description
admin_state_ | Boolean Specifies the administrative status of the
up certificate.

This parameter is unsupported. Please do not

use it.

certificate String Specifies the certificate content. The value
must be PEM encoded.

description String Provides supplementary information about the
certificate.

Minimum: 1

Maximum: 255

domain String Specifies the domain names used by the server
certificate. This parameter will take effect only
when type is set to server.

e The value can contain 0 to 10,000
characters and consists of multiple common
domain names or wildcard domain names
separated by commas. A maximum of 100
domain names are allowed.

e A common domain name consists of several
labels separated by periods (.). Each label
can contain a maximum of 63 characters,
including letters, digits, and hyphens (-),
and must start and end with a letter or
digit. Example: www.test.com

e A wildcard domain name is a domain name
starts with an asterisk (*). Example:

* test.com
Minimum: 1
Maximum: 10000
id String Specifies the certificate ID.
name String Specifies the certificate name.
Minimum: 1
Maximum: 255
private_key String Specifies the private key of the server
certificate. The value must be PEM encoded.

e This parameter will be ignored even if type
is set to client. A CA certificate can still be
created and used normally.

e This parameter is valid and mandatory only
when type is set to server. If you enter an
invalid private key, an error is returned.
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Parameter Type Description

type String Specifies the certificate type. The value can be
server or client. server indicates server
certificates, and client indicates CA certificates.
The default value is server.

created_at String Specifies the time when the certificate was
created.

updated_at String Specifies the time when the certificate was
updated.

expire_time String Specifies the time when the certificate expires.

project_id String Specifies the project ID of the certificate.

Example Requests

Modifying the name and description of a certificate

PUT https://{ELB_Endponit}/v3/99a3fff0d03c428eac3678daba7d0f24/elb/certificates/
233a325e5e3e4ce8beeb320aa714cc12

"certificate" : {
"name" : "My Certificate",
"description" : "Update my Certificate."
}
}

Example Responses
Status code: 200

Successful request.
{

"certificate" : {

"private_key" : "----- BEGIN PRIVATE KEY-----
MIIEvgIBADANBgkghkiGOWOBAQEFAASCBKgwggSkAgEAACIBAQDQVAbOLe5XNfAM253Wn9vhdUzojetjva)
+B7kYwsMhRcgdcJ8KCnX1nfzTvI2ksXITQ209BkpStnPetB4s32ZiJRMLk
+61IUUMNSHWK2WBX57JT3JgmyVbH8GbmRY0+H3sH1i72luna7rMMD30gLh6QoP3cq7PGWcuZKV7hjd1tjCT
QukwMvqV8Icq39buNplgDOWZzEP5AzgXtCOFYN6RTH5SRUg4hKNN7sT1eYMsIHU7wtEBDKVgrLjOCe/
W2f8rLT1zEsoAW2ChlZAPYUBKl/OXuTWRg3CohPPcl+UtIRSfvLDeeQ460swjbwgS/RbJh3sIwlCRLUO8KE004Z9H/
AgMBAAECggEAEleaQqHCWZk/HyYNOAmM/GJSGFa2tD60SXY2fUieh8/
HIfvCArftGgMaYWPSNCIRMXB7tPwpQu19esjz4Z/
cR2Je4fTLPrffGUsHFgZjv50QBZVe4a5Hj10cg)YhwCqPs2d9i2wToYNBbcfgh8ISETq8YaXngBO6VESILMhHKNK
Krciu9YkInNNEHU6UR)5g/eGGX3KQynTvWIhnOVGAJVjTXcoU6fm7gYdHADGjkIIcOMEGPfYI6AdHIWFZcT/
RNAxhP82lg2gUJSgAu66FfDjMwQXKbafKdP3zq4Up8a7AlekrguPtfV1vWklg
+bUFhgGaiAEYTpAUN9t2DVIiijgQKBgQDNnYMMsaF0r557CM1CTXUqgCZo8MKeV2jf2drixRRWRL33SksQbzAQ/
grLdT7GP3sCGqvkxWY2FPdFYf8kxGcCeZPcleZYCQAMA41pjtsaM8tVbLWVR8UtGBuQoPSph7JNF3Tm/JH/
fbwjpjP7dt)7n8EzkRUNE6aIMHOFEeych/
PQKBgQDmMf1bMogx63rTcwQOPEZ9Vt7mTgKYK4aLriwgTWHXPZxUQaYhpjXo6+IMI6DpExiDgBAKMZzIGIVS7y
QiYwu
+wthAr9urbWYdGZIS6VjoTkF6r7VZolLXX0fbuXh6lm8K8IQRfBpJff56p9phMwaBpDNDrfpHB5utBUxs40yldp6w
KBgQC69Cp/xUwTX7GdxQzEJctYiKnBHKcspAg38zJf3bGSXU/jR4eB1IVQhELGI9CbKSdzKM71GyEImix/
T7FnJSHIWLho1qVo6AQyduNWNAQD15pr8KAdAXGXAZZ1FQcb3KYa
+2fflERmazdOTwjYZ0tGqZnXkEeMdSLkmqlCRigWhGQKBgDak/735uP20KKghNehZpC2dJei7OilgRhCS/
dKASUXHSW4fptBnUXACYocdDxtY4Vhafl7FPMdvGl8ioYbvIHFh+X0Xs9r1S8yeWnHoXMb6eXWmYKMJrAovelLa
+2cFm1Agf7nLhA4R4lgm9IpV6SKegDUKR4fxp9pPyodZPqBLLA0GBAJkDAWHW54Pwd4Ctfk9ojHjWB7pQIlUYpT
Z09dm
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+4fpCMN9OkF43AE2yAOaAPI4GdzdDIkxfciXKesYrollukfaoXgjKR7p1zERIWZUFF63SB4aiyX1H7IXOMwHDZQO3
8a5gZaOm/BUIGKMWXzuEd3fy+1rCUwzOp9LSjtlYf4ege-----END PRIVATE KEY-----",

"description" : "Update my Certificate.",

"domain" : null,

"created_at" : "2019-03-31T22:23:51Z",

"expire_time" : "2045-11-17T13:25:47Z",

"id" : "233a325e5e3e4ce8beeb320aa714cc12",

"name" : "My Certificate",

"certificate" : "----- BEGIN CERTIFICATE-----
MIIC4TCCAcmgAwIBAgICEREWDQYJKoZIhveNAQELBQAWFzZEVMBMGA1TUEAXMMTXIDb21wYWS55IENBMB4X
DTE4AMDcwMjEzMjUON10XDTQ1MTEXNzEzZMjUON1owFDESMBAGATUEAWwWIbG9jYWx0ob3NOMIIBIJANBgkgh
kiGOWOBAQEFAAOCAQ8AMIIBCgKCAQEAOFQGzi3ucTX+DNud1p/
b4XVM6I3rY7+Cfge5GMLDIUXIHXCfCgp19Z3807yNpLF5UONgPQZKUrZz3rQeLN9mYiUTJZPutYIFDDbB8CtlgV
+eyU9yYJsIWx/Bm5kWNPh97B9Yu9pbp2u6zDA991C4ekKD93KuzxInLmSle4Y3dbYwkOLpMDL6IfCHKt/
W7jaSIAzlsxD+QM6l7QjhWI+kUx+UkboOISjTe7E9XmDLIR7u8LRAQylYKy4zgnv1tn/
Ky09cxLKAFtgoZWQD2FAZJf9F7k1kYNwqITz3CPILZUUN7yw3nkOOtLMI28IEvOWYYd7CMJQKST1NPJBKNOGfR/
wIDAQAB0zowODAhBgNVHREEGjAYggpkb21haW4uY29thwQKuUvJhwR/
AAABMBMGA1UdIQQMMA0GCCsGAQUFBWMBMAOGCSqGSIb3DQEBCWUAA4IBAQABIMQJxaTey7EjXtRLSVL
EAMftAQPG6jijNQuvIBQYUDauDT4W2XUZ5wAnjiOyQ83va672K1G9s8n6xIH
+xwwdSNnozaKzC87vwSeZKIOdI915198TGKI6OoDaezmzCwQYtHBMVQ4c7MI8554Ft1mWSt4dMAK2rzNYjvPR
LYlzpTHMnI6hkjPk4PCZwKnha0d|Scati9CCt3UzXSNJOSLalKdHErH08Iqd+1BchScxCfkOXNITnTHZZGm
+vbmunok3A2lucl14rnsrcbkGYgxGikySN6B2cRLBDK4Y3wChiWENVYtVqex5/mZiYsGDVN+9QBd0OeYUHce
+77596i3I1----- END CERTIFICATE----- ",

"admin_state_up" : true,

"project_id" : "99a3fff0d03c428eac3678daba7d0f24",

"updated_at" : "2019-03-31T23:26:49Z",

"type" : "server"

"request_id" : "d9abea6bb-98ee-4ad4-8c5d-185ded48742f"
}

SDK Sample Code

Java

The SDK sample code is as follows.

Modifying the name and description of a certificate
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class UpdateCertificateSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
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.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
UpdateCertificateRequest request = new UpdateCertificateRequest();
UpdateCertificateRequestBody body = new UpdateCertificateRequestBody();
UpdateCertificateOption certificatebody = new UpdateCertificateOption();
certificatebody.withDescription("Update my Certificate.")
.withName("My Certificate");
body.withCertificate(certificatebody);
request.withBody(body);
try {
UpdateCertificateResponse response = client.updateCertificate(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Modifying the name and description of a certificate
# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__ =="_main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:

request = UpdateCertificateRequest()

certificatebody = UpdateCertificateOption(
description="Update my Certificate.",
name="My Certificate"

)

request.body = UpdateCertificateRequestBody(
certificate=certificatebody

)

response = client.update_certificate(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
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print(e.error_code)
print(e.error_msg)

Go

Modifying the name and description of a certificate
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak := 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdateCertificateRequest{}
descriptionCertificate:= "Update my Certificate."
nameCertificate:= "My Certificate"
certificatebody := &model.UpdateCertificateOption{
Description: &descriptionCertificate,
Name: &nameCertificate,
}
request.Body = &model.UpdateCertificateRequestBody{
Certificate: certificatebody,
}
response, err := client.UpdateCertificate(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.
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Status Codes

Error Codes

Status Description
Code
200 Successful request.

See Error Codes.

4.7.5 Deleting a Certificate

Function

Constraints

This API is used to delete an SSL certificate.

If the certificate is used by a listener, the certificate cannot be deleted, and the

409 Conflict error code will be displayed.

Calling Method

For details, see Calling APIs.

URI

DELETE /v3/{project_id}/elb/certificates/{certificate_id}

Table 4-158 Path Parameters

Parameter Mandatory Type Description
project_id Yes String Specifies the project ID.
certificate_id Yes String Specifies a certificate ID.

Request Parameters

Table 4-159 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Specifies the token used for
IAM authentication.
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Response Parameters

None

Example Requests

Deleting an SSL certificate
DELETE https://{ELB_Endpoint}/v3/99a3fff0d03c428eac3678daba7d0f24/elb/certificates/

233a325e5e3e4ce8beeb320aa714cc12

Example Responses

None

SDK Sample Code

Java

The SDK sample code is as follows.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class DeleteCertificateSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
DeleteCertificateRequest request = new DeleteCertificateRequest();
try {
DeleteCertificateResponse response = client.deleteCertificate(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
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Python

Go

System.out.println(e.getErrorMsg());
}
}
}

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = DeleteCertificateRequest()
response = client.delete_certificate(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
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WithCredential(auth).
Build())

request := &model.DeleteCertificateRequest{}
response, err := client.DeleteCertificate(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
204 Successful request.

Error Codes

See Error Codes.

4.8 Security Policy

4.8.1 Creating a Custom Security Policy

Function

This API is used to create a custom security policy. If you need a custom security
policy, you need to specify security_policy_id when you add an HTTPS listener to
your load balancer.

Calling Method
For details, see Calling APIs.

URI
POST /v3/{project_id}/elb/security-policies

Table 4-160 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.
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Request Parameters

Table 4-161 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Specifies the token used for
IAM authentication.

Table 4-162 Request body parameters

Parameter

Mandatory

Type

Description

security_polic
y

Yes

CreateSecurit
yPolicyOptio
n object

Specifies the custom security
policy.

Table 4-163 CreateSecurityPolicyOption

Parameter

Mandatory

Type

Description

name

No

String

Specifies the name of the
custom security policy. The

default value is "".
Minimum: 0
Maximum: 255

description

No

String

Provides supplementary
information about the custom
security policy. The default

value is "".
Minimum: 0
Maximum: 255

enterprise_pro
ject_id

No

String

Specifies the enterprise project
ID.

protocols

Yes

Array of
strings

Lists the TLS protocols
supported by the custom
security policy. Value options:
TLSv1, TLSv1.1, TLSv1.2, and
TLSv1.3.

Array Length: 1 -5
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Parameter

Mandatory

Type

Description

ciphers

Yes

Array of
strings

Lists the cipher suites
supported by the custom
security policy. The following
cipher suites are supported:
ECDHE-RSA-AES256-GCM-
SHA384,ECDHE-RSA-AES128-
GCM-SHA256,ECDHE-ECDSA-
AES256-GCM-SHA384,ECDHE-
ECDSA-AES128-GCM-
SHA256,AES128-GCM-
SHA256,AES256-GCM-
SHA384,ECDHE-ECDSA-
AES128-SHA256,ECDHE-RSA-
AES128-SHA256,AES128-
SHA256,AES256-
SHA256,ECDHE-ECDSA-
AES256-SHA384,ECDHE-RSA-
AES256-SHA384,ECDHE-
ECDSA-AES128-SHA ECDHE-
RSA-AES128-SHA, ECDHE-RSA-
AES256-SHA ECDHE-ECDSA-
AES256-SHA,AES128-
SHA,AES256-
SHA,CAMELLIA128-SHA, DES-
CBC3-SHA,CAMELLIA256-
SHA ECDHE-RSA-CHACHA20-
POLY1305,ECDHE-ECDSA-
CHACHA20-
POLY1305,TLS_AES_128_GCM_
SHA256,TLS_AES_256_GCM_S
HA384,TLS_CHACHA20_POLY1
305_SHA256,TLS_AES_128_CC
M_SHA256,TLS_AES_128_CCM
_8_SHA256

Note:

e The protocol and cipher
suite must match. At least
one cipher suite must
match the protocol.

e You can match the protocol
and cipher suite based on
system security policy.

Array Length: 1 - 30

Response Parameters

Status code

1201

Issue 07 (2022-01-05)

Copyright © Huawei Technologies Co., Ltd. 235



Elastic Load Balance
API Reference 4 APIs (V3)

Table 4-164 Response body parameters

Parameter Type Description

security_polic | SecurityPolic | Lists the security policies.

y y object

request_id String Specifies the request ID. The value is

automatically generated.

Table 4-165 SecurityPolicy

Parameter Type Description
id String Specifies the ID of the custom security policy.
project_id String Specifies the project ID of the custom security
policy.
name String Specifies the name of the custom security
policy.
description String Provides supplementary information about the
custom security policy.
listeners Array of Specifies the listeners that use the custom
ListenerRef security policies.
objects
protocols Array of Lists the TLS protocols supported by the
strings custom security policy.
ciphers Array of Lists the cipher suites supported by the custom
strings security policy.
created_at String Specifies the time when the custom security

policy was created.

updated_at String Specifies the time when the custom security
policy was updated.

Table 4-166 ListenerRef

Parameter Type Description

id String Specifies the listener ID.

Example Requests

Creating a custom security policy and specifying the TLS protocol and cipher suite

POST https://{ELB_Endpoint}/v3/7a9941d34fc1497d8d0797429ecfd354/elb/security-policies
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{
"security_policy" : {
"name" : "test_1",
"description" : "test1",
"protocols" : [ "TLSv1.2", "TLSv1", "TLSv1.3" ],
"ciphers" : [ "ECDHE-ECDSA-AES128-SHA", "TLS_AES_128_GCM_SHA256",
"TLS_AES_128 CCM_8_SHA256" ]
}
}

Example Responses
Status code: 201

Normal response to POST requests.

{
"request_id" : "6b50d914-41f2-4e50-8929-e8a9837dbe75",
"security_policy" : {
"id" : "d74e27c9-4d60-427c-a11f-21142117c433",
"name" : "test_1",
"project_id" : "7a9941d34fc1497d8d0797429%ecfd354",
"description" : "test1",
"protocols" : [ "TLSv1.2", "TLSv1", "TLSv1.3" ],
"ciphers" : [ "ECDHE-ECDSA-AES128-SHA", "TLS_AES_128_GCM_SHA256",
"TLS_AES_128_CCM_8_SHA256" ],
"listeners" : [1,
"created_at" : "2021-03-26T01:33:12Z",
"updated_at" : "2021-03-26T01:33:12Z"
}
}

SDK Sample Code

The SDK sample code is as follows.

Java

Creating a custom security policy and specifying the TLS protocol and cipher suite

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class CreateSecurityPolicySolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
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.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()

.withCredential(auth)

.withRegion(ElbRegion.valueOf("<YOUR REGION>"))

.build();
CreateSecurityPolicyRequest request = new CreateSecurityPolicyRequest();
CreateSecurityPolicyRequestBody body = new CreateSecurityPolicyRequestBody();
List<CreateSecurityPolicyOption.CiphersEnum> listSecurityPolicyCiphers = new ArrayList<>();
listSecurityPolicyCiphers.add(CreateSecurityPolicyOption.CiphersEnum.fromValue ("ECDHE-ECDSA-

AES128-SHA"));

listSecurityPolicyCiphers.add(CreateSecurityPolicyOption.CiphersEnum.fromValue ("TLS_AES_128_GCM_SHA2
56"));

listSecurityPolicyCiphers.add(CreateSecurityPolicyOption.CiphersEnum.fromValue("TLS_AES_128_CCM_8_SHA
256"));
List<String> listSecurityPolicyProtocols = new ArrayList<>();
listSecurityPolicyProtocols.add ("TLSv1.2");
listSecurityPolicyProtocols.add ("TLSv1");
listSecurityPolicyProtocols.add ("TLSv1.3");
CreateSecurityPolicyOption securityPolicybody = new CreateSecurityPolicyOption();
securityPolicybody.withName("test_1")
.withDescription("test1")
.withProtocols(listSecurityPolicyProtocols)
.withCiphers(listSecurityPolicyCiphers);
body.withSecurityPolicy(securityPolicybody);
request.withBody(body);
try {
CreateSecurityPolicyResponse response = client.createSecurityPolicy(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Creating a custom security policy and specifying the TLS protocol and cipher suite
# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
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.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CreateSecurityPolicyRequest()
listCiphersSecurityPolicy = [
"ECDHE-ECDSA-AES128-SHA",
"TLS_AES_128_GCM_SHA256",
"TLS_AES_128_CCM_8_SHA256"

]

listProtocolsSecurityPolicy = [
"TLSv1.2",
"TLSv1",
"TLSv1.3"

]

securityPolicybody = CreateSecurityPolicyOption(
name="test_1",
description="test1",
protocols=LlistProtocolsSecurityPolicy,
ciphers=listCiphersSecurityPolicy

)

request.body = CreateSecurityPolicyRequestBody/(
security_policy=securityPolicybody

response = client.create_security_policy(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Creating a custom security policy and specifying the TLS protocol and cipher suite

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreateSecurityPolicyRequest{}
var listCiphersSecurityPolicy = [Jmodel.CreateSecurityPolicyOptionCiphers{
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model.GetCreateSecurityPolicyOptionCiphersEnum().ECDHE_ECDSA_AES128_SHA,
model.GetCreateSecurityPolicyOptionCiphersEnum().TLS_AES_128_GCM_SHA256,
model.GetCreateSecurityPolicyOptionCiphersEnum().TLS_AES_128_CCM_8_SHA256,
}
var listProtocolsSecurityPolicy = []string{
"TLSv1.2",
"TLSv1",
"TLSv1.3",
}
nameSecurityPolicy:= "test_1"
descriptionSecurityPolicy:= "test1"
securityPolicybody := &model.CreateSecurityPolicyOption{
Name: &nameSecurityPolicy,
Description: &descriptionSecurityPolicy,
Protocols: listProtocolsSecurityPolicy,
Ciphers: listCiphersSecurityPolicy,
}
request.Body = &model.CreateSecurityPolicyRequestBody{
SecurityPolicy: securityPolicybody,
}
response, err := client.CreateSecurityPolicy(request)
if err == nil {
fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
201 Normal response to POST requests.

Error Codes

See Error Codes.

4.8.2 Querying Custom Security Policies

Function

This API is used to query custom security policies.

Constraints
This API has the following constraints:

e Parameters marker, limit, and page_reverse are used for pagination query.

e Parameters marker and page_reverse take effect only when they are used
together with parameter limit.
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Calling Method
For details, see Calling APIs.

URI

GET /v3/{project_id}/elb/security-policies

Table 4-167 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Specifies the project ID.

Table 4-168 Query Parameters

Parameter

Mandatory

Type

Description

marker

No

String

Specifies the ID of the last
record on the previous page.

Note:

e This parameter must be
used together with limit.

e If this parameter is not
specified, the first page will
be queried.

e This parameter cannot be

left blank or set to an
invalid ID.

limit

No

Integer

Specifies the number of
records on each page.

Minimum: 0
Maximum: 2000
Default: 2000
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Parameter

Mandatory

Type

Description

page_reverse

No

Boolean

Specifies whether to use
reverse query. Values:

e true: Query the previous
page.

o false (default): Query the
next page.

Note:

e This parameter must be
used together with limit.

e If page_reverse is set to
true and you want to query
the previous page, set the
value of marker to the
value of previous_marker.

No

Array

Specifies the ID of the custom
security policy.

Multiple IDs can be queried in
the format of jd=xxx&id=xxx.

name

No

Array

Specifies the name of the
custom security policy.

Multiple names can be
queried in the format of
name=xxx&name=xxx.

description

No

Array

Provides supplementary
information about the custom
security policy.

Multiple descriptions can be
queried in the format of
description=xxx&description=x
XX.

protocols

No

Array

Specifies the TLS protocols
supported by the custom
security policy. (Multiple
protocols are separated using
spaces.)

Multiple protocols can be
queried in the format of
protocols=xxx&protocols=xxx.
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Parameter

Mandatory

Type

Description

ciphers

No

Array

Specifies the cipher suites
supported by the custom
security policy. (Multiple
cipher suites are separated
using colons.)

Multiple cipher suites can be
queried in the format of
ciphers=xxx&ciphers=xxx.

Request Parameters

Table 4-169 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Specifies the token used for
IAM authentication.

Response Parameters

Status code: 200

Table 4-170 Response body parameters

Parameter Type Description

security_polici | Array of Lists the security policies.

es SecurityPolic
y objects

request_id String Specifies the request ID. The value is

automatically generated.

page_info Pageinfo Shows pagination information.

object

Table 4-171 SecurityPolicy

Parameter Type Description

id String Specifies the ID of the custom security policy.

project_id String Specifies the project ID of the custom security
policy.
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Parameter Type Description
name String Specifies the name of the custom security
policy.
description String Provides supplementary information about the
custom security policy.
listeners Array of Specifies the listeners that use the custom
ListenerRef security policies.
objects
protocols Array of Lists the TLS protocols supported by the
strings custom security policy.
ciphers Array of Lists the cipher suites supported by the custom
strings security policy.
created_at String Specifies the time when the custom security

policy was created.

updated_at String Specifies the time when the custom security
policy was updated.

Table 4-172 ListenerRef

Parameter Type Description

id String Specifies the listener ID.

Table 4-173 Pagelnfo

Parameter Type Description

previous_mar | String Specifies the ID of the first record in the
ker pagination query result.

next_marker | String Specifies the ID of the last record in the

pagination query result.

current_count | Integer Specifies the number of records.

Example Requests

Querying custom security policies on each page

GET https://{ELB_Endpoint}/v3/7a9941d34fc1497d8d0797429ecfd354/elb/security-policies?limit=2

Example Responses
Status code: 200
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Successful request.

{
"request_id" : "88424a61-6fa1-4850-aa8b-ce31d78abcf2",
"security_policies" : [ {
"id" : "03cf511a-d130-445e-9b02-12d7049ddabf",
"name" : "test_security_policy",
"project_id" : "7a9941d34fc1497d8d0797429ecfd354",
"description" : "",
"protocols" : [ "TLSv1", "TLSv1.3" ],
"ciphers" : [ "AES128-SHA", "TLS_AES_128_GCM_SHA256", "TLS_AES_256_GCM_SHA384",
"TLS_CHACHA20_POLY1305_SHA256", "TLS_AES_128_CCM_SHA256", "TLS_AES_128_CCM_8_SHA256" ],
"listeners" : [ {
"id" : "6f7c0d75-81c4-4735-87a0-dc5df0f27f5a"
11
"created_at" : "2021-02-06T10:07:10Z",
"updated_at" : "2021-02-06T10:07:10Z"
3o
"id" : "04e5d426-628c-42db-867c-fcaefbed2cab”,
"name" : "update_securitypolicy",
"project_id" : "7a9941d34fc1497d8d0797429ecfd354",
"description" : "",
"protocols" : [ "TLSv1.2", "TLSv1.1", "TLSv1.3" ],
"ciphers" : [ "CAMELLIA128-SHA", "TLS_AES_256_GCM_SHA384", "TLS_CHACHA20_POLY1305_SHA256",
"TLS_AES_128_CCM_SHA256", "TLS_AES_128_CCM_8_SHA256" ],
"listeners" : [ {
"id" : "e19b7379-807e-47fb-b53d-46aff540580c"
11
"created_at" : "2021-02-06T10:01:58Z",
"updated_at" : "2021-03-20T07:18:59Z"
11
"page_info" : {
"next_marker" : "04e5d426-628c-42db-867c-fcaefbed2cab",
"previous_marker" : "03cf511a-d130-445e-9b02-12d7049ddabf",
"current_count" : 2
}
}

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class ListSecurityPoliciesSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");
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Python

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();

ListSecurityPoliciesRequest request = new ListSecurityPoliciesRequest();

request.withMarker("<marker>");

request.withLimit(<limit>);
request.withPageReverse(<page_reverse>);
request.withld();

request.withName();

request.withDescription();

request.withProtocols();

request.withCiphers();

try {

ListSecurityPoliciesResponse response = client.listSecurityPolicies(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListSecurityPoliciesRequest()
request.marker = "<marker>"
request.limit = <limit>
request.page_reverse = <PageReverse>
request.id =
request.name =
request.description =
request.protocols =
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Go

More

request.ciphers =
response = client.list_security_policies(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListSecurityPoliciesRequest{}
markerRequest:= "<marker>"

request.Marker = &markerRequest

limitRequest:= int32(<limit>)

request.Limit = &limitRequest
pageReverseRequest:= <page_reverse>
request.PageReverse = &pageReverseRequest
response, err := client.ListSecurityPolicies(request)

if err == nil {
fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}
}

For SDK sample code of more programming languages, see the Sample Code tab
in API Explorer. SDK sample code can be automatically generated.
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Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.8.3 Querying Details of a Custom Security Policy

Function

This API is used to query details of a custom security policy.

Calling Method

For details, see Calling APIs.

URI
GET /v3/{project_id}/elb/security-policies/{security_policy_id}

Table 4-174 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.
security_polic | Yes String Specifies the ID of the custom
y_id security policy.

Request Parameters

Table 4-175 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.

Response Parameters
Status code: 200
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Table 4-176 Response body parameters

Parameter Type Description

security_polic | SecurityPolic | This APl is used to query details of a custom
y y object security policy.

request_id String Specifies the request ID. The value is

automatically generated.

Table 4-177 SecurityPolicy

Parameter Type Description
id String Specifies the ID of the custom security policy.
project_id String Specifies the project ID of the custom security
policy.
name String Specifies the name of the custom security
policy.
description String Provides supplementary information about the
custom security policy.
listeners Array of Specifies the listeners that use the custom
ListenerRef security policies.
objects
protocols Array of Lists the TLS protocols supported by the
strings custom security policy.
ciphers Array of Lists the cipher suites supported by the custom
strings security policy.
created_at String Specifies the time when the custom security

policy was created.

updated_at String Specifies the time when the custom security
policy was updated.

Table 4-178 ListenerRef

Parameter Type Description

id String Specifies the listener ID.

Example Requests

Querying details of a custom security policy
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GET https://{ELB_Endpoint}/v3/7a9941d34fc1497d8d0797429ecfd354/elb/security-policies/
c73e0138-9bdc-40fb-951e-6a1598266¢ccd

Example Responses
Status code: 200

Successful request.
{

"security_policy" : {

"id" : "c73e0138-9bdc-40fb-951e-6a1598266ccd",

"name" : "update_securitypolicy",

"project_id" : "7a9941d34fc1497d8d0797429ecfd354",

"description" : "",

"protocols" : [ "TLSv1", "TLSv1.1", "TLSv1.2", "TLSv1.3" ],

"ciphers" : [ "AES128-SHA", "AES256-GCM-SHA384", "ECDHE-ECDSA-AES128-GCM-SHA256", "ECDHE-
RSA-AES256-GCM-SHA384", "ECDHE-RSA-AES256-SHA", "TLS_AES_128_GCM_SHA256",
"TLS_AES_256_GCM_SHA384", "TLS_CHACHA20_POLY1305_SHA256", "TLS_AES_128_CCM_SHA256",
"TLS_AES_128_CCM_8_SHA256" ],

"listeners" : [ {

"id" : "8e92b7c3-cdae-4039-aa62-c76d09a5950a"

11

"created_at" : "2021-03-20T09:48:14Z",

"updated_at" : "2021-03-20T12:45:50Z"

%
"request_id" : "dab5d1de-c115-4623-b21d-363478fa0af4"

}

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class ShowSecurityPolicySolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
ShowsSecurityPolicyRequest request = new ShowSecurityPolicyRequest();

Issue 07 (2022-01-05) Copyright © Huawei Technologies Co., Ltd. 250



Elastic Load Balance

API Reference

4 APIs (V3)

Python

Go

try {
ShowsSecurityPolicyResponse response = client.showSecurityPolicy(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ShowSecurityPolicyRequest()
response = client.show_security_policy(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
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example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ShowSecurityPolicyRequest{}
response, err := client.ShowSecurityPolicy(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.8.4 Updating a Custom Security Policy

Function

This API is used to update a custom security policy.

Constraints

If protocols or ciphers is updated, the modification takes effect immediately on
all listeners that use the custom security policy. Updating other fields does not
affect the listeners.

Calling Method

For details, see Calling APIs.
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URI

PUT /v3/{project_id}/elb/security-policies/{security_policy_id}

Table 4-179 Path Parameters

y_id

Parameter Mandatory Type Description
project_id Yes String Specifies the project ID.
security_polic | Yes String Specifies the ID of the custom

security policy.

Request Parameters

Table 4-180 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Specifies the token used for
IAM authentication.

Table 4-181 Request body parameters

Parameter Mandatory Type Description
security_polic | Yes UpdateSecuri | Specifies the custom security
y tyPolicyOptio | policy to be updated.

n object

Table 4-182 UpdateSecurityPolicyOption

Parameter Mandatory Type Description

name No String Specifies the name of the
custom security policy.
Minimum: 0
Maximum: 255

description No String Provides supplementary

information about the custom
security policy.

Minimum: 0
Maximum: 255
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Parameter Mandatory Type Description
protocols No Array of Lists the TLS protocols
strings supported by the custom

security policy. Value options:
TLSv1, TLSv1.1, TLSv1.2, and
TLSv1.3

Array Length: 1 -5
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Parameter Mandatory Type Description
ciphers No Array of Lists the cipher suites
strings supported by the custom

security policy. The following
cipher suites are supported:

ECDHE-RSA-AES256-GCM-
SHA384,ECDHE-RSA-AES128-
GCM-SHA256,ECDHE-ECDSA-
AES256-GCM-SHA384,ECDHE-
ECDSA-AES128-GCM-
SHA256,AES128-GCM-
SHA256,AES256-GCM-
SHA384,ECDHE-ECDSA-
AES128-SHA256,ECDHE-RSA-
AES128-SHA256,AES128-
SHA256,AES256-
SHA256,ECDHE-ECDSA-
AES256-SHA384,ECDHE-RSA-
AES256-SHA384,ECDHE-
ECDSA-AES128-SHA,ECDHE-
RSA-AES128-SHA,ECDHE-RSA-
AES256-SHA,ECDHE-ECDSA-
AES256-SHA,AES128-
SHA,AES256-
SHA,CAMELLIA128-SHA,DES-
CBC3-SHA,CAMELLIA256-
SHA,ECDHE-RSA-CHACHA20-
POLY1305,ECDHE-ECDSA-
CHACHA20-
POLY1305,TLS_AES_128_GCM_
SHA256,TLS_AES_256_GCM_S
HA384,TLS_CHACHA20_POLY1
305_SHA256,TLS_AES_128_CC
M_SHA256,TLS_AES_128_CCM
_8 SHA256

Note:

e The protocol and cipher
suite must match. At least
one cipher suite must
match the protocol.

e You can match the protocol

and cipher suite based on
system security policy.

Array Length: 1 - 30

Response Parameters

Status code

: 200
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Table 4-183 Response body parameters

Parameter Type Description

security_polic | SecurityPolic | Specifies the custom security policy that has
y y object been updated.

request_id String Specifies the request ID. The value is

automatically generated.

Table 4-184 SecurityPolicy

Parameter Type Description
id String Specifies the ID of the custom security policy.
project_id String Specifies the project ID of the custom security
policy.
name String Specifies the name of the custom security
policy.
description String Provides supplementary information about the
custom security policy.
listeners Array of Specifies the listeners that use the custom
ListenerRef security policies.
objects
protocols Array of Lists the TLS protocols supported by the
strings custom security policy.
ciphers Array of Lists the cipher suites supported by the custom
strings security policy.
created_at String Specifies the time when the custom security

policy was created.

updated_at String Specifies the time when the custom security
policy was updated.

Table 4-185 ListenerRef

Parameter Type Description

id String Specifies the listener ID.

Example Requests

Changing the TLS protocol and cipher suite used by a custom security policy

PUT https://{ELB_Endpoint}/v3/7a9941d34fc1497d8d0797429ecfd354/elb/security-policies/
c73e0138-9bdc-40fb-951e-6a1598266ccd
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{
"security_policy" : {
"name" : "update_securitypolicy",
"protocols" : [ "TLSv1.2", "TLSv1.1", "TLSv1.3" ],
"ciphers" : [ "CAMELLIA128-SHA", "TLS_CHACHA20_POLY1305_SHA256", "TLS_AES_128_CCM_SHA256",
"TLS_AES_128_CCM_8_SHA256" ]
}
}

Example Responses
Status code: 200

Successful request.

{
"request_id" : "7fa73388-06b7-476d-9b0b-64f83de86ed4",
"security_policy" : {
"id" : "c73e0138-9bdc-40fb-951e-6a1598266¢cd",
"name" : "update_securitypolicy",
"project_id" : "7a9941d34fc1497d8d0797429ecfd354",
"description" : "",
"protocols" : [ "TLSv1.2", "TLSv1.1", "TLSv1.3" ],
"ciphers" : [ "CAMELLIA128-SHA", "TLS_CHACHA20_POLY1305_SHA256", "TLS_AES_128_CCM_SHA256",
"TLS_AES_128 CCM_8_SHA256" ],
"listeners" : [ {
"id" : "8e92b7c3-cdae-4039-aa62-c76d09a5950a"
11
"created_at" : "2021-03-20T09:48:14Z",
"updated_at" : "2021-03-26T01:30:31Z"
}
}

SDK Sample Code

The SDK sample code is as follows.

Java

Changing the TLS protocol and cipher suite used by a custom security policy

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class UpdateSecurityPolicySolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");
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Python

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()

.withCredential(auth)

.withRegion(ElbRegion.valueOf("<YOUR REGION>"))

.build();
UpdateSecurityPolicyRequest request = new UpdateSecurityPolicyRequest();
UpdateSecurityPolicyRequestBody body = new UpdateSecurityPolicyRequestBody();
List<UpdateSecurityPolicyOption.CiphersEnum> listSecurityPolicyCiphers = new ArrayList<>();
listSecurityPolicyCiphers.add(UpdateSecurityPolicyOption.CiphersEnum.fromValue ("CAMELLIA128-

SHA"));

listSecurityPolicyCiphers.add(UpdateSecurityPolicyOption.CiphersEnum.fromValue("TLS_CHACHA20_POLY13
05_SHA256"));

listSecurityPolicyCiphers.add(UpdateSecurityPolicyOption.CiphersEnum.fromValue("TLS_AES_128_CCM_SHA2
56"));

listSecurityPolicyCiphers.add(UpdateSecurityPolicyOption.CiphersEnum.fromValue("TLS_AES_128_CCM_8_SH
A256"));
List<String> listSecurityPolicyProtocols = new ArrayList<>();
listSecurityPolicyProtocols.add ("TLSv1.2");
listSecurityPolicyProtocols.add ("TLSv1.1");
listSecurityPolicyProtocols.add ("TLSv1.3");
UpdateSecurityPolicyOption securityPolicybody = new UpdateSecurityPolicyOption();
securityPolicybody.withName("update_securitypolicy")
.withProtocols(listSecurityPolicyProtocols)
.withCiphers(listSecurityPolicyCiphers);
body.withSecurityPolicy(securityPolicybody);
request.withBody(body);
try {
UpdateSecurityPolicyResponse response = client.updateSecurityPolicy(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Changing the TLS protocol and cipher suite used by a custom security policy
# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")
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credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = UpdateSecurityPolicyRequest()
listCiphersSecurityPolicy = [
"CAMELLIA128-SHA",
"TLS_CHACHA20_POLY1305_SHA256",
"TLS_AES_128_CCM_SHA256",
"TLS_AES_128_CCM_8_SHA256"
]
listProtocolsSecurityPolicy = [
"TLSv1.2",
"TLSv1.1",
"TLSv1.3"
]
securityPolicybody = UpdateSecurityPolicyOption(
name="update_securitypolicy",
protocols=LlistProtocolsSecurityPolicy,
ciphers=listCiphersSecurityPolicy
)
request.body = UpdateSecurityPolicyRequestBody/(
security_policy=securityPolicybody
)
response = client.update_security_policy(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

Changing the TLS protocol and cipher suite used by a custom security policy

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
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Build())

request := &model.UpdateSecurityPolicyRequest{}

var listCiphersSecurityPolicy = [Jmodel.UpdateSecurityPolicyOptionCiphers{
model.GetUpdateSecurityPolicyOptionCiphersEnum().CAMELLIA128_SHA,
model.GetUpdateSecurityPolicyOptionCiphersEnum().TLS_CHACHA20_POLY1305_SHA256,
model.GetUpdateSecurityPolicyOptionCiphersEnum().TLS_AES_128 CCM_SHA256,
model.GetUpdateSecurityPolicyOptionCiphersEnum().TLS_AES_128 CCM_8_SHA256,

}

var listProtocolsSecurityPolicy = []string{
"TLSv1.2",
"TLSv1.1",
"TLSv1.3",

}

nameSecurityPolicy:= "update_securitypolicy"

securityPolicybody := &model.UpdateSecurityPolicyOption{
Name: &nameSecurityPolicy,
Protocols: &listProtocolsSecurityPolicy,
Ciphers: &listCiphersSecurityPolicy,

}

request.Body = &model.UpdateSecurityPolicyRequestBody{
SecurityPolicy: securityPolicybody,

}

response, err := client.UpdateSecurityPolicy(request)

if err == nil {
fmt.Printf("%+v\n", response)

} else {
fmt.Println(err)

}

}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.8.5 Deleting a Custom Security Policy

Function

This API is used to delete a custom security policy.

Constraints

A custom security policy that has been used by a listener cannot be deleted.
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Calling Method
For details, see Calling APIs.

URI

DELETE /v3/{project_id}/elb/security-policies/{security_policy_id}

Table 4-186 Path Parameters

y_id

security policy.

Parameter Mandatory Type Description
project_id Yes String Specifies the project ID.
security_polic | Yes String Specifies the ID of the custom

Request Parameters

Table 4-187 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Specifies the token used for

IAM authentication.

Response Parameters

None

Example Requests

Deleting a custom security policy

DELETE https://{ELB_Endpoint}/v3/45977fa2dbd7482098dd68d0d8970117/elb/security-policies/

8722e0e0-9¢cc9-4490-9660-8c9a5732fbb0

Example Responses

None

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;
import com.huaweicloud.sdk.core.exception.ConnectionException;
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Python

import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.*;

import com.huaweicloud.sdk.elb.v3.model.*;

public class DeleteSecurityPolicySolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
DeleteSecurityPolicyRequest request = new DeleteSecurityPolicyRequest();
try {
DeleteSecurityPolicyResponse response = client.deleteSecurityPolicy(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()
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Go

More

Status Codes

try:
request = DeleteSecurityPolicyRequest()
response = client.delete_security_policy(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeleteSecurityPolicyRequest{}
response, err := client.DeleteSecurityPolicy(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)

}
}

For SDK sample code of more programming languages, see the Sample Code tab
in API Explorer. SDK sample code can be automatically generated.

Status Description
Code
204 Successful request.
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Error Codes

See Error Codes.

4.8.6 Querying System Security Policies

Function
This APl is used to query system security policies.

System security policies are available to all users and cannot be created or
modified.

Calling Method

For details, see Calling APIs.

URI

GET /v3/{project_id}/elb/system-security-policies

Table 4-188 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.

Request Parameters

Table 4-189 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.

Response Parameters
Status code: 200

Table 4-190 Response body parameters

Parameter Type Description
system_securi | Array of Lists system security policies.
ty_policies SystemSecuri

tyPolicy

objects
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Parameter Type Description
request_id String Specifies the request ID. The value is
automatically generated.

Table 4-191 SystemSecurityPolicy

Parameter Type Description

name String Specifies the name of the system security
policy.

protocols String Lists the TLS protocols supported by the

system security policy.

ciphers String Lists the cipher suites supported by the system
security policy.

project_id String Specifies the project ID.

Example Requests

Querying system security policies

GET https://{ELB_Endpoint}/v3/7a9941d34fc1497d8d0797429ecfd354/elb/system-security-policies

Example Responses
Status code: 200

Successful request.

{
"request_id" : "fa83d976-e617-4a96-9a43-5bdb33011f30",
"system_security_policies" : [ {

"name" : "tls-1-0",

"project_id" : "7a9941d34fc1497d8d0797429ecfd354",

"protocols" : "TLSv1.2 TLSv1.1 TLSv1",

"ciphers" : "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES128-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-ECDSA-AES128-SHA:ECDHE-ECDSA-AES256-
SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:AES128-GCM-SHA256:AES256-
GCM-SHA384:ECDHE-RSA-AES128-SHA256:AES128-SHA256:AES256-SHA256:ECDHE-RSA-AES256-
SHA384:ECDHE-RSA-AES128-SHA:ECDHE-RSA-AES256-SHA:AES128-SHA:AES256-SHA"

Ao

"name" : "tls-1-0-inherit",

"project_id" : "7a9941d34fc1497d8d0797429ecfd354",

"protocols" : "TLSv1.2 TLSv1.1 TLSv1",

"ciphers" : "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES128-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-ECDSA-AES128-SHA:ECDHE-ECDSA-AES256-
SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:AES128-GCM-SHA256:AES256-
GCM-SHA384:ECDHE-RSA-AES128-SHA256:AES128-SHA256:AES256-SHA256:ECDHE-RSA-AES256-
SHA384:ECDHE-RSA-AES128-SHA:DHE-RSA-AES128-SHA:ECDHE-RSA-AES256-SHA:AES128-SHA:AES256-
SHA:DHE-DSS-AES128-SHA:CAMELLIA128-SHA:EDH-RSA-DES-CBC3-SHA:DES-CBC3-SHA:ECDHE-RSA-RC4-
SHA:RC4-SHA:DHE-RSA-AES256-SHA:DHE-DSS-AES256-SHA:DHE-RSA-CAMELLIA256-SHA:DHE-DSS-
CAMELLIA256-SHA:CAMELLIA256-SHA:EDH-DSS-DES-CBC3-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-DSS-
CAMELLIA128-SHA"

Ao

"name" : "tls-1-1",
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"project_id" : "7a9941d34fc1497d8d0797429ecfd354",

"protocols" : "TLSv1.2 TLSv1.1",

"ciphers" : "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES128-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-ECDSA-AES128-SHA:ECDHE-ECDSA-AES256-
SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:AES128-GCM-SHA256:AES256-
GCM-SHA384:ECDHE-RSA-AES128-SHA256:AES128-SHA256:AES256-SHA256:ECDHE-RSA-AES256-
SHA384:ECDHE-RSA-AES128-SHA:ECDHE-RSA-AES256-SHA:AES128-SHA:AES256-SHA"

3 A

"name" : "tls-1-2",

"project_id" : "7a9941d34fc1497d8d0797429ecfd354",

"protocols" : "TLSv1.2",

"ciphers" : "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES128-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-ECDSA-AES128-SHA:ECDHE-ECDSA-AES256-
SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:AES128-GCM-SHA256:AES256-
GCM-SHA384:ECDHE-RSA-AES128-SHA256:AES128-SHA256:AES256-SHA256:ECDHE-RSA-AES256-
SHA384:ECDHE-RSA-AES128-SHA:ECDHE-RSA-AES256-SHA:AES128-SHA:AES256-SHA"

3

"name" : "tls-1-2-strict",

"project_id" : "7a9941d34fc1497d8d0797429ecfd354",

"protocols" : "TLSv1.2",

"ciphers" : "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES128-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-
GCM-SHA256:AES128-GCM-SHA256:AES256-GCM-SHA384:ECDHE-RSA-AES128-SHA256:AES128-
SHA256:AES256-SHA256:ECDHE-RSA-AES256-SHA384"

3

"name" : "tls-1-2-fs",

"project_id" : "7a9941d34fc1497d8d0797429ecfd354",

"protocols" : "TLSv1.2",

"ciphers" : "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES128-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-
GCM-SHA256:ECDHE-RSA-AES128-SHA256:ECDHE-RSA-AES256-SHA384"

3 A

"name" : "tls-1-0-with-1-3",

"project_id" : "7a9941d34fc1497d8d0797429ecfd354",

"protocols" : "TLSv1.3 TLSv1.2 TLSv1.1 TLSv1",

"ciphers" : "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES128-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-ECDSA-AES128-SHA:ECDHE-ECDSA-AES256-
SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:AES128-GCM-SHA256:AES256-
GCM-SHA384:ECDHE-RSA-AES128-SHA256:AES128-SHA256:AES256-SHA256:ECDHE-RSA-AES256-
SHA384:ECDHE-RSA-AES128-SHA:ECDHE-RSA-AES256-SHA:AES128-SHA:AES256-
SHA:TLS_AES_128_GCM_SHA256:TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_AES_1
28_CCM_SHA256:TLS_AES_128 CCM_8_SHA256"

3 A

"name" : "tls-1-2-fs-with-1-3",

"project_id" : "7a9941d34fc1497d8d0797429ecfd354",

"protocols" : "TLSv1.3 TLSv1.2",

"ciphers" : "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES128-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-
GCM-SHA256:ECDHE-RSA-AES128-SHA256:ECDHE-RSA-AES256-
SHA384:TLS_AES_128_GCM_SHA256:TLS_AES_256_GCM_SHA384:TLS_CHACHA20_POLY1305_SHA256:TLS_A
ES_128_CCM_SHA256:TLS_AES_128_CCM_8_SHA256"

3 A

"name" : "hybrid-policy-1-0",

"project_id" : "7a9941d34fc1497d8d0797429ecfd354",

"protocols" : "TLSv1.2 TLSv1.1",

"ciphers" : "ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-GCM-SHA256:ECDHE-ECDSA-
AES128-SHA256:ECDHE-ECDSA-AES256-SHA384:ECDHE-ECDSA-AES128-SHA:ECDHE-ECDSA-AES256-
SHA:ECDHE-RSA-AES256-GCM-SHA384:ECDHE-RSA-AES128-GCM-SHA256:AES128-GCM-SHA256:AES256-
GCM-SHA384:ECDHE-RSA-AES128-SHA256:AES128-SHA256:AES256-SHA256:ECDHE-RSA-AES256-
SHA384:ECDHE-RSA-AES128-SHA:ECDHE-RSA-AES256-SHA:AES128-SHA:AES256-SHA"

]
}

SDK Sample Code

The SDK sample code is as follows.
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Java

Python

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class ListSystemSecurityPoliciesSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
ListSystemSecurityPoliciesRequest request = new ListSystemSecurityPoliciesRequest();
try {
ListSystemSecurityPoliciesResponse response = client.listSystemSecurityPolicies(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__ =="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")
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credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = ListSystemSecurityPoliciesRequest()
response = client.list_system_security_policies(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go
package main
import (

"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)
func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().

WithAk(ak).

WithSk(sk).

Build()

client := elb.NewElbClient(

elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ListSystemSecurityPoliciesRequest{}

response, err := client.ListSystemSecurityPolicies(request)

if err == nil {

fmt.Printf("%+v\n", response)
} else {
fmt.Println(err)
}
}
More

For SDK sample code of more programming languages, see the Sample Code tab
in API Explorer. SDK sample code can be automatically generated.
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Status Codes

Status
Code

Description

200

Successful request.

Error Codes

See Error Codes.

4.9 IP Address Group

4.9.1 Creating an IP Address Group

Function

This API is used to create an IP address group. The IP address can contain IP
addresses or CIDR blocks, and both IPv4 and IPv6 addresses are supported. 0.0.0.0
will be considered the same as 0.0.0.0/32. If you enter both 0.0.0.0 and 0.0.0.0/32,
only one will be kept. 0:0:0:0:0:0:0:1 will be considered the same as ::1 and ::1/128.
If you enter 0:0:0:0:0:0:0:1, :1 and ::1/128, only one will be kept.

Calling Method

For details, see Calling APIs.

URI

POST /v3/{project_id}/elb/ipgroups

Table 4-192 Path Parameters

Parameter

Mandatory

Type

Description

project_id

Yes

String

Specifies the project ID.

Request Parameters

Table 4-193 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token | Yes

String

Specifies the token used for
IAM authentication.
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Table 4-194 Request body parameters

Parameter Mandatory Type Description

ipgroup Yes CreatelpGrou | Specifies the request body for
pOption creating an IP address group.
object

Table 4-195 CreatelpGroupOption

Parameter

Mandatory

Type

Description

project_id

No

String

Specifies the project ID of the
IP address group.

Minimum: 32
Maximum: 32

description

No

String

Provides supplementary
information about the IP
address group.

Minimum: 0
Maximum: 255

name

No

String

Specifies the IP address group
name.

Minimum: 0
Maximum: 255

ip_list

Yes

Array of
CreatelpGrou
plpOption
objects

Specifies the IP addresses or
CIDR blocks in the IP address
group. [] indicates any IP
address.

Array Length: 0 - 300

enterprise_pro
ject_id

No

String

Specifies the ID of the
enterprise project that the IP
address group belongs to.

Table 4-196 CreatelpGrouplpOption

Parameter

Mandatory

Type

Description

ip

Yes

String

Specifies the IP addresses in
the IP address group. Both
IPv4 and IPv6 are supported.
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Parameter Mandatory Type Description
description No String Provides remarks about the IP
address group.
Minimum: 0
Maximum: 255

Response Parameters
Status code: 201

Table 4-197 Response body parameters

Parameter Type Description
ipgroup IpGroup Specifies the response body for creating an IP
object address group.
request_id String Specifies the request ID. The value is
automatically generated.

Table 4-198 IpGroup

Parameter Type Description
created_at String Specifies the time when the IP address group
was created.
description String Provides supplementary information about the
IP address group.
id String Specifies the ID of the IP address group.
ip_list Array of Specifies the IP addresses or CIDR blocks in the
IpInfo objects | IP address group. [] indicates any IP address.
Array Length: 0 - 300
listeners Array of Lists the IDs of listeners with which the IP
ListenerRef address group is associated.
objects
name String Specifies the IP address group name.
project_id String Specifies the project ID of the IP address group.
updated_at String Specifies the time when the IP address group
was updated.
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Table 4-199 Ipinfo

Parameter Type Description

ip String Specifies the IP addresses in the IP address
group.

description String Provides remarks about the IP address group.
Minimum: 0
Maximum: 255

Table 4-200 ListenerRef

Parameter Type Description

id String Specifies the listener ID.

Example Requests

Creating an IP address group and specifying IP addresses
POST https://{ELB_Endpoint}/v3/45977fa2dbd7482098dd68d0d8970117/elb/ipgroups

{
"ipgroup" : {
"name" : "test_ipg",
"ip_list" : [ {
"ip" : "192.168.1.123"

1A
"ip" : "192.168.3.0/24",
"description" : "test_ip"

{
"ip" : "2001:0DB8:02de:0000:0000:0000:0000:0e13"
1]

Example Responses
Status code: 201

Normal response to POST requests.

{
"ipgroup" : {
"description" : "",
"id" : "8722e0e0-9cc9-4490-9660-8c9a5732fbb0",
"name" : "test_ipg",
"project_id" : "45977fa2dbd7482098dd68d0d8970117",
"ip_list" : [ {
"ip" : "192.168.1.123",
"description" : ""
1A
"ip" :"192.168.3.0/24",
"description" : "test_ip"
11
"listeners" : [ {
"id" : "88f9c079-29cb-435a-b98f-0c5c0b90c2bd"
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I
"id" : "2f4c9644-d5d2-4cf8-a3c0-944239a4f58¢"
jap
"created_at" : "2018-01-16T03:19:16",
"updated_at" : "2018-01-16T03:19:16"
}
}

SDK Sample Code

The SDK sample code is as follows.

Java

Creating an IP address group and specifying IP addresses
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class CreatelpGroupSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
CreatelpGroupRequest request = new CreatelpGroupRequest();
CreatelpGroupRequestBody body = new CreatelpGroupRequestBody();
List<CreatelpGrouplpOption> listlpgrouplpList = new ArrayList<>();
listlpgrouplpList.add(
new CreatelpGrouplpOption()
withlp("192.168.1.123")
)i
listlpgrouplpList.add(
new CreatelpGrouplpOption()
withlp("192.168.3.0/24")
.withDescription("test_ip")
)i
listlpgrouplpList.add(
new CreatelpGrouplpOption()
.withlp("2001:0DB8:02de:0000:0000:0000:0000:0e13")
)i
CreatelpGroupOption ipgroupbody = new CreatelpGroupOption();
ipgroupbody.withName("test_ipg")
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Python

Creating an IP address group and specifying IP addresses

.withlpList(listipgrouplpList);
body.withlpgroup(ipgroupbody);
request.withBody(body);
try {

CreatelpGroupResponse response = client.createlpGroup(request);

System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__ ==

n n

__main_":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")
sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of ("<YOUR REGION>")) \
.build()

try:
request = CreatelpGroupRequest()
listlpListlpgroup = [
CreatelpGrouplpOption(
ip="192.168.1.123"
)I
CreatelpGrouplpOption(
ip="192.168.3.0/24",
description="test_ip"
)I
CreatelpGrouplpOption(
ip="2001:0DB8:02de:0000:0000:0000:0000:0e13"
)
1
ipgroupbody = CreatelpGroupOption(
name="test_ipg",
ip_list=listlpListlpgroup
)
request.body = CreatelpGroupRequestBody/(
ipgroup=ipgroupbody

response = client.create_ip_group(request)
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print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Go

Creating an IP address group and specifying IP addresses
package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.CreatelpGroupRequest{}
descriptionlpList:= "test_ip"
var listlpListlpgroup = [Jmodel.CreatelpGrouplpOption{

Ip: "192.168.1.123",
h
{

Ip: "192.168.3.0/24",
Description: &descriptionlpList,
%
{

Ip: "2001:0DB8:02de:0000:0000:0000:0000:0e13",
%
}
namelpgroup:= "test_ipg"
ipgroupbody := &model.CreatelpGroupOption{
Name: &namelpgroup,
IpList: listlpListlpgroup,

request.Body = &model.CreatelpGroupRequestBody{
Ipgroup: ipgroupbody,

response, err := client.CreatelpGroup(request)

if err == nil {
fmt.Printf("%+v\n", response)
}else {

fmt.Println(err)
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More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
201 Normal response to POST requests.

Error Codes

See Error Codes.

4.9.2 Querying IP Address Groups

Function

This API is used to query IP address groups.

Constraints
This API has the following constraints:

e Parameters marker, limit, and page_reverse are used for pagination query.

e Parameters marker and page_reverse take effect only when they are used
together with parameter limit.

Calling Method

For details, see Calling APIs.

URI
GET /v3/{project_id}/elb/ipgroups

Table 4-201 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.

Issue 07 (2022-01-05) Copyright © Huawei Technologies Co., Ltd. 276



https://console-intl.huaweicloud.com/apiexplorer/#/openapi/ELB/sdk?api=CreateIpGroup&version=v3

Elastic Load Balance
API Reference

4 APIs (V3)

Table 4-202 Query Parameters

Parameter

Mandatory

Type

Description

marker

No

String

Specifies the ID of the last
record on the previous page.

Note:

e This parameter must be
used together with limit.

e |If this parameter is not
specified, the first page will
be queried.

e This parameter cannot be

left blank or set to an
invalid ID.

limit

No

Integer

Specifies the number of
records on each page.

Minimum: 0
Maximum: 2000
Default: 2000

page_reverse

No

Boolean

Specifies whether to use
reverse query. Values:

e true: Query the previous
page.

o false (default): Query the
next page.

Note:

e This parameter must be
used together with limit.

e |f page_reverse is set to
true and you want to query
the previous page, set the
value of marker to the
value of previous_marker.

No

Array

Specifies the ID of the IP
address group.

name

No

Array

Specifies the name of the IP
address group.

description

No

Array

Provides supplementary
information about the IP
address group.

ip_list

No

Array

Lists the IP addresses in the IP
address group. Multiple IP
addresses are separated with
commas.
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Request Parameters

Table 4-203 Request header parameters

Parameter

Mandatory

Type Description

X-Auth-Token

Yes

String Specifies the token used for

IAM authentication.

Response Parameters

Status code: 200

Table 4-204 Response body parameters

Parameter Type Description

ipgroups Array of Lists the returned IP address groups.
IpGroup
objects

request_id String Specifies the request ID. The value is

automatically generated.

page_info Pagelnfo Shows pagination information.

object

Table 4-205 IpGroup

Parameter Type Description
created_at String Specifies the time when the IP address group
was created.
description String Provides supplementary information about the
IP address group.
id String Specifies the ID of the IP address group.
ip_list Array of Specifies the IP addresses or CIDR blocks in the
IpInfo objects | IP address group. [] indicates any IP address.
Array Length: 0 - 300
listeners Array of Lists the IDs of listeners with which the IP
ListenerRef address group is associated.
objects
name String Specifies the IP address group name.
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Parameter Type Description
project_id String Specifies the project ID of the IP address group.
updated_at String Specifies the time when the IP address group

was updated.

Table 4-206 Ipinfo

Parameter Type Description

ip String Specifies the IP addresses in the IP address
group.

description String Provides remarks about the IP address group.
Minimum: 0
Maximum: 255

Table 4-207 ListenerRef
Parameter Type Description
id String Specifies the listener ID.

Table 4-208 Pagelnfo

Parameter Type Description

previous_mar | String Specifies the ID of the first record in the

ker pagination query result.

next_marker | String Specifies the ID of the last record in the
pagination query result.

current_count | Integer Specifies the number of records.

Example Requests

Querying IP address groups on each page

GET https://{ELB_Endpoint}/v3/45977fa2dbd7482098dd68d0d8970117/elb/ipgroups?limit=1

Example Responses

Status code: 200

Successful request.

{
"ipgroups" : [ {
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"description" : "",
"id" : "8722e0e0-9cc9-4490-9660-8c9a5732fbb0",
"name" : "test_ipg",
"project_id" : "45977fa2dbd7482098dd68d0d8970117",
"ip_list" : [ {
"ip" : "192.168.1.123",
"description" : ""
I
"ip" : "192.168.3.0/24",
"description" : "test_ip"
11
"listeners" : [ {
"id" : "88f9c079-29cb-435a-b98f-0c5c0b90c2bd"

I

"id" : "2f4c9644-d5d2-4cf8-a3c0-944239a4f58¢"
I P
"created_at" : "2018-01-16T03:19:16",
"updated_at" : "2018-01-16T03:19:16"

11
"page_info" : {
"previous_marker" : "1d321f77-bc7b-45d3-9cfe-d7c0b65a3620",
"current_count” : 1
%,
"request_id" : "8d9f423c-8766-4b6a-9952-275a88ac1ce3"
}

SDK Sample Code

Java

The SDK sample code is as follows.

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class ListlpGroupsSolution {

public static void main(String[] args) {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running

this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
String ak = System.getenv("CLOUD_SDK_AK");
String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();

ListlpGroupsRequest request = new ListlpGroupsRequest();

request.withMarker("<marker>");

request.withLimit(<limit>);

Issue 07 (2022-01-05) Copyright © Huawei Technologies Co., Ltd.

280



Elastic Load Balance
API Reference

4 APIs (V3)

Python

request.withPageReverse(<page_reverse>);

request.withld();

request.withName();

request.withDescription();

request.withlpList();

try {

ListipGroupsResponse response = client.listlpGroups(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main__":
# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security

n n

risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this

example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

Go

ak = __import__('os').getenv("CLOUD_SDK_AK")
sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \

.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

request = ListlpGroupsRequest()
request.marker = "<marker>"
request.limit = <limit>
request.page_reverse = <PageReverse>
request.id =

request.name =

request.description =

request.ip_list =

response = client.list_ip_groups(request)
print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
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)

"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.
// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

}

More

ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().

WithRegion(region.ValueOf("<YOUR REGION>")).

WithCredential(auth).
Build())

request := &model.ListIpGroupsRequest{}
markerRequest:= "<marker>"
request.Marker = &markerRequest
limitRequest:= int32(<limit>)
request.Limit = &limitRequest
pageReverseRequest:= <page_reverse>
request.PageReverse = &pageReverseRequest
response, err := client.ListipGroups(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)
}

For SDK sample code of more programming languages, see the Sample Code tab

in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.
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4.9.3 Viewing Details of an IP Address Group

Function

This APl is used to view details of an IP address group.

Calling Method

For details, see Calling APIs.

URI
GET /v3/{project_id}/elb/ipgroups/{ipgroup_id}

Table 4-209 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.

ipgroup_id Yes String Specifies the ID of the IP
address group.

Request Parameters

Table 4-210 Request header parameters

Parameter

Mandatory

Type Description

X-Auth-Token

Yes

Specifies the token used for
IAM authentication.

String

Response Parameters

Status code: 200

Table 4-211 Response body parameters

Parameter Type Description
ipgroup IpGroup Specifies the IP address group.
object
request_id String Specifies the request ID. The value is
automatically generated.
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Table 4-212 IpGroup

Parameter Type Description

created_at String Specifies the time when the IP address group
was created.

description String Provides supplementary information about the
IP address group.

id String Specifies the ID of the IP address group.

ip_list Array of Specifies the IP addresses or CIDR blocks in the

IpInfo objects | IP address group. [] indicates any IP address.
Array Length: 0 - 300

listeners Array of Lists the IDs of listeners with which the IP
ListenerRef address group is associated.
objects
name String Specifies the IP address group name.
project_id String Specifies the project ID of the IP address group.
updated_at String Specifies the time when the IP address group

was updated.

Table 4-213 IpInfo

Parameter Type Description

ip String Specifies the IP addresses in the IP address
group.

description String Provides remarks about the IP address group.
Minimum: 0
Maximum: 255

Table 4-214 ListenerRef

Parameter Type Description

id String Specifies the listener ID.

Example Requests

Viewing details of an IP address group

GET https://{ELB_Endpoint}/v3/45977fa2dbd7482098dd68d0d8970117/elb/ipgroups/
8722e0e0-9cc9-4490-9660-8c9a5732fbb0
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Example Responses
Status code: 200

Successful request.

{
"ipgroup" : {
"description" : "",
"id" : "8722e0e0-9cc9-4490-9660-8c9a5732fbb0",
"name" : "test_ipg",
"project_id" : "45977fa2dbd7482098dd68d0d8970117",
"ip_list" : [ {
"ip" :"192.168.1.123",
"description" : ""
A
"ip" :"192.168.3.0/24",
"description" : "test_ip"
11
"listeners" : [ {
"id" : "88f9c079-29cb-435a-b98f-0c5c0b90c2bd"
A
"id" : "2f4c9644-d5d2-4cf8-a3c0-944239a4f58c"
11
"created_at" : "2018-01-16T03:19:16",
"updated_at" : "2018-01-16T03:19:16"

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class ShowlpGroupSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();

ShowlpGroupRequest request = new ShowlpGroupRequest();
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Python

Go

try {
ShowlpGroupResponse response = client.showlpGroup(request);
System.out.println(response.toString());

} catch (ConnectionException e) {
e.printStackTrace();

} catch (RequestTimeoutException e) {
e.printStackTrace();

} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

n n

if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = ShowlpGroupRequest()
response = client.show_ip_group(request)
print(response)
except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
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example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment
ak = 0s.Getenv("CLOUD_SDK_AK")
sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.ShowlpGroupRequest{}
response, err := client.ShowlpGroup(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in APl Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.9.4 Updating an IP Address Group

Function

This API is used to update an IP address group. All IP addresses in the IP address
group will be overwritten, and the IP addresses that are not included in the ip_list
parameter in the request body will be removed. The IP address can contain IP
addresses or CIDR blocks, and both IPv4 and IPv6 addresses are supported. 0.0.0.0
will be considered the same as 0.0.0.0/32. If you enter both 0.0.0.0 and 0.0.0.0/32,
only one will be kept. 0:0:0:0:0:0:0:1 will be considered the same as ::1 and ::1/128.
If you enter 0:0:0:0:0:0:0:1, :1 and ::1/128, only one will be kept.

Calling Method

For details, see Calling APIs.
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URI

PUT /v3/{project_id}/elb/ipgroups/{ipgroup_id}

Table 4-215 Path Parameters

Parameter Mandatory Type Description

ipgroup_id Yes String Specifies the ID of the IP
address group.

project_id Yes String Specifies the project ID.

Request Parameters

Table 4-216 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

Yes

String

Specifies the token used for
IAM authentication.

Table 4-217 Request body parameters

Parameter Mandatory Type Description

ipgroup Yes UpdatelpGro | Specifies the IP address group.
upOption
object

Table 4-218 UpdatelpGroupOption

Parameter

Mandatory

Type

Description

description

No

String

Provides supplementary
information about the IP
address group.

Minimum: 0
Maximum: 255

name

No

String

Specifies the IP address group
name.

Minimum: 0
Maximum: 255
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Parameter Mandatory Type Description
ip_Llist No Array of Lists the IP addresses in the IP
UpadatelpGr | address group.
ouplpOption | Array [ength: 0 - 300
objects

Table 4-219 UpadatelpGrouplpOption

Parameter

Mandatory

Type Description

ip

Yes

String Specifies the IP addresses in
the IP address group. Both
IPv4 and IPv6 are supported. If
the IP address already exists,
you can only update its

description.

description

No

Provides remarks about the IP
address group.

String

Minimum: 0
Maximum: 255

Response Parameters

Status code: 200

Table 4-220 Response body parameters

Parameter Type Description

ipgroup IpGroup Specifies the IP address group.
object

request_id String Specifies the request ID. The value is

automatically generated.

Table 4-221 IpGroup

Parameter Type Description

created_at String Specifies the time when the IP address group
was created.

description String Provides supplementary information about the
IP address group.

id String Specifies the ID of the IP address group.
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Parameter Type Description
ip_Llist Array of Specifies the IP addresses or CIDR blocks in the
IpInfo objects | IP address group. [] indicates any IP address.
Array Length: 0 - 300
listeners Array of Lists the IDs of listeners with which the IP
ListenerRef address group is associated.
objects
name String Specifies the IP address group name.
project_id String Specifies the project ID of the IP address group.
updated_at String Specifies the time when the IP address group
was updated.
Table 4-222 Ipinfo
Parameter Type Description
ip String Specifies the IP addresses in the IP address
group.
description String Provides remarks about the IP address group.
Minimum: 0
Maximum: 255
Table 4-223 ListenerRef
Parameter Type Description
id String Specifies the listener ID.

Example Requests

Changing all the IP addresses in an IP address group

PUT https://{ELB_Endpoint}/v3/45977fa2dbd7482098dd68d0d8970117/elb/ipgroups/
8722e0e0-9cc9-4490-9660-8c9a5732fbb0

{
"ipgroup" : {

"name" : "test_ipg",

"ip_list" : [ {

"ip" : "192.168.1.123"

o

"ip" :"192.168.3.0/24",
"description" : "test_ip"

1]
}
}

Issue 07 (2022-01-05)

Copyright © Huawei Technologies Co., Ltd. 290




Elastic Load Balance

API Reference

4 APIs (V3)

Example Responses

Status code: 200

Successful request.

{

"ipgroup" : {
"description" : "",
"id" : "8722e0e0-9cc9-4490-9660-8c9a5732fbb0",
"name" : "test_ipg",

"project_id" : "45977fa2dbd7482098dd68d0d8970117",
"ip_list" : [ {

"ip" : "192.168.1.123",

"description" : ""
e

"ip" : "192.168.3.0/24",

"description" : "test_ip"
jap
"listeners" : [ {

"id" : "88f9c079-29cb-435a-b98f-0c5c0b90c2bd"
e

"id" : "2f4c9644-d5d2-4cf8-a3c0-944239a4f58¢"
11
"created_at" : "2018-01-16T03:19:16",
"updated_at" : "2018-01-16T03:19:16"

SDK Sample Code

Java

The SDK sample code is as follows.

Changing all the IP addresses in an IP address group
package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

import java.util.List;
import java.util ArrayList;

public class UpdatelpGroupSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
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Python

.withCredential(auth)
.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
UpdatelpGroupRequest request = new UpdatelpGroupRequest();
UpdatelpGroupRequestBody body = new UpdatelpGroupRequestBody();
List<UpadatelpGrouplpOption> listlpgrouplpList = new ArrayList<>();
listlpgrouplpList.add(
new UpadatelpGrouplpOption()
withlp("192.168.1.123")
)
listlpgrouplpList.add(
new UpadatelpGrouplpOption()
withlp("192.168.3.0/24")
.withDescription("test_ip")
)
UpdatelpGroupOption ipgroupbody = new UpdatelpGroupOption();
ipgroupbody.withName("test_ipg")
.withlpList(listlpgrouplplList);
body.withlpgroup(ipgroupbody);
request.withBody(body);
try {
UpdatelpGroupResponse response = client.updatelpGroup(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

Changing all the IP addresses in an IP address group
# coding: utf-8

from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions

from huaweicloudsdkelb.v3 import *

if _name__=="__main_"

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \
.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

try:
request = UpdatelpGroupRequest ()
listlpListlpgroup = [
UpadatelpGrouplpOption(
ip="192.168.1.123"
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Go

),

UpadatelpGrouplpOption(
ip="192.168.3.0/24",
description="test_ip"

)

]

ipgroupbody = UpdatelpGroupOption(
name="test_ipg",
ip_list=listlpListIpgroup

request.body = UpdatelpGroupRequestBody (
ipgroup=ipgroupbody

response = client.update_ip_group(request)
print(response)

except exceptions.ClientRequestException as e:
print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)

Changing all the IP addresses in an IP address group

package main

import (
"fmt"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"
elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"
region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewElbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.UpdatelpGroupRequest{}
descriptionlpList:= "test_ip"
var listlpListlpgroup = [Jmodel.UpadatelpGrouplpOption{

Ip: "192.168.1.123",

’

{
Ip: "192.168.3.0/24",
Description: &descriptionlpList,
}I
}
namelpgroup:= "test_ipg"
ipgroupbody := &model.UpdatelpGroupOption{
Name: &namelpgroup,
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IpList: &listlpListlpgroup,

}

request.Body = &model.UpdatelpGroupRequestBody{
Ipgroup: ipgroupbody,

response, err := client.UpdatelpGroup(request)
if err == nil {

fmt.Printf("%+v\n", response)
} else {

fmt.Println(err)

}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in API Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
200 Successful request.

Error Codes

See Error Codes.

4.9.5 Deleting an IP Address Group

Function

This API is used to delete an IP address group.

Calling Method

For details, see Calling APIs.

URI
DELETE /v3/{project_id}/elb/ipgroups/{ipgroup_id}

Table 4-224 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.

ipgroup_id Yes String Specifies the ID of the IP
address group.
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Request Parameters

Table 4-225 Request header parameters

Parameter Mandatory Type Description

X-Auth-Token | Yes String Specifies the token used for
IAM authentication.

Response Parameters

None

Example Requests

Deleting an IP address group

DELETE https://{ELB_Endpoint}/v3/45977fa2dbd7482098dd68d0d8970117/elb/ipgroups/
8722e0e0-9cc9-4490-9660-8c9a5732fbb0

Example Responses

None

SDK Sample Code

The SDK sample code is as follows.

Java

package com.huaweicloud.sdk.test;

import com.huaweicloud.sdk.core.auth.ICredential;

import com.huaweicloud.sdk.core.auth.BasicCredentials;

import com.huaweicloud.sdk.core.exception.ConnectionException;
import com.huaweicloud.sdk.core.exception.RequestTimeoutException;
import com.huaweicloud.sdk.core.exception.ServiceResponseException;
import com.huaweicloud.sdk.elb.v3.region.ElbRegion;

import com.huaweicloud.sdk.elb.v3.%;

import com.huaweicloud.sdk.elb.v3.model.*;

public class DeletelpGroupSolution {

public static void main(String[] args) {

// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great
security risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or
environment variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running
this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

String ak = System.getenv("CLOUD_SDK_AK");

String sk = System.getenv("CLOUD_SDK_SK");

ICredential auth = new BasicCredentials()
.withAk(ak)
withSk(sk);

ElbClient client = ElbClient.newBuilder()
.withCredential(auth)
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.withRegion(ElbRegion.valueOf("<YOUR REGION>"))
.build();
DeletelpGroupRequest request = new DeletelpGroupRequest();
try {
DeletelpGroupResponse response = client.deletelpGroup(request);
System.out.println(response.toString());
} catch (ConnectionException e) {
e.printStackTrace();
} catch (RequestTimeoutException e) {
e.printStackTrace();
} catch (ServiceResponseException e) {
e.printStackTrace();
System.out.println(e.getHttpStatusCode());
System.out.println(e.getRequestld());
System.out.println(e.getErrorCode());
System.out.println(e.getErrorMsg());

}
}
}
Python
# coding: utf-8
from huaweicloudsdkcore.auth.credentials import BasicCredentials
from huaweicloudsdkelb.v3.region.elb_region import ElbRegion
from huaweicloudsdkcore.exceptions import exceptions
from huaweicloudsdkelb.v3 import *
if _name__=="__main__":

# The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

# In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = __import__('os').getenv("CLOUD_SDK_AK")

sk = __import__('os').getenv("CLOUD_SDK_SK")

credentials = BasicCredentials(ak, sk) \

client = ElbClient.new_builder() \

.with_credentials(credentials) \
.with_region(ElbRegion.value_of("<YOUR REGION>")) \
.build()

try:

request = DeletelpGroupRequest()
response = client.delete_ip_group(request)
print(response)

except exceptions.ClientRequestException as e:

print(e.status_code)
print(e.request_id)
print(e.error_code)
print(e.error_msg)
Go
package main
import (
"fmt"

"github.com/huaweicloud/huaweicloud-sdk-go-v3/core/auth/basic"

elb "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3"
"github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/model"

region "github.com/huaweicloud/huaweicloud-sdk-go-v3/services/elb/v3/region"

)

func main() {
// The AK and SK used for authentication are hard-coded or stored in plaintext, which has great security
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risks. It is recommended that the AK and SK be stored in ciphertext in configuration files or environment
variables and decrypted during use to ensure security.

// In this example, AK and SK are stored in environment variables for authentication. Before running this
example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK in the local environment

ak = 0s.Getenv("CLOUD_SDK_AK")

sk := 0s.Getenv("CLOUD_SDK_SK")

auth := basic.NewCredentialsBuilder().
WithAk(ak).
WithSk(sk).
Build()

client := elb.NewELbClient(
elb.ElbClientBuilder().
WithRegion(region.ValueOf("<YOUR REGION>")).
WithCredential(auth).
Build())

request := &model.DeletelpGroupRequest{}
response, err := client.DeletelpGroup(request)
if err == nil {
fmt.Printf("%+v\n", response)
}else {
fmt.Println(err)
}
}

More

For SDK sample code of more programming languages, see the Sample Code tab
in API Explorer. SDK sample code can be automatically generated.

Status Codes

Status Description
Code
204 Successful request.

Error Codes

See Error Codes.

4.9.6 Updating IP Addresses in an IP Address Group

Function

This API is used to add IP addresses to an IP address group or update the
descriptions of the existing IP addresses.

Calling Method
For details, see Calling APIs.

URI
POST /v3/{project_id}/elb/ipgroups/{ipgroup_id}/iplist/create-or-update
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Table 4-226 Path Parameters

Parameter Mandatory Type Description

project_id Yes String Specifies the project ID.

ipgroup_id Yes String Specifies the ID of the IP
address group.

Request Parameters

Table 4-227 Request header parameters

Parameter

Mandatory

Type

Description

X-Auth-Token

No

String

Specifies the token used for
IAM authentication.

Table 4-228 Request body parameters

Parameter

Mandatory

Type

Description

ipgroup

No

UpdatelpList
Option object

Specifies the request
parameter for updating the IP
addresses of an IP address

group.

Table 4-229 UpdatelpListOption

Parameter Mandatory Type Description
name No String Specifies the name of the IP
address group.
ip_list No Array of Specifies the IP addresses in
UpadatelpGr | the IP address group.
ouplpOption
objects
description No String Specifies supplementary
information about the IP
address group.
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Table 4-230 UpadatelpGrouplpOption

Parameter Mandatory

Type Description

ip Yes

String Specifies the IP addresses in
the IP address group. Both
IPv4 and IPv6 are supported. If
the IP address already exists,
you can only update its

description.

description No

Provides remarks about the IP
address group.

String

Minimum: 0

Maximum: 255

Response Parameters

Status code: 200

Table 4-231 Response body parameters

Parameter Type Description
ipgroup IpGroup Shows IP address information.
object
request_id String Specifies the request ID. The value is
automatically generated.

Table 4-232 IpGroup

Parameter Type Description
created_at String Specifies the time when the IP address group
was created.
description String Provides supplementary information about the
IP address group.
id String Specifies the ID of the IP address group.
ip_list Array of Specifies the IP addresses or CIDR blocks in the
IpInfo objects | IP address group. [] indicates any IP address.
Array Length: 0 - 300
listeners Array of Lists the IDs of listeners with which the IP
ListenerRef address group is associated.
objects
name String Specifies the IP address group name.
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Parameter Type Description
project_id String Specifies the project ID of the IP address group.
updated_at String Specifies the time when the IP address group

was updated.

Table 4-233 Ipinfo

Parameter Type Description

ip String Specifies the IP addresses in the IP address
group.

description String Provides remarks about the IP address group.
Minimum: 0
Maximum: 255

Table 4-234 ListenerRef
Parameter Type Description

id String

Specifies the listener ID.

Example Requests

Updating IP addresses in an IP address group

PUT https://{ELB_Endpoint}/v3/45977fa2dbd7482098dd68d0d8970117/elb/ipgroups/

8722e0e0-9cc9-4490-9660-8c9a5732fbb0/iplist/create-or-update

{
"ipgroup" : {
"name" : "test_ipg",
"ip_list" : [ {

"ip" : "192.168.1.123",
"description" : "test"

3o
"ip" : "192.168.1.120",
"description" : "test update ip0"

1]

}
}

Example Responses
Status code: 200

Successful request.

{
"request_id" : "46d0dcbec23987f1429491731dce0feb",

"ipgroup" : {
"id" : "353d6c3b-aca0-40b7-a059-fad8b20419e7",
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"name" : "test_ipg",
"project_id" : "0605